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IMPORTANT!
READ CAREFULLY BEFORE USE.

KEEP THIS GUIDE FOR FUTURE REFERENCE.

This is a User's Guide for a system managing a series of products. Not all products support all features.
Menushots and graphics in this book may differ slightly from what you see due to differences in release
versions or your computer operating system. Every effort has been made to ensure that the information
in this manual is accurate.

Related Documentation
* Quick Start Guide

The Quick Start Guide shows how to connect the managed device.
* More Information

Go to support.zyxel.com to find other information on the VMG.
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CHAPTER 1
Introducing the VMG

1.1 Overview

The VMG is a wireless VDSL router and Gigabit Ethernet gateway. It has a DSL port and a Gigabit
Ethernet port for super-fast Internet access. The VMG supports both Packet Transfer Mode (PTM) and

Asynchronous Transfer Mode (ATM). It is backward compatible with ADSL, ADSL2 and ADSL2+ in case
VDSL is not available.

Only use firmware for your VMG’s specific model. Refer to the label on
the bottom of your VMG.

The VMG works over the analog or digital felephone system, POTS (Plain Old Telephone Service) for
VMG8924-B10D, and ISDN/T-ISDN for VMG8924-B30D. The VMG has a USB port for sharing files via a USB
storage device or connecting a cellular dongle for a WAN backup connection.

* The VMG8924-B10D works over the analog ftelephone system, POTS (Plain Old Telephone Service).

¢ The VMG8924-B30D works over the digital telephone system, ISDN (Integrated Services Digital
Network) or T-ISDN (UR-2).

Note: Cellular networks refer to 3G only at the fime of writing.

1.2 Ways to Manage the VMG

Use any of the following methods to manage the VMG.

* Web Configurator. This is recommended for everyday management of the VMG using a (supported)
web browser.

1.3 Good Habits for Managing the VMG

Do the following things regularly to make the VMG more secure and to manage the VMG more
effectively.

¢ Change the password. Use a password that's not easy to guess and that consists of different types of
characters, such as numbers and letters.

¢ Write down the password and put it in a safe place.

VMG8924-B10D/B30D User's Guide
16



Chapter 1 Infroducing the VMG

* Back up the configuration (and make sure you know how to restore it). Restoring an earlier working
configuration may be useful if the device becomes unstable or even crashes. If you forget your
password, you will have to reset the VMG to its factory default settings. If you backed up an earlier
configuration file, you would not have to totally re-configure the VMG. You could simply restore your
last configuration.

1.4 Applications for the VMG

Here are some example uses for which the VMG is well suited.

1.4.1 Internet Access

Your VMG provides shared Internet access by connecting the DSL port to the DSL or MODEM jack on a
splitter or your telephone jack. You can have multiple WAN services over one ADSL or VDSL. The VMG
cannot work in ADSL and VDSL mode af the same time.

Note: The ADSL and VDSL lines share the same WAN (layer-2) interfaces that you configure in
the VMG. Refer to Section 6.2 on page 72 for the Network Setting > Broadband screen.

Computers can connect to the VMG's LAN ports (or wirelessly).

Figure 1 VMG's Internet Access Application

WLAN D WAN

_____ 0 SRS
; ADSL/VDSL

; ADSL

LAN

You can also configure IP filtering on the VMG for secure Internet access. When the IP filter is on, all
incoming fraffic from the Internet to your network is blocked by default unless it is initiated from your
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network. This means that probes from the outside to your network are not allowed, but you can safely
browse the Internet and download files.

1.4.2 VMG’s USB Support

The USB port of the VMG is used for cellular WAN backup, file-sharing and media server.

Cellular WAN (3G) Backup

Connect a supported cellular USB dongle with an active SIM card to the USB port. This adds a second
WAN interface and allows the VMG to wirelessly access the Internet via a cellular network. The cellular
WAN connection is a backup in case the DSL connection fails.

To set up a cellular connection, click Network Setting > Broadband > Cellular Backup.

To update the supported cellular USB dongle list, download the latest WWAN package from the Zyxel
website and upload it to the VMG using the Maintenance > Firmware Upgrade screen.

File Sharing

Use the built-in USB 2.0 port to share files on a USB memory stick or a USB hard drive (B). Use FTP to access
the files on the USB device.

Figure 2 USB File Sharing Application

)¢

Media Server

You can also use the VMG as a media server. This lets anyone on your network play video, music, and
photos from a USB device (B) connected to the VMG's USB port (without having to copy them to
another computer).
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Figure 3 USB Media Server Application
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1.4.3 Wireless Access

The VMG is a wireless Access Point (AP) for wireless clients, such as notelbook computers or PDAs and
iPads. It allows them to connect to the Internet without having to rely on inconvenient Ethernet cabiles.

You can configure your wireless network in either the built-in Web Configurator, or using the WPS button.

See Section 1.5.4 on page 22 for more information about how to set up a wireless network with WLAN
and WPS buttons.

Figure 4 Wireless Access Example

D’)
J:\\

1.5 Hardware

)

\

1.5.1 Front and Side Panels

The following graphic displays the front and side panels of the VMG.
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Figure 5 VMG8924-B10D Front and Side Panels

The following table describes the items on the side panels..

Table 1 Side Panel Buttons

LABEL DESCRIPTION
WLAN Press the WLAN button for more than two seconds to enable the wireless function.
WPS Press the WPS button for more than five seconds to quickly set up a secure wireless connection

between the device and a WPS-compatible client.

USB The USB port is used for cellular WAN backup, file-sharing and media server.

1.5.2 Using the WLAN and WPS Buttons

If the wireless network is furned off, press the WLAN On/Off button for more than two seconds. Once the
WLAN/WPS LED turns green, the wireless network is active.

You can also use the WPS On/Off button to quickly set up a secure wireless connection between the
VMG and a WPS-compatible client by adding one device at a fime.

To activate WPS:

1 Make sure the PWR LED is on and not blinking.
2 Press the WPS On/Off button for more than five seconds and release it.

3 Press the WPS button on another WPS-enabled device within range of the VMG. The WLAN/WPS LED
flashes orange while the VMG sets up a WPS connection with the other wireless device.

4 Once the connection is successfully made, the WLAN/WPS LED shines green. Note that the connection
to the 2.4GHz wireless network has priority.
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To turn off the wireless network, press the WLAN On/Off button for more than five seconds. The WLAN/
WPS LED turns off when the wireless network is off.

1.5.3 LEDs (Lights)

The following graphic displays the labels of the LEDs.

Figure 6 LEDs on the VMG

POWER DSL INTERNET WAN | I LAN E— WLAN/WPS PHONE use

None of the LEDs are on if the VMG is not receiving power.

Table 2 LED Descriptions

LED COLOR | STATUS DESCRIPTION

Power Green On The VMG is receiving power and ready for use.

Blinking The VMG s self-testing.

Red On The VMG detected an error while self-testing, or there is a device
malfunction.

Blinking The VMG is upgrading firmware.

Off The VMG is not receiving power.
DSL Green On The VDSL line is up.
Slow The VMG is detecting carrier signals.
Blinking
Fast The VMG is initializing the VDSL line.
Blinking
Orange On The ADSL line is up.
Slow The VMG is detecting carrier signals.
Blinking
Fast The VMG s initializing the ADSL line.
Blinking
Off The DSL line is down.
Internet Green On The VMG has an IP connection but no fraffic.

Your device has a WAN IP address (either static or assigned by a DHCP
server), PPP negotiation was successfully completed (if used) and the DSL
connection is up.

Blinking The VMG is sending or receiving IP fraffic.

Off There is no Internet connection or the gateway is in bridged mode.

Red On The VMG attempted to make an IP connection but failed. Possible causes
are no response from a DHCP server, no PPPoE response, PPPoE
authentication failed.

WAN Green On The VMG has a successful 10/100/1000 Mbps Ethernet connection on the
WAN.
Blinking The VMG is sending or receiving data to/from the WAN at 10/100/1000
Mbps.
Off There is no Ethernet connection on the WAN.
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Table 2 LED Descriptions (continued)

LED COLOR | STATUS DESCRIPTION
LANT~4 Green On The VMG has a successful 10/100/1000 Mbps Ethernet connection with a
device on the Local Area Network (LAN).
Blinking The VMG is sending or receiving data to/from the LAN at 10/100/1000
Mbps.
Off The VMG does not have an Ethernet connection with the LAN.
WLAN/WPS Green On The 2.4 GHz or 5 GHz wireless network is activated.
Blinking The VMG is communicating with 2.4 GHz or 5 GHz wireless clients.
Orange Blinking The VMG is setting up a WPS connection with a 2.4 GHz or 5 GHz wireless
client.
Off The 2.4 GHz or 5 GHz wireless network is not activated.
Phonel, Green Oon A SIP account is registered for the phone port.
Phone2 Blinking A telephone connected to the phone port has its receiver off of the hook or
there is an incoming call.
Orange On A SIP account is registered for the phone port and there is a voice message
in the corresponding SIP account.
Blinking A telephone connected to the phone port has its receiver off of the hook
and there is a voice message in the corresponding SIP account.
Off The phone port does not have a SIP account registered.
usB Green On The VMG recognizes a USB connection through the USB slot.
Blinking The VMG is sending/receiving data to /from the USB device connected to
it.
Off The VMG does not detect a USB connection through the USB slot.

1.5.4 Rear Panel

The following graphic displays the rear panel of the VMG.

Figure 7 VMG8924-B10D Rear Panel
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The following table describes the items on the rear panel..

Table 3 Rear Panel Ports
LABEL DESCRIPTION

DSL Connect aRJ-11 cable to the DSL port for Infernet access.

LANT ~ LAN4 | Connect computers or other Ethernet devices to Ethernet ports for Internet

access.
WAN Connect an Ethernet cable to the Ethernet WAN port for Internet access.
Phonel ~ Connect analog phones to the phone ports fo make phone calls.
Phone?2
Power Connect the power cable can press the power button fo start the device.
Reset Press the button to return the VMG to the factory defaults.

1.5.5 The RESET Button

If you forget your password or cannot access the Web Configurator, you will need to use the RESET
button atf the back of the device to reload the factory-default configuration file. This means that you will
lose all configurations that you had previously. The password will be reset to “1234", and the LAN IP
address will be “192.168.1.1".

1 Make sure the PWR LED is on (noft blinking).

2 Toset the device back to the factory default settings, press the RESET button for five seconds or until the
PWR LED begins to blink and then release it. When the PWR LED begins to blink, the defaults have been
restored and the device restarts.
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CHAPTER 2
The Web Configurator

2.1 Overview

The screens are based on VMG8924-B10D.

The web configurator is an HTML-based management interface that allows easy VMG setup and
management via Internet browser. Use Internet Explorer 8.0 and later versions or Mozilla Firefox 3 and
later versions or Safari 2.0 and later versions. The recommended screen resolution is 1024 by 768 pixels.

In order to use the web configurator you need to allow:

* Web browser pop-up windows from your VMG. Web pop-up blocking is enabled by default in
Windows XP SP (Service Pack) 2.

e JavaScript (enabled by default).

e Java permissions (enabled by default).
2.1.1 Accessing the Web Configurator

1 Make sure your VMG hardware is properly connected (refer to the Quick Start Guide).

2 Launch your web browser. If the VMG does not automatically re-direct you to the login screen, go to
http://192.168.1.1.

3 A password screen displays. To access the administrative web configurator and manage the VMG, type
the default username admin and password 1234 in the password screen and click Login. If advanced
account security is enabled (see Section 32.2 on page 266) the number of dots that appears when you
type the password changes randomly to prevent anyone watching the password field from knowing the
length of your password. If you have changed the password, enter your password and click Login.

Figure 8 Password Screen

ZYXEL

Welcome
Welcome to VMG8924-B10D configuration interface.

Username: _

Password: _
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4 The following screen displays if you have not yet changed your password. Enter a new password, retype
it fo confirm and click Apply.

Figure 9 Change Password Screen

ZYXEL

Change Password
The password must contain & to 256 characters, include 0-9 and a-z.

Venfy Mew Password -

5 Configure basic Internet access, and wireless settings. The Network Map page appears.
Figure 10 Network Map

ZYXEL vmcss24-8100 SEFIMEA  # cuicksior B Logout

Network Map

Viewing Mode A - Refresh Interval

——

VIMGB924 810D =
[wecziozs... |

S & @

Cennection Status

6 Click Status to display the Status screen, where you can view the VMG's interface and system
information.
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2.2 Web Configurator Layout

Figure 11 Screen Layout

! # QuickStat B Logout

Refresh Inferval [Jl=lgE

VMGE924-B10D System Up Time: Odays: Chours: 27minutes
Model Number: VMGE?24-B10D Curmrent
Date/Time:
Serial Number: $090Y00000000
= System Resource:
Firmware Version: V5.13{ABGQ.0)b1_20170111
- CPU Usage:
WANT1 Information = —
- Encapsulation: IPoE - Memory Usage: ﬁ—
R r— - NAT Session
-IP Address: 172.21.56.19 |Releass| Usage:
- IP Subnet Mask: 255.255.252.0
- MAC Address: 02:17:38:14:61:55
- Primary DNS server: 172.21.5.1
- Secondary DNS server: 172.21.65.1
- DHCP: Client
LAN Information

- IP Addlress: 192.168.1.1
- IP Subnet Mask: 285.255.255.0

2017-01-23/02:26:26

Interface Status
LAN | No Link N/A
LAN 2 Up 1000 / Full
LAN3 No Link N/A

=PHOE: Server LAN 4 No Link N/A
- MAC Address: 02:17:38:14:61:51 WLAN 2.4GHz 144 Mops

WLAN 2.4GHz Information WLAN 5GHz 1300 Mbps
- MAC Address: 02:17:38:14:61:52 Ethernet WAN 10M / Full
- Status: On DSL in N/A
- S5ID: Iyxel 6152 Cellular Mo Device N/A
< Channel: Auto(Current 8)

2 @ @

Connection Status

As illustrated above, the main screen is divided info these parts:

e A -title bar
e B-main window

¢ C - navigation panel

2.2.1 Title Bar

The title bar provides some icons in the upper right corner.

! English W ’- Qu tat = Logout

The icons provide the following functions.

Table 4 Web Configurator Icons in the Title Bar

ICON DESCRIPTION

Language: Select the language you prefer.

¢ EIERY

Quick Start: Click this icon to open screens where you can configure the VMG's fime zone
Intfernet access, and wireless setftings.

PEp— Logout: Click this icon to log out of the web configurator.
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2.2.2 Navigation Panel

Use the menu items on the navigation panel to open screens to configure VMG features. The following
tables describe each menu item.

Table 5 Navigation Panel Summary

LINK TAB FUNCTION
Connection Status This screen shows the network status of the VMG and computers/devices
connected fo it.
Network Setting
Broadband Broadband Use this screen to view and configure ISP parameters, WAN IP address
assignment, and other advanced properties. You can also add new
WAN connections.
Cellular Backup Use this screen to configure 3G WAN connection.
Advanced Use this screen to enable or disable PTM over ADSL, Annex M/Annex J,
and DSL PhyR functions.
Wireless General Use this screen to configure the wireless LAN settings and WLAN
authentication/security settings.
Guest/More AP Use this screen to configure multiple BSSs on the VMG.
MAC Use this screen to block or allow wireless traffic from wireless devices of
Authentication certain SSIDs and MAC addresses to the VMG.
WPS Use this screen to configure and view your WPS (Wi-Fi Protected Setup)
settings.
WMM Use this screen to enable or disable Wi-Fi MultiMedia (WMM).
Others Use this screen to configure advanced wireless settings.
Channel Status Use this screen to scan wireless LAN channel noises and view the results.
Home LAN Setup Use this screen to configure LAN TCP/IP settings, and other advanced
Networking properties.
Static DHCP Use this screen to assign specific IP addresses to individual MAC
addresses.
UPnP Use this screen to turn UPnP and UPnP NAT-T on or off.
Additional Use this screen to configure IP alias and public static IP.
Subnet
STB Vendor ID Use this screen to configure the Vendor IDs of the connected Set Top Box
(STB) devices, which have the VMG automatically create static DHCP
entries for the STB devices when they request IP addresses.
Wake on Lan Use this screen to remotely turn on a device on the local network.
TFTP Server Name | Use DHCP opfion 66 to identify a TFTP server name.
Routing Static Route Use this screen to view and set up static routes on the VMG.
DNS Route Use this screen to forward DNS queries for certain domain names through
a specific WAN interface to its DNS server(s).
Policy Route Use this screen to configure policy routing on the VMG.
RIP Use this screen to configure Routing Information Protocol to exchange
routing information with other routers.
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Table 5 Navigation Panel Summary (contfinued)
LINK TAB FUNCTION
QoS General Use this screen to enable QoS and traffic prioritizing. You can also
configure the QoS rules and actions.
Queue Setup Use this screen to configure QoS queues.
Classification Use this screen to define a classifier.
Setup
Shaper Setup Use this screen to limit outgoing traffic rate on the selected interface.
Policer Setup Use this screen to configure QoS policers.
NAT Port Forwarding Use this screen to make your local servers visible to the outside world.
Applications Use this screen to configure servers behind the VMG.
Port Triggering Use this screen to change your VMG's port triggering settings.
DMZ Use this screen to configure a default server which receives packets from
ports that are not specified in the Port Forwarding screen.
ALG Use this screen to enable or disable SIP ALG.
Address Mapping | Use this screen to change your VMG's address mapping settings.
Sessions Use this screen to configure the maximum number of NAT sessions each
client host is allowed to have through the VMG.
DNS DNS Entry Use this screen to view and configure DNS routes.
Dynamic DNS Use this screen to allow a statfic hosthame alias for a dynamic IP address.
IGMP/MLD IGMP/MLD Use this screen to configure multicast settings (IGMP for IPv4 and MLD for
IPvé multicast groups) on the WAN.
Vian Group Vian Group Use this screen to group and tag VLAN IDs to outgoing traffic from the
specified interface.
Interface Interface Use this screen to map a port to a PVC or bridge group.
Grouping Grouping
USB Service File Sharing Use this screen to enable file sharing via the VMG.
Media Server Use this screen to use the VMG as a media server.
Security
Firewall General Use this screen to configure the security level of your firewall.
Protocol Use this screen to add Internet services and configure firewall rules.
Access Confrol Use this screen to enable specific traffic directions for network services.
DoS Use this screen to activate protection against Denial of Service (DoS)
attacks.
MAC Filter MAC Filter Use this screen to block or allow fraffic from devices of certain MAC
addresses to the VMG.
E%rr?frr]é?l Parental Confrol | Use this screen to block web sites with the specific URL.

Scheduler Rule

Scheduler Rule

Use this screen to configure the days and times when a configured
restriction (such as parental control) is enforced.

Certificates Local Certificates | Use this screen to view a summary list of certificates and manage
certificates and certification requests.
Trusted CA Use this screen to view and manage the list of the frusted CAs.
VolP
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Table 5 Navigation Panel Summary (contfinued)
LINK TAB FUNCTION
SIP SIP Account Use this screen to set up information about your SIP account and
configure audio settings such as volume levels for the phones
connected to the VMG.
SIP Service Use this screen to configure the SIP server information, QoS for VolP calls,
Provider the numbers for certain phone functions, and dialing plan.
Phone Phone Device Use this screen to view detailed information of the phone devices.
Region Use this screen to select your location and a call service mode.
CallRule Speed Dial Use this screen to configure speed dial for SIP phone numbers that you
call often.
Call History Call History Use this screen to view a call history list.

Call Summary

Use this screen to view the summary of received, dialed and missed calls.

System Monitor

Log

System Log

Use this screen to view the status of events that occurred to the VMG.
You can export or e-mail the logs.

Security Log

Use this screen to view all security related events. You can select level
and category of the security events in their proper drop-down list
window.

Levels include:

¢ Emergency

o Alert

e Critical

e Error

e Warning

* Notice

¢ Informational
¢ Debugging

Categories include:

¢ Account

* Aftack
e Firewall
¢ MAC Filter
Traffic Status WAN Use this screen to view the status of all network fraffic going through the
WAN port of the VMG.
LAN Use this screen to view the status of all network traffic going through the
LAN ports of the VMG.
NAT Use this screen to view NAT statistics for connected hosts.
VolP Status VolP Status Use this screen to view VolP registration, current call statust and phone
numbers for the phone ports.
ARP table ARP table Use this screen to view the ARP table. It displays the IP and MAC address
of each DHCP connection.
Routing Table Routing Table Use this screen to view the routing table on the VMG.
Multicast Status | IGMP Status Use this screen to view the status of all IGMP settings on the VMG.
MLD Status Use this screen to view the status of all MLD settings on the VMG.
xDSL Stafistics xDSL Stafistics Use this screen to view the VMG's xDSL fraffic statistics.
Cellular Cellular Statistics | Use this screen to look at cellular Intfernet connection status.
Statistics

Maintenance
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Table 5 Navigation Panel Summary (contfinued)
LINK TAB FUNCTION
System System Use this screen to set Device name and Domain name.

User Account

User Account

Use this screen to change user password on the VMG.

Remote MGMT Services Use this screen to enable specific fraffic directions for network services.
Management - - - - - -
Trust Domain Use this screen to view a list of public IP addresses which are allowed to

access the VMG through the services configured in the Maintenance >
Remote Management screen.

SNMP SNMP Use this screen to configure SNMP (Simple Network Management
Protocol) settings.

Time Time Use this screen to change your VMG's time and date.

Email Email Notfification | Use this screen to configure up to two mail servers and sender addresses

Nofification on the VMG.

Log Setting Log Setting Use this screen to change your VMG's log settings.

Firmware Firmware Use this screen to upload firmware to your VMG.

Upgrade Upgrade

Backup/Restore | Backup/Restore Use this screen to backup and restore your VMG's configuration
(settings) or reset the factory default settings.

Reboot Reboot Use this screen to reboot the VMG without turning the power off.

Diagnostic Ping&Traceroute | Use this screen to identify problems with the DSL connection. You can

&Nslookup use Ping, TraceRoute, or Nslookup to help you identify problems.

802.1ag Use this screen to configure CFM (Connectivity Fault Management) MD
(maintenance domain) and MA (maintenance association), perform
connectivity tests and view test reports.

OAM Ping Use this screen to view information to help you identify problems with the

DSL connection.
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CHAPTER 3
Quick Start

3.1 Overview

Use the Quick Start screens to configure the VMG's time zone, basic Internet access, and wireless
settings.

Note: See the technical reference chapters (starting on Chapter 4 on page 33) for
background information on the features in this chapter.

3.2 Quick Start Setup

1 The Quick Start Wizard appears automatically after login. Or you can click the QuickClick Start icon in
the top right corner of the web configurator to open the quick start screens. Select the time zone of your
location. Click Next.

Figure 12 Quick Start - Welcome
Welcome to Quick Start wizard ) .
Steplof3

The wizard will guide you through the basic seffings of this device. This wil take about few minutes to
complete. Click Next te begin.
Time Zone: [érv“\ﬂOIiI:IOUJ Amsterdam, Berlin, Bern, Rome. Stockholm, Vienna b2l

Do not qutomatically show this Quick Start after login, | Buck| | Nex|| | Cluse|

2

Enter your Internet connection information in this screen. The screen and fields to enter may vary
depending on your current connection type. Click Next.
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Figure 13 Quick Start - Internet Connection

Quick Start o
Internet Connection :
Step 2. o
Please select the interface: ‘ADSL v |
The current connection type is set to PPPeE cnd needs a user name and password fo get online.
User Name: ac I
Password: ol B
U password unmask
Is there specific IP address information from your Infernet Service Provider (ISP
= Yes ® No
Then the IP Address information will be dynamically assigned to you from your ISP.
/Do not automatically show this Quick Start after login. ‘ Back || Next ‘ “Cluse ‘
3 Turn the wireless LAN on or off. If you keep it on, record the security settings so you can configure your
wireless clients to connect to the VMG. Click Save.
Figure 14 Quick Start - Wireless
Quick Start X
Wireless Setting
Step3of3
The following settings are the current wireless settings which your wireless client devices need in order
to get connected to this device.
Wireless Service: ® Enable Disable
Wireless Metwork Mame (3510): Zyxel_6152
Security: WP AZ-Personal
Password: e
/Do not autematically shew this Quick Start after login. I-Buck| | Save ‘ ‘-Cluse ‘
4

Your VMG saves your settings and afttempts to connect to the Internet.
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4.1 Overview

This chapter shows you how to use the VMG's various features.

e Setting Up an ADSL PPPoE Connection, see page 33
» Setting Up a Secure Wireless Network, see page 36
» Setting Up Multiple Wireless Groups, see page 42

¢ Using the File Sharing Feature, see page 45

* Using the Media Server Feature, see page 48

Tutorials

» Configuring Static Route for Routing to Another Network, see page 52

¢ Configuring QoS Queue and Class Setup, see page 54
* Access the VMG Using DDNS, see page 57
» Configuring the MAC Address Filter, see page 58

¢ Access Your Shared Files From a Computer, see page 59

4.2 Setting Up an ADSL PPPoE Connection

This tutorial shows you how to set up an ADSL Internet connection using the Web Configurator.

If you connect to the Internet through an ADSL connection, use the information from your Internet
Service Provider (ISP) to configure the VMG. Be sure to contact your service provider for any information

you need to configure the Broadband screens.

1 Click Network Setting > Broadband to open the following screen. Click Add New WAN Interface.

| Add New WAN Interface |

You can configure the Intemet settings of this device. Correct configurations build successful Intemet connection.

‘ 1 ADSL  ATM R";“” PoE  N/A

2 Inthis example, the DSL connection has the following information.

General

Name MyDSLConnection
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Type ADSL over ATM
Connection Mode Routing
Encapsulation PPPoE
IPvé6/IPv4 Mode IPv4

ATM PVC Configuration
VPI/VCI 36/48

Encapsulation Mode

LLC/SNAP-Bridging

Service Category

UBR without PCR

Account Information

PPP User Name

1234@DSL-Ex.com

PPP Password ABCDEF!
PPPoOE Service Name MyDSL
Static IP Address 192.168.1.32

Others

Authentication Method: AUTO
PPPoE Passthrough: Disabled
NAT: Enabled

IGMP Multicast Proxy: Enabled

Apply as Default Gateway: Enabled

VLAN: Disabled

Select Enable in the Active field. Enter the General and ATM PVC Configuration setfings as provided

above.

Set the Type to ADSL over ATM.

Choose the Encapsulation specified by your DSL service provider. For this example, the service provider
requires a username and password to establish Infernet connection. Therefore, select PPPoE as the WAN
encapsulation type.

Set the IPv6/I1Pv4 Mode to IPv4 Only.

Enter the account information provided to you by your DSL service provider.

Configure this rule as your default Infernet connection by selecting the Apply as Default Gateway check
box. Then select DNS as Static and enter the DNS server addresses provided to you, such as 192.168.5.2
(DNS server1)/192.168.5.1 (DNS server2).

Leave the rest of the fields to the default settings.

Click Apply to save your settings.
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Add New WAN Interface X

General
Active ® Enable ' Disable
-, [WoSLCormect|
Typs [ADSLoverATM v |
Mode '® Routing ! Bridge
Encapsulation |W\
IPv4/IPvé Modie [Pvaony 7]

PPP Information

PPP User Name [1234@D5L-Ex.com |
PPP Password |ABCDEF! |

¥ password unmask

PPP Cennection Trigger ® Auto Connect &) On Demand
PPPoE Passthrough " Enable ® Disable
IP Address

2 Obtain an IP Address Automatically
® static IP Address

IP Address 192.168. 1 .32
ATM PVC Configuration -
WPl [0-255] : B ]
VCI [32-65535] : s ]
Encapsulation |W|
Service Category |'mm'i
VLAN
Active U Encble ® Disable
802.1p [ov]
802.1q: [ ] (1~4094)
MTU
MU [lasz ]
Routing Feature
MNAT Enable '® Encble '~ Disable
Fullcone NAT Enable ' Enable ® Disable
IGMP Proxy Enable '® Encble ' Disable
Apply as Default Gateway '® Enable @ Disable
DNS Server

Obtain DNS Info Automatically
® Use Following Static DNS Address

Primary DNS Server 192.168. § . 2
Secondary DNS Server 192.768. § . 1
&6RD
4RD 2 Enable ® Disable
4 3

(oK | concel

You should see a summary of your new DSL connection setup in the Broadband screen as follows.

Add New WAN Interface

1 ADSL  ATM  Routng  IPoE NIA NIA ¥ ¥ ¥ ¥ N (&
2 MyDS.. ATM  Routng PPPoE  NIA NIA ¥ ¥ ¥ N N [T
3 VDSL  PTM  Routng  IPoE NIA NIA Y Y Y Y N IE3
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Try to connect to a website to see if you have correctly set up your Internet connection. Be sure to
contact your service provider for any information you need to configure the WAN screens.

4.3 Setting Up a Secure Wireless Network

Thomas wants to set up a wireless network so that he can use his notebook to access the Internet. In this
wireless network, the VMG serves as an access point (AP), and the notebook is the wireless client. The
wireless client can access the Internet through the AP.

Dst —— Internet

Thomas has to configure the wireless network settings on the VMG. Then he can set up a wireless
network using WPS (Section 4.3.2 on page 38) or manual configuration (Section 4.3.3 on page 41).

4.3.1 Configuring the Wireless Network Settings

This example uses the following parameters to set up a wireless network.

SSID Example

Security Mode WPA2-PSK

Pre-Shared Key DoNotStealMyWirelessNetwork
802.11 Mode 802.11b/g/n Mixed

1 Click Network Setting > Wireless to open the General screen. Select More Secure as the security level
and WPA2-PSK as the security mode. Configure the screen using the provided parameters (see
page 36). Click Apply.
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Wireless Network Setup

Band 24GHz v

Wireless ® Enable Disable (Setfings are invalid when disabled)
Channel Auto ¥ |Current 111

Bandwicth 20MHz ¥

Control Sideband MNone ¥

Wireless Network Settings
Wireless Network Name Example
Max Clients 32
Hide $5ID

¥ Multicast Forwarding

Max. Upstream Bandwidth Kbps
Max, Downstream Bandwidth Kbps
B Note

1. Max. Upstream Bandwidth: This field allows you to configure the maximum bandwidth of this 351D fo WAN.
2. Max. Downstream Bandwidth: This field allows you to configure the maximum bandwidth of WAN to this SSID.
3. If Max. Upstream/Downstream Bandwidith is empty, the CPE sets the value cutomatically.
4. Using Mer<. Upstream/Downstream Bandwidth will significantly decrease the wireless performance.
BSsID E8:37:7 A:9D:1F:A3
Security Level

More Secure

- (Recommended)
=
T G e
v v v
Security Mode WPAZ-PSK v

Generate password automatically

Enfer 8-63 ASCIl characters or 64 hexadecimal digits ['0-9", "A-F).
Password ssssssssssssasns

password unmask

mMore...

Apply Cancel

Go to the Wireless > Others screen and select 802.11b/g/n Mixed in the 802.11 Mode field. Click Apply.

RTS/CTS Threshold : 2347

Fragmentation Threshold : 2344

Qutput Power : 100%

Beacon Interval : 100 |ms

DTIM Interval : 1 ms

802.11 Mods : 802.11b/g/n Mixed T )
802.11 Protection : Off

Precmble Long ¥

QB35 Coexistence ® Enable Disable

Thomas can now use the WPS feature to establish a wireless connection between his notelbook and the

VMG (see Section 4.3.2 on page 38). He can also use the notebook’s wireless client to search for the
VMG (see Section 4.3.3 on page 41).
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4.3.2 Using WPS

This section shows you how to set up a wireless network using WPS. It uses the VMG as the AP and Zyxel
NWD210N as the wireless client which connects to the notebook.

Note: The wireless client must be a WPS-aware device (for example, a WPS USB adapter or
PCMCIA card).

There are two WPS methods to set up the wireless client settings:

¢ Push Button Configuration (PBC) - simply press a button. This is the easier of the two methods.

* PIN Configuration - configure a Personal Identification Number (PIN) on the VMG. A wireless client
must also use the same PIN in order fo download the wireless network settings from the VMG.

Push Button Configuration (PBC)

1 Make sure that your VMG is turned on and your notebook is within the cover range of the wireless signal.
2  Make sure that you have installed the wireless client driver and utfility in your notebook.

3 Inthe wireless client utility, go to the WPS setting page. Enable WPS and press the WPS button (Start or
WPS button).

4  Push and hold the WPS button located on the VMG's front panel for more than five seconds.
Alternatively, you may log into VMG's web configurator and go to the Network Setting > Wireless > WPS
screen. Enable the WPS function for method 1 and click Apply. Then click the Connect button.

Enabling Wi-Fi Protected Setup (WPS) lets you add new WPS-compatible devices to the wircless network with ease. Select
one of the WPS methods and follow the instructions to establish WPS connection. If your wireless client device is equipped
with a WPS button, Push Button Configuration [PBC) method would be the preferable way to do WPS.

General

WPS ® Enable Disable (Settings are invalid when disabled)

Add a new device with WPS Method
. Method 1 1 f Method 2 Enable '® A Y Method Enable '®

= rsc Disable Ll py Disable s Disable
Step 1. Click WPS butor|WPS| 3 Step 1. Enter the PIN of your new Enter AP's PIN Number in Wireless
- - wireless client device and then click Client

gister| Current state:Configured
- 1. Please release configuration if you

Step 2. Press the WFS bution on your Register
new wireless client device within 120

seconds Step 2. Prass the WPS buiton on your want to configure the wireless settings
new wireless client device within 120 | Release Configuration |
seconds G 3T TR TR e

2. Enter current PIN number on your
wireless client )
| Generate New PIN |

a Note

1.1f WPS is Enabled, UPnP will autematically be turned on. : !
2.This feature is available only when WPA2-PSK or No Security mode is configured.
|Apply | ) | Cnncel.|
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Note: Your VMG has a WPS button located on its front panel as well as a WPS button in its
configuration utility. Both buttons have exactly the same function: you can use one or
the other.

Note: It doesn’t matter which button is pressed first. You must press the second button within
two minutes of pressing the first one.

The VMG sends the proper configuration settings fo the wireless client. This may take up to two minutes.
The wireless client is then able to communicate with the VMG securely.

The following figure shows you an example of how to set up a wireless network and its security by
pressing a button on both VMG and wireless client.

Wireless Client VMG

L i F 3
el — T |

T Gen s >
WITHIN 2 MINUTES /

Press and hold for 5
seconds

SECURITY INFO
‘-----------------

)) COMMUNICATION (‘

PIN Configuration

When you use the PIN configuration method, you need to use both the VMG's web configurator and
the wireless client’s utility.

Launch your wireless client’s configuration utility. Go to the WPS setftings and select the PIN method to
get a PIN number.

Log info VMG's web configurator and go to the Network Setting > Wireless > WPS screen. Enable the
WPS function and click Apply.
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Enabling Wi-Fi Protected Setup (WPS) lets you add new WPS-compatible devices to the wireless network with ease. Select
one of the WPS methods and follow the instructions to establish WPS connection. If your wireless client device is equipped
with a WPS button, Push Button Configuration [PBC) methed would be the preferable way to do WPS.

General

WPS ® Enable DiTe (Settings are invalid when disabled)

Add a new device with WPS Method

Y Method1 ® Enable 4 Method 2 C Method Enable '@

e |
PBC Discble Bl ey Disable 3 Discble

Step 1. Click WPS bUHor‘!WPSI 99}3 1. Enter the PIN of your new Enter AP's PIN Number in Wireless
R e fremimaiies i Clie
Step 2. Press the WFS bution on your ister [Enier | il :|F-'egisferD Current state:Configured.
new wireless client device within 120 —————— 1. Please release configuration if you
seconds Step 2. Prass the WPS button on your want fo configure the wireless setftings
new wireless client device within 120 | Release Configuration |
seconds R S e R TE R o
2. Enter current PIN number on your
wireless client
| Generate New PIN |
B Note
1.If WPS is Enabled, UPnP will automatically be tumed on.
2.This feature is available only when WPA2-PSK or No Security mode is configured.

| Cancel |

Enter the PIN number of the wireless client and click the Register button. Activate WPS function on the
wireless client utility screen within two minutes.

The VMG authenticates the wireless client and sends the proper configuration setftings to the wireless

client. This may take up to two minutes. The wireless client is then able to communicate with the VMG
securely.

The following figure shows you how to set up a wireless network and its security on a VMG and a wireless
client by using PIN method.
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Wireless Client VMG

e |cortinuous aczess mode =

Fted Setup)]
@ PiN| [ ~1

I% Method 2 PIN

D Step 1. Entarthe PIN of rour rew wireless client dev)

wdbin 120 sewur s

[auta = s 5 5 o

pe: Contiruougs Access Mads | 1. Enfer the FIN of your wireless clien)

apa -
s ’ (G s

P T Mol gt
2. Activate WPS onthe wﬁ&mem

within 2 minutes after clickang “Conng

WITHIN 2 MINUTES

Authentication by PIN
¢--------------- (
SECURITY INFO
D )) commumcmon (( @

4.3.3 Without WPS

Use the wireless adapter’s utility installed on the notebook to search for the “Example” SSID. Then enter
the “DoNoftStealMyWirelessNetwork” pre-shared key to establish an wireless Internet connection.

Note: The VMG supports IEEE 802.11b and IEEE 802.11g wireless clients. Make sure that your
notebook or computer’s wireless adapter supports one of these standards.
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4.4 Setting Up Multiple Wireless Groups

Company A wants to create different wireless network groups for different types of users as shown in the
following figure. Each group has its own SSID and security mode.

-
--l- -

- ~ -
Y 4 « = ” . ~ N
2% Company N
¢ .
y .

’ \
! \
8 3
i i
! I
\ VIP S __ Guest

. 4
N ¢’
L &
~ - . L 4
y - - - - -

=y L=
" o o g mm wm =

* Employees in Company A will use a general Company wireless network group.
* Higher management level and important visitors will use the VIP group.

¢ Visiting guests will use the Guest group, which has a different SSID and password.

Company A will use the following parameters to set up the wireless network groups.

COMPANY VIP GUEST

Guest

SSID Company VIP

Security Level

More Secure

More Secure

More Secure

Security Mode

WPA2-PSK

WPA2-PSK

WPA2-PSK

Pre-Shared Key

ForCompanyOnly

123456789

guest123

1 Click Network Setting > Wireless to open the General screen. Use this screen to set up the company’s
general wireless network group. Configure the screen using the provided parameters and click Apply.
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Wireless Network Setup

Band [2.4GHz v |
Wireless - Disable (Setftings are invalid when disabled)

Channel Current : 11
Bandwidth 20MHz ¥
Conrol Sideband
Wireless Network Seftings
Wirgless Network Name ‘

Max Clients

[ Hide SSID

¥ Multicast Forwarding

Max. Upstrearm Bandwidth I:l Kbps
Max. Downstream Bandwidth |:| Kbps
B Note

1. Max. Upstream Bandwidih: This fisld allows you to configure the maximum bandwidth of this SSID to WAN.

2. Max. Downstream Bandwidth: This field allows you to configure the maximum bandwidih of WAN fo this SSID.
3. If Max. Upstream/Downstream Bandwidih is empty, the CPE sets the value automatically.

4. Using Max. Upstream/Downstream Bandwidth will significantly decrease the wireless performance.

BSSID E8:37:7A:9D: 1F:A3
Security Level

More Secure

(Recommended)
v v v
=curity Mods WPA2-PSK v N

Generate password automatically
Enter 8-63 ASCIl characters or 64 hexadecimal digits ['0-9", "A-F").
Password ForCompanyOnly
¥ password unmask

more...

Click Network Setting > Wireless > Guest/More AP to open the following screen. Click the Edit icon to
configure the second wireless network group.

Guest WLAN
1 9 ZYELOD00OT_Guestt  Mied WPAZ-PSKINPA- External Guest [
‘ 2 ZYELONOODT Guestz  MIKEU VRS PSKIWRA M ‘
‘ 3 ZYELONOODT Guestz  MIKEU VRS PSKIWRA M [ ‘

Configure the screen using the provided parameters and click Apply.
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Wireless Network Setup
Wireless Disable (Setings are invalid when disabled)

Wireless Network Settings

Wireless Network Name WIP

Hide 551D
¥ Guest WLAN
Access Scenario: | External Guest v .
Kbps
Kbops

Max. Upstream Bandwidth

Max. Downsfream Bandwidth

a Note:
1. Ma. Upstream Bandwidth: This field allows you fo configure the maximum bandwidth of this SSID to WAN.

2. Max. Downstream Banchwidth: This field allows you to configure the maximum bandwidth of WAN to this 551D

3. If Max. Upstream/Downsiream Bandwidth is empty, the CPE sets the value automatically.

4, Using Max. Upstream/Downstreamn Bandwidth will significantly decrease the wireless performance.
00:00:00:00:00:00

Enclkle '® Disable

BSSID
551D Subnet:

Security Level
More Secure

(Recommended)
@ C— e
- - -
WPA2-PSK v

Security Mode

Generate password automatically

Enter 8-63 ASCIl characters or 64 hexadecimal digits ['0-9", "A-F").
123456789

¥ password unmask

Password

more...

In the Guest/More AP screen, click the Edit icon to configure the third wireless network group.Configure
the screen using the provided parameters and click Apply.
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Wireless Network Setup
Wireless Disable (Setfings are invalid when disabled)

Wireless Network Settings

Wireless Network Name

Hide S5ID
¥ Guest WLAN
Access Scenario: | External Guest v -
Kbps
Kbps

Meax. Upstream Bandwidth
Max. Downstrearn Bandwidth
= Note:

1. Max. Upstream Bandwidth: This field allows you fo configure the maximum bandwidth of this 3510 to WAN.
2. Max. Downstream Bandwidin: This field allows you to configure the maximum bandwidth of WAN fo this SSID.

3. If Max. Upstream/Downstream Bandwidth is empty, the CPE sets the value automatically.
4. Using Max. Upsiream/Downsfream Bandwidth will significantly decrease the wireless performance.

00:00:00:00:00:00

BSSID
33D Subnet: Enable '® Disable
Security Level
(Recommended)
@ — - —
S)

Security Mode WPAZ-PSK v

Generate password automatically

Enter 8-63 ASCIl characters or 64 hexadecimal digits ("'0-9", "A-F").

Password
¥ password unmask

more...

Check the status of VIP and Guest in the Guest/More AP screen. The yellow bulbs signify that the SSIDs

5
are active and ready for wireless access.
1 ZYELONOODT Guest1  MKEUVIPRZPSKIWRA M [
‘ 2 VIP Miked WESLE PRKINPA- External Guest [
‘ 3 Guest Mixed WP;ngSMWPA- External Guest L& ‘

4.5 Using the File Sharing Feature

In this section you can:

» Set up file sharing of your USB device from the VMG.
¢ Access the shared files of your USB device from a computer.

4.5.1 Set Up File Sharing

To set up file sharing you need to connect your USB device, enable file sharing and set up your share(s).
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Before enabling file sharing in the VMG, please set up your shares beforehand in the USB. Also, the

following special characters are not allowed for the USB share name: ", ", ", <, >, A, $, |, &, ;. \. /.. *, and
2.

4.5.1.1 Activate File Sharing
Connect your USB device to the USB port at the side panel of the VMG.

Click Network Setting > USB Service > File Sharing. Select Enable and click Apply to activate the file
sharing function. The VMG automatically adds your USB device to the Information.

Information
Used
Volume Capacity s
usb?2_sdal 30111 MB 2964 MB
Server Configuration
File Sharing Services: ® Encble ) Disable
Share Directory List
Add New Share
Acfive Status Share Name Share Path Share Dezcription Modify

Account Management

Add New User

admin

© @ E
g
]

user

4.5.1.2 Set up File Sharing on Your VMG

You also need to set up file sharing on your VMG in order to share files.

1 Click Add New Share in the File Sharing screen to add a new share. Select your USB device from the
Volume drop-down list box.

2 Click Browse to browse through all the files on your USB device. Select the folder that you want fo add as
a share. In this example, select BobShare. Click Apply

Browse Directory =
Browse Directory
= Bobshare
- JoshShare
Apply Back
If the share names include the following special characters: "', *, <, >, A, $, |, & ;.\, /, ., *,and 2, the

following screen will appear. To avoid this, please correct your share names in the USB, and repeat the
steps above.
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3

Error!!

Q Invalid input value. Please re-check config of the red border
item.

o

It's mandatory for you fo add a description for the share. Also, if you want the share to be accessed by
users connecting to the VMG, you can select Public in Access Level or select Security to specific users’
use only. Please notfe that you need to create the users’ accounts that are eligible to access the secure
shares beforehand under Account Management, if you want to configure the Access Level to Security.
For detailed information, please refer to the steps below. The Add Share Directory screen should look like
the following. Click Apply to finish.

Add New Share =
Volume usbi_sdal v |
Share Path [Bobshare  |[Browse
Description |Elob| |
Access Level Public v |
4 »
| Apply | Cancel |

This sets up the file sharing server. You can see the USB storage device listed in the table below.

Share Directory List

Add New Share
4] = Bobshare /mntiusb1_sdai/BobShare Bob l?jm
4] = JoshShare Imntiusb1_sdai/JoshShare Josh l?jm

If you want specific users only to access the shares, you need to Add New Users in Account
Management. Once you click the Add New User button, you'll be directed to the User Account screen.
To create a user account that can access the secured shares on the USB device, click the Add New
Account button in the Network Setting > Maintenance > User Account screen.

Please see Chapter 29 on page 225, for detailed information about User Account screen.

After you create a new user account, the screen should look like the following.

Account Management

Add New Uszer

admin

Iyxel

-
-
-
-
-
-

user
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4.5.2 Access Your Shared Files From a Computer

You can use Windows Explorer to access the file storage devices connected to the VMG.

Note: The examples in this User’'s Guide show you how to use Microsoft's Windows 7 to browse
your shared files. Refer to your operating system’s documentation for how to browse

your file structure.

Open Windows Explorer to access BobShare using Windows Explorer browser.

In Windows Explorer’s Address bar type a double backslash “\\" followed by the IP address of the VMG
(the default IP address of the VMG is 192.168.1.1) and press [ENTER]. The share folder BobShare is

available.

LR

. .
@le"@ » Network » 19216811 »

Organize ~ Search active directory MNetwork and Sharing Center View remote printers

=
7

. Tvr

Favorites Name ype

B Desktop

\¢ Downloads

< BobShare
< JoshShare

Share
Share
<« Recent Places

Likrariac

Once you access BobShare via your VMG, you do not have to relogin unless you restart your computer.

4.6 Using the Media Server Feature

Use the media server feature to play files on a computer or on your television (using DMA-2500).

This section shows you how the media server feature works using the following media clients:

* Microsoft (MS) Windows Media Player

Media Server works with Windows 7. Make sure your computer is able to play media files (music,

videos and pictures).
¢ Zyxel DMA-2500, a digital media adapter

You need to set up the DMA-2500 to work with your television (TV). Refer to the DMA-2500 Quick Start

Guide for the correct hardware connections.

Before you begin, connect the USB storage device containing the media files you want to play to the

USB port of your VMG.

4.6.1 Configuring the VMG

To use your VMG as a media server, click Network Setting > USB Service > Media Server.

Media Server: ® Enable Disable

Interface: Default v

Media Library Path: fmint!

Apply

Cancel
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Enable Media Server, select an interface on which you want to enable the media server function, enter
the path clients use to access the media files on a USB storage device connected to the VMG, and click
Apply. This enables DLNA-compliant media clients to play the video, music and image files in your USB

storage device.

4.6.2 Using Windows Media Player

This section shows you how to play the media files on the USB storage device connected to your VMG

using Windows Media Player.
USB Storage Device

v

\

-~

Computer with
Windows Media Player

Lyxel Device

Windows 7

7 Open Windows Media Player. It should automatically detect the VMG.

@ Windows Media Player
File View Play Tools Help

-
@u b WMG1512 3

Organize »  Stream +»  Create playlist =

Title

B Library ﬂ tﬁ ~ il >

[kl Playlists .
4 [ Music Music Videos Pictures  Recorded TV Playlists

CH Artist
= Album
=) Genre

B Videos

|| Pictures

=) Recorded TV

|| Pictures

=) Recorded TV

8 If you cannot see the VMG in the left panel as shown above, go to Organize > Manage Libraries >
Music/Videos/Pictures/Recorded TV > Add >\\192.168.1.1\BobShare. (Select the folder containing the

media you wish to upload to Windows Media Player.)

VMG8924-B10D/B30D User's Guide
49



Chapter 4 Tutorials

|| WinBlows Media Player

() » Library » Videos » Folder »
(€10 ry

Organize v Stream v  Create playlist ~

. !, Videos Library Locations ﬂ
&) Alicia Y4
¥ Playlists Lo .
> 1 Music Change how this library gathers its contents @
% videos . - . . . .
i When you include a folder in a library, the files appear in the library, but continue to be
k= Pictures | | siored in their original locations.
&l Recordet

&) Other méy Library locations

Add...

[® other Lig ‘ My Videos Default save location

C\Users\ZT02523\Videos
Remove

} Public Videos

C\Users\Public\Videos
d C\Users

] BobShare

-

Learn more about libraries

P

9 Intheright panel, you should see a list of files available in the USB storage device.

[ Windows Media Player
File View Play Tools Help

7N
@\J v oumeisie b Videos » Al Videos Plaf
Organize v  Stream v  Create playlist E= v |Search
Title Length Release year Genre Actors Rating
B Library
5] Playlists -
4 J3 Music a
. -
@ Artist ZyXEL Celebration ZyKEL Connecting
& Album - Video Future
& Genre Al :inutes 33 minutes
- Unknown
& Videos — Play all
=) Pictures - Play
&I Recorded TV Play next
Add te ’
[ Other Libraries
a [ vme Edit
b 3 Music Rate 3
B Videos
Propertics
(] Pictures reperte

) Recorded TV

4.6.3 Using a Digital Media Adapter

This section shows you how you can use the VMG with a Zyxel DMA-2500 to play media files stored in the
USB storage device in your TV screen.

Note: For this tutorial, your DMA-2500 should already be set up with the TV according to the
instructions in the DMA-2500 Quick Start Guide.

1 Connect the DMA-2500 to an available LAN port in your VMG.
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USB Storage Device
= e

\ _______ Internei
DMA-2500 &Eh ~

v 4.Y

Iyxel Device

2 Turn on the TV and wait for the DMA-2500 Home screen to appear. Using the remote control, go to
MyMedia to open the following screen. Select the GPON Device as your media server.

[I [01] VMG
) [(02) TWPC 1326201

3 The screen shows you the list of available media files in the USB storage device. Select the file you want
to open and push the Play button in the remote confrol.

|':'. 1] Videos
* [2)ZyXEL Celebration Video
* [3]ZyXEL Connecting the Future
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4.7 Configuring Static Route for Routing to Another

Network

In order to extend your Intranet and confrol fraffic flowing directions, you may connect a router to the
VMG's LAN. The router may be used to separate two department networks. This tutorial shows how to

configure a static routing rule for two network routings.

In the following figure, router R is connected to the VMG's LAN. R connects to two networks, N1
(192.168.1.x/24) and N2 (192.168.10.x/24). If you want to send traffic from computer A (in N1 network) to
computer B (in N2 network), the fraffic is sent to the VMG's WAN default gateway by default. In this

case, B will never receive the traffic.

v

N2

You need tfo specify a static routing rule on the VMG to specify R as the router in charge of forwarding

s s o o

traffic to N2. In this case, the VMG routes traffic from A to R and then R routes the traffic to B.

VMG8924-B10D/B30D User's Guide
52




Chapter 4 Tutorials

=

o = = )

I h_ B

|
|
\_-—______-_—

This tutorial uses the following example IP settings:

Table 6 P Settings in this Tutorial

DEVICE / COMPUTER IP ADDRESS
The VMG's WAN 172.16.1.1
The VMG's LAN 192.168.1.1

IP Type IPv4

Use Interface VDSL

A 192.168.1.34
R's N1 192.168.1.253
R's N2 192.168.10.2
B 192.168.10.33

To configure a static route to route traffic from N1 to N2:

Log into the VMG's Web Configurator in advanced mode.
Click Network Setting > Routing.

Click Add new Static Route in the Static Route screen.

Add new Static Route

Subnet
Destination IP Mask/Prefix
Length

Configure the Static Route Setup screen using the following settings:
4a Select Enable in the Active field. Enfer the Route Name as R.

4b  Set IP Type to IPv4.
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4c  Type 192.168.10.0 and subnet mask 255.255.255.0 for the destination, N2.

4d Select Enable in the Use Gateway IP Address field. Type 192.168.1.253 (R's N1 address) in the
Gateway IP Address field.

4e Select VDSL as the Use Interface.

Add New Static Route g
Active ® Enable Disable
Route Name: R |
IP Type: iPvd v
Destination IP Address: 192.168.10.0
IP Subnet Mask: 255.255.255.0 |
Use Gaoteway IP Address: ® Enable Disable
Gateway P Address: 192.168.1.253 |
Use Interface: VDSL ¥
B Note
The input range of the Gateway IP Address must be in the same range of the Use
Interface.
3
| OK || Cancel |

4a Click OK.

Now B should be able to receive traffic from A. You may need to additionally configure B’s firewall
settings to allow specific traffic to pass through.

4.8 Configuring QoS Queue and Class Setup

This section contains tutorials on how you can configure the QoS screen.

Let's say you are a team leader of a small sales branch office. You want to prioritize e-mail traffic
because your task includes sending urgent updates to clients at least twice every hour. You also upload
data files (such as logs and e-mail archives) to the FTP server throughout the day. Your colleagues use
the Internet for research, as well as chat applications for communicating with other branch offices.

In the following figure, your Internet connection has an upstream transmission bandwidth of 10,000 kbps.
For this example, you want to configure QoS so that e-mail fraffic gets the highest priority with at least
5,000 kbps. You can do the following:

» Configure a queue to assign the highest priority queue (1) to e-mail traffic going fo the WAN
interface, so that e-mail traffic would not get delayed when there is network congestion.

* Note the IP address (192.168.1.23 for example) and/or MAC address (AA:FF:AA:FF:AA:FF for example)
of your computer and map it to queue 7.

Note: QoS is applied to traffic flowing out of the VMG.

Traffic that does not match this class is assigned a priority queue based on the infernal QoS mapping
table on the VMG.
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1

DSL
10,000 kbps
)
=

Your computer \

IP=192.168.1.23

and/or

MAC=AA:FF:AA:FF:AA:FF -

Email traffic: Highest priority A colleague’s computer

Other traffic: Automatic classifier

Click Network Setting > QoS > General and select Enable. Set your WAN Managed Upstream Bandwidth
to 10,000 kbps (or leave this blank to have the VMG automatically determine this figure). Click Apply.

Qol - Enable '® Disable (Setiings are invalid when disabled)

WAN Managed Upstream Bandwidth : 1000 (kbps)
LAN Managed Downstream Bandwidth : l:l (kbps)
Upstream Traffic Priority Assigned by: | Nene \a

B Note

1. You can assign the upsfream bandwidih manudlly. If the field is empty, the CPE set the value automatically.

2. If Upstream Traffic Priority is selected, 8 level strict priority Qob will be applied automatically according to the selected
criteria. In this mode, user manually defined Qos will not be applied until Auto-Priority Mapping is disabled.

3. If the setting of WAN managed upstream bandwidth is greater than current WAN inferface linkup rate, then the WAN
managed upstream bandwidth will become curent WAN interface linkup rate.

Click Queue Setup > Add new Queue to create a new queue. In the screen that opens, check Active

and enter or select the following values:
* Name: E-mail

* Interface: WAN

* Priority: 1 (High)

Weight: 8

¢ Rate Limit: 5,000 (kbps)

Add New Queue X
Active ® Encble ' Disable
Mame . mail
Interface i_WAN v
Pricrify [ 1{Highest) |
Weight [T+
Buffer Management '&Tpfall[DIJ T'
Rate Limit 5000] (kiops]

1 »

@ ‘ Cancel |
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3

Click Classification Setup > Add new Classification to create a new class. Select Enable in the Active
field and follow the settings as shown in the screen below.

~5 to configure a QoS rule
Step1
Active ® Enable Disable
Class Name Email
Classification Order : Last v
Step! ni
Use the configurations below to specify the characteristics of a data flow needed to be managed by this QoS rule
Basic
From Interface LANI v
Ether Type IP (0x0800) v
Source
¥ Address 192.168.1.23 Subnet Mask Exclucle
Port Range B Exclude
¥ MmaC [AA- FF -AA-FF-AA-FF| MAC Mask Exclude
Destination
Address Subnet Mask Exclude
Port Range = Exclucle
MAC MAC Mask Bxclude  *
Others
Service RTSP Server v Exclude
# IP protocol User Defined v | |25 Exclude
DHCP Exclude
P Packet Length Exclude
DsSCP (0~63) Exclude
802.1P 0BE hd Exclude
VLANID (1-4092) Feclude
TCP ACK Excludie
Step3: P tien
The content of the packet can be modified by applying the following settings
DSCP Mark Unchange ¥ (0~83)
802.1P Mark
VLAN ID Tag [1~4094)
Stepd
This module can route o packet to @ cerfain inferface according to the class setfing
Forward To Interface Unchange v
Step5. Quevue Se
Qutgeing queue decides the pricrity of the fraffic and how iraffic should be shaped in the WAN interface.
To Queve Index Emgil ¥
3
| OK || Cancel |

Class Name

Give a class name to this traffic, such as E-mail in this example.

From Interface

This is the interface from which the traffic will be coming from. Select LAN1 for this example.

Ether Type

Select IP to identify the traffic source by its IP address or MAC address.

IP Address

Type the IP address of your computer - 192.168.1.23. Type the IP Subnet Mask if you know it.

MAC Address

Type the MAC address of your computer - AA:FF:AA:FF.AAFF. Type the MAC Mask if you know it.

To Queue Index

Link this to an item in the Network Setting > QoS > Queue Setup screen, which is the E-mail queue
created in this example.

This maps e-mail fraffic coming from port 25 to the highest priority, which you have created in the
previous screen (see the IP Protocol field). This also maps your computer’s IP address and MAC address
to the E-mail queue (see the Source fields).
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4.9 Access the VMG Using DDNS

If you connect your VMG to the Internet and it uses a dynamic WAN IP address, it is inconvenient for you
to manage the device from the Internet. The VMG's WAN IP address changes dynamically. Dynamic
DNS (DDNS) allows you to access the VMG using a domain name.

| http://zyxelrouter.dyndns.org ‘

v
'f"

To use this feature, you have to apply for DDNS service at www.dyndns.org.

a.b.c.d
W. X. Y. Z.

This tutorial covers:

* Registering a DDNS Account on www.dyndns.org
¢ Configuring DDNS on Your VMG
* Testing the DDNS Setting

Note: If you have a private WAN IP address, then you cannot use DDNS.
4.9.1 Registering a DDNS Account on www.dyndns.org

1 Open a browser and type http://www.dyndns.org.
2 Apply for a user account. This tutorial uses UserNamel and 12345 as the username and password.
3 Loginto www.dyndns.org using your account.

4  Add a new DDNS host name. This tutorial uses the following setfings as an example.
* Hostname: zyxelrouter.dyndns.org
e Service Type: Host with IP address

¢ |P Address: Enter the WAN IP address that your VMG is currently using. You can find the IP address on
the VMG's Web Configurator Status page.

Then you will need to configure the same account and host name on the VMG later.

4.9.2 Configuring DDNS on Your VMG

Configure the following settings in the Network Setting > DNS > Dynamic DNS screen.

* Select Enable Dynamic DNS.
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* Select www.DynDNS.com as the service provider.
¢ Type zyxelrouter.dyndns.org in the Host Name field.

¢ Enter the user name (UserNamel) and password (12345).

Dynarmic DNS Enable '® Disable (Setfings are invalid when disabled)
Service Provider : waww.DynDNS.com v

Host Name : zyxelrouter.dyndns.o

Username : UserMame1

Password: ~ |eesse |

User Authentication Result
Last Updated Time :

Current Dynamic IP :

Apply Cancel

Click Apply.

4.9.3 Testing the DDNS Setting

Now you should be able to access the VMG from the Internet. To test this:

1 Open aweb browser on the computer (using the IP address a.b.c.d) that is connected to the Internet.

2 Type http://zyxelrouter.dyndns.org and press [Enter].

3 The VMG's login page should appear. You can then log info the VMG and manage it.

4.10 Configuring the MAC Address Filter

Thomas noticed that his daughter Josephine spends too much time surfing the web and downloading

media files. He decided to prevent Josephine from accessing the Internet so that she can concentrate
on preparing for her final exams.

Josephine’s computer connects wirelessly to the Internet through the VMG. Thomas decides to use the

Security > MAC Filter screen to grant wireless network access to his computer but not fo Josephine's
computer.
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Thomas

) (@
Josephine “ %Q

1 Click Security > MAC Filter to open the MAC Filter screen. Select the Enable check box to activate MAC
filter function.

¢

2 Select Allow. Then enter the host name and MAC address of Thomas' computer in this screen. Click

Apply.
MAC Address Filter : e nahble "' Disable (seftings are invalid when disahled)
MAC Restrict Mode : Allow ' Deny
Set Active Host name MAC Address

2

|

1 00:24:21:AB.1 .00
2
2
2
@

E . [ ] | ||
E . [ ] | ||
L2 . ] | ||
E Note:

Only devices listed here are granted or prohibit access to the netwark,

Thomas can also grant access to the computers of other members of his family and friends. However,
Josephine and others not listed in this screen will no longer be able to access the Internet through the
VMG.

4.11 Access Your Shared Files From a Computer

Here is how to use an FTP program to access a file storage device connected to the VMG's USB port.
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Note: This example uses the FileZilla FTP program to browse your shared files.

In FileZilla enter the IP address of the VMG (the defaultis 192.168.1.1), your account’s user name and
password and port 21 and click Quickconnect. A screen asking for password authentication appears.

[ 2dmin@192.168.1.1 - Filezilla [ =7,

File Edit View Transfer Server Bookmarks Help
W-CrPEe +R&s = wn
Gost: 192.168.1.1 Username: admin Password: eees Port: | Quickconnect | ~ )
Status: Connection established, waiting for welcome message... S
Status: Insecure server, it does not suppaort FTP over TLS.
Status: Server does not support non-ASCII characters.
Status: Connected =
Status: Retrieving directory listing...
Status: Directory listing of */mnt" successful
Local site: :\ ~ | Remote site: -
& Computer =
B8 C =
e D -
Filename Filesize Filetype Last modified Filena.. Filesize Filetype Last mod.. Permis.. Owner...
&C Local Disk |
@D Local Disk Empty directory listing
%= E: (DVD_. CD Drive
~=F: Remaovab...
=G Removab...
~=H: Removab...
<l Remavab...
7 directories Empty directory.
Server/Local file Dire.. Remote file Size Prio.. Status
Queued files | Failed transfers = Successful transfers
L "] Queue: empty |

Once you log in the USB device displays in the mnt folder.
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CHAPTER 5
Network Map and Status

Screens

5.1 Overview

After you log into the Web Configurator, the Network Map screen appears. This shows the network
connection status of the VMG and clients connected fo it.

You can use the Status screen to look at the current status of the VMG, system resources, and interfaces
(LAN, WAN, and WLAN).

5.2 The Network Map Screen

Use this screen to view the network connection status of the device and its clients. A warning message
appears if there is a connection problem.
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Figure 15 Network Map: Icon View Mode
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Network Map —
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Internet

Y
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[wpczrozs...

he VMGBI24.B10D cannot con

& >

Connecfion Status

If you want to view information about a client, click the client’s name and Info. Click the IP address if
you want to change it. If you want to change the name or icon of the client, click Change name/icon.

Info

Parental Control

Change icon/name

If you prefer to view the status in a list, click List View in the Viewing mode selection box. You can
configure how often you want the VMG to update this screen in Refresh interval.

Figure 16 Network Map: List View Mode

Network Map
Viewing mode | = Refresh interval

Q Unknown 169216815 c0:3fd5:ba:beh? Static Ethernat

5.3 The Status Screen

Use this screen to view the status of the VMG. Click Status to open this screen.
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Figure 17 Status Screen

Host Name: VMGE924-B10D
Model Number: VMGE924-B10D
Serial Number: 5090Y00000000
Firmware Version: V5.13(ABGQ.0|b1_20170111
WANT1 Information

- Encapsulafion: IPoE

- IP Address: 172.21.56.19 [Release]

- IP Subnet Mask: 255.255.252.0

- MAC Address: 02:17:38:14:61:35

- Primary DNS server: 172.21.5.1

- Secondary DNS server: 172.21.65.1

- DHCP: Client
LAN Information

- IP Address: 192,188.1.1

- IP Subnet Mask: 255.255.255.0

- DHCP: Server

- MAC Address: 02:17:38:14:61:31
WLAN 2.4GHz Information

- MAC Address: 02:17:38:14:61:52

- Status: Cn

- 8SID: Zyxel 6152

- Channel: Auto|{Current 8)

- Security: WP A2-Personal

-802.11 Mode: 802.11b/g/n Mixed

- WPS: Cn
WLAN 5GHz Information

- MAC Address: 02:17:38:14:61:53

- Status: Cn

- §8ID: Tyxel_6152_5G

- Channel: Auto(Current 108)

- Security: WPA2-Personal

-802.11 Mode: 802.11a/n/ac Mixed

- WPS: On
Security

- Firewall : Medium

Refresh Interval [JlsigE3 v

System Up Time: Odays: Ohours: 27minutes

Current s ne
Date/Time: 2017-01-23/02:18:31

System Resource:

- Memory Usage: _- 9%

- NAT Session ii
Usage: .

Rate
N/A
1000M / Full
N/A
N/A
WLAN 2.4GHz 144 Mbps
WLAN 5GHz 1300 Mbps
Ethernet WAN Tom / Full
DSL i MN/A
Cellular

Account  Actiol Account Status Service Provider URI

Disabled

ChangeMe/ChangeiMe

ChangeMe@ChangeMe

Connection Status

Each field is described in the following table.

Table 7 Status Screen

LABEL DESCRIPTION

Refresh Interval

Select how often you want the VMG to update this screen.

Device Information

Host Name This field displays the VMG system name. It is used for identification.

Model Number | This shows the model number of your VMG.

Serial Number This field displays the serial number of the VMG.

Version

Firmware This is the current version of the firmware inside the VMG.

WAN Information (These fields display when you have a WAN connection.)

Encapsulation This field displays the current encapsulation method.
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Table 7 Status Screen (continued)

LABEL

DESCRIPTION

IP Address

This field displays the current IP address of the VMG in the WAN.

IP Subnet Mask

This field displays the current subnet mask in the WAN.

MAC Address

This shows the WAN Ethernet adapter MAC (Media Access Control) Address of your VMG.

Primary DNS
server

This field displays the first DNS server address assigned by the ISP.

Secondary DNS
server

This field displays the second DNS server address assigned by the ISP.

DHCP

This field displays whether the WAN interface is using a DHCP IP address or a static IP address.
Choices are:

Client - The WAN interface can obtain an IP address from a DHCP server.

None - The WAN interface is using a stafic IP address.

LAN Information

IP Address

This is the current IP address of the VMG in the LAN.

IP Subnet Mask

This is the current subnet mask in the LAN.

IPvé6 Link Local

This field displays the current link-local address of the VMG for the LAN interface.

Address

DHCP This field displays what DHCP services the VMG is providing to the LAN. The possible values
are:
Server - The VMG is a DHCP server in the LAN. It assigns IP addresses to other computers in
the LAN.
Relay - The VMG acts as a surrogate DHCP server and relays DHCP requests and responses
between the remote server and the clients.
None - The VMG is not providing any DHCP services to the LAN.

MAC Address This shows the LAN Ethernet adapter MAC (Media Access Confrol) Address of your VMG.

WLAN 2.4G/5G Information

MAC Address This shows the wireless adapter MAC (Media Access Control) Address of the wireless
interface.
Status This displays whether the WLAN is activated.
SSID This is the descriptive name used to identify the VMG in a wireless LAN.
Channel This is the channel number used by the wireless interface now.
Security This displays the type of security mode the wireless interface is using in the wireless LAN.
802.11 Mode This displays the type of 802.11 mode the wireless interface is using in the wireless LAN.
WPS This displays whether WPS is activated on the wireless interface.
Security
Firewall This displays the firewall's current security level.

System Status

System Up Time

This field displays how long the VMG has been running since it last started up. The VMG starts
up when you plug it in, when you restart it (Maintenance > Reboot), or when you reset it.

Current Date/
Time

This field displays the current date and time in the VMG. You can change this in
Maintenance> Time Setting.

System Resource

CPU Usage

This field displays what percentage of the VMG's processing ability is currently used. When
this percentage is close to 100%, the VMG is running at full load, and the throughput is not
going to improve anymore. If you want some applications to have more throughput, you
should turn off other applications (for example, using QoS; see Chapter 10 on page 142).
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Table 7 Status Screen (continued)

LABEL

DESCRIPTION

Memory Usage

This field displays what percentage of the VMG’s memory is currently used. Usually, this
percentage should not increase much. If memory usage does get close to 100%, the VMG is
probably becoming unstable, and you should restart the device. See Section 39.2 on page
283, or turn off the device (unplug the power) for a few seconds.

NAT Session
Usage

This field displays what percentage of the VMG supported NAT sessions are currently being
used. This field also displays the number of active NAT sessions and the maximum number of
NAT sessions the VMG can support.

Interface Status

Interface This column displays each interface the VMG has.

Status This field indicates the inferface’s use status.
For the LAN and Ethernet WAN interfaces, this field displays Up when using the interface and
NoLink when not using the interface.
For a WLAN interface, this field displays the enabled (Up) or disabled (Disable) state of the
inferface.
For the DSL interface, this field displays Down (line down), Up (line up or connected) ,Drop
(dropping a call) if you're using PPPoE encapsulation, and NoLink when not using the
inferface.
For the cellular interface, this field displays Up when using the interface and NoDevice when
no device is detected in any USB slof.

Rate For the Ethernet WAN and LAN interface, this displays the port speed and duplex setfting.

For the DSL interface, it displays the downstream and upsfream fransmission rate.

For the WLAN interface, it displays the maximum transmission rate or N/A with WLAN
disabled.

For the cellular interface, this field displays Up when a cellular device is installed in a USB slot
and N/A when no device is detected in any USB slof.

Registration Status

Account

This column displays each SIP account in the VMG.

Action

If the SIP account is already registered with the SIP server, the Account Status field displays
Registered.

Click Unregister to delete the SIP account’s registration in the SIP server. This does not cancel
your SIP account, but it deletes the mapping between your SIP identity and your IP address
or domain name.

If the SIP account is not registered with the SIP server, the Account Status field displays Not
Registered.

Click Register to have the VMG attempt to register the SIP account with the SIP server.

The button is grayed out if the SIP account is disabled.

Account Status

This field displays the current registration status of the SIP account. You have to register SIP
accounts with a SIP server to use VolP.

Inactive - The SIP account is not active. You can activate it in VolP > SIP > SIP Account.

Not Registered - The last time the VMG tried to register the SIP account with the SIP server,
the attempf failed. Use the Register button to register the account again. The VMG
automatically tries to register the SIP account when you turn on the VMG or when you
activate it.

Registered - The SIP account is already registered with the SIP server. You can use it to make
a VolIP call.
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Table 7 Status Screen (continued)

LABEL DESCRIPTION
Service Provider | This column displays the service provider name and SIP number for each SIP account.
URI This field displays the account number and service domain of the SIP account. You can

change these in the VolP > SIP screens.
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CHAPTER 6
Broadband

6.1 Overview

This chapter discusses the VMG's Broadband screens. Use these screens to configure your VMG for
Internet access.

A WAN (Wide Area Network) connection is an outfside connection to another network or the Internet. It
connects your private networks, such as a LAN (Local Area Network) and other networks, so that a

computer in one location can communicate with computers in other locations.

Figure 18 LAN and WAN

WAN

¢ —

6.1.1 What You Can Do in this Chapter

* Use the Broadband screen fo view, remove or add a WAN interface. You can also configure the WAN
settings on the VMG for Internet access (Section 6.2 on page 72).

* Use the Cellular Backup screen to configure cellular WAN connection (Section 6.3 on page 81).

* Use the Advanced screen to enable or disable PTM over ADSL, Annex M/Annex J, and DSL PhyR
functions (Section 6.4 on page 85).

Table 8 WAN Setup Overview

LAYER-2 INTERFACE INTERNET CONNECTION
CONNECTION | DSL LINK TYPE | MODE ENCAPSULATION CONNECTION SETTINGS
ADSL/VDSL over | N/A Routing PPPOE PPP information, IPv4/IPvé IP address,
PTM routing feature, DNS server, VLAN,
QoS, and MTU
IPoE IPv4/IPvé IP address, routing feature,
DNS server, VLAN, QoS, and MTU
Bridge N/A VLAN and QoS
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Table 8 WAN Setup Overview

LAYER-2 INTERFACE INTERNET CONNECTION
CONNECTION | DSL LINK TYPE | MODE ENCAPSULATION CONNECTION SETTINGS
ADSL over ATM EoA Routing PPPoOE/PPPOA ATM PVC configuration, PPP
information, IPv4/IPvé IP address,
routing feature, DNS server, VLAN,
QoS, and MTU
IPOE/IPOA ATM PVC configuration, IPv4/IPvé IP
address, routing feature, DNS server,
VLAN, QoS, and MTU
Bridge N/A ATM PVC configuration, and QoS
Ethernet N/A Routing PPPOE PPP user naome and password, WAN
IPv4/IPvé IP address, routing feature,
DNS server, VLAN, QoS, and MTU
IPoE WAN IPv4/IPvé IP address, NAT, DNS
server and routing feature
Bridge N/A VLAN and QoS

6.1.2 What You Need to Know

The following terms and concepts may help as you read this chapter.

WAN IP Address

The WAN IP address is an IP address for the VMG, which makes it accessible from an outside network. It is
used by the VMG to communicate with other devices in other networks. It can be static (fixed) or
dynamically assigned by the ISP each time the VMG tries fo access the Internet.

If your ISP assigns you a static WAN IP address, they should also assign you the subnet mask and DNS
server IP address(es).

ATM

Asynchronous Transfer Mode (ATM) is a WAN networking technology that provides high-speed data
transfer. ATM uses fixed-size packets of information called cells. With ATM, a high QoS (Quality of Service)
can be guaranteed. ATM uses a connection-oriented model and establishes a virtual circuit (VC)
between Finding Out More

PTM

Packet Transfer Mode (PTM) is packet-oriented and supported by the VDSL2 standard. In PTM, packets
are encapsulated directly in the High-level Data Link Control (HDLC) frames. It is designed to provide a
low-overhead, fransparent way of transporting packets over DSL links, as an alternative to ATM.

IPv6 Introduction

IPvé (Internet Protocol version 6), is designed to enhance IP address size and features. The increase in
IPvé address size to 128 bits (from the 32-bit IPv4 address) allows up to 3.4 x 1038 IP addresses. The VMG
can use IPv4/IPvé dual stack to connect to IPv4 and IPvé networks, and supports IPvé rapid deployment
(6RD).
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IPv6 Addressing

The 128-bit IPvé6 address is written as eight 16-bit hexadecimal blocks separated by colons (:). This is an
example IPvé address 2001 :0db8:1a2b:0015:0000:0000:1a2¥:0000.

IPvé6 addresses can be abbreviated in two ways:

¢ Leading zeros in a block can be omitted. So
2001:0db8:1a2b:0015:0000:0000:1a2f:0000 can be written as
2001:db8:1a2b:15:0:0:1a2f:0.

¢ Any number of consecutive blocks of zeros can be replaced by a double colon. A double
colon can only appear once in an IPvé address. So
2001:0db8:0000:0000:1a2f:0000:0000:0015 can be written as
2001:0db8: :1a2f:0000:0000:0015, 2001:0db8:0000:0000:1a2f: :0015,
2001:db8::1a2f:0:0:15 or 2001:db8:0:0:1a2f::15.

IPv6 Prefix and Prefix Length

Similar to an IPv4 subnet mask, IPvé uses an address prefix to represent the network address. An IPvé
prefix length specifies how many most significant bits (start from the left) in the address compose the
network address. The prefix length is written as “/x” where x is a number. For example,

2001:db8:1a2b:15::1a2f:0/32

means that the first 32 bifs (2001 :db8) is the subnet prefix.

IPv6 Subnet Masking

Both an IPvé address and IPvé subnet mask compose of 128-bit binary digits, which are divided info
eight 16-bit blocks and written in hexadecimal notation. Hexadecimal uses four bits for each character
(1 ~10, A~F). Each block’s 16 bits are then represented by four hexadecimal characters. For example,
FFFF:FFFF:FFFF:FFFF:FC00:0000:0000:0000.

IPv6 Rapid Deployment

Use IPvé Rapid Deployment (6rd) when the local network uses IPvé and the ISP has an IPv4 network.
When the VMG has an IPv4 WAN address and you set IPv6/IPv4 Mode to IPv4 Only, you can enable érd
to encapsulate IPvé packets in IPv4 packets to cross the ISP's IPv4 network.

The VMG generates a global IPvé prefix from its IPv4 WAN address and tunnels IPvé traffic o the ISP’s
Border Relay router (BR in the figure) to connect to the native IPvé Internet. The local network can also
use IPv4 services. The VMG uses it's configured IPv4 WAN IP to route IPv4 fraffic to the IPv4 Internet.
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Figure 19 [Pvé Rapid Deployment

”‘- -------------- ..\\ ”'—- ----------------------------- -"'"U-~

" \ 7 ~

i LAN 1/ WAN \
I -IPv6 i! -IPv4 !
- IPva E: -IPv6in IPv4 i
! |: 1
: H 1
I ! .
1 1
1 1
1 1
: 1
1IPV6 + IPv4 i
1 1
1 i 1
) i j
! Iy 1
! H 1
! H 1
1 1 1
| i .'
'. A /
\\ 'I

Dual Stack Lite

Use Dual Stack Lite when local network computers use IPv4 and the ISP has an IPvé network. When the
VMG has an IPvé WAN address and you set IPv6/IPv4 Mode to IPv6 Only, you can enable Dual Stack Lite
to use IPv4 computers and services.

The VMG tunnels IPv4 packets inside IPvé encapsulation packets to the ISP’s Address Family Transition
Router (AFTR in the graphic) to connect to the IPv4 Internet. The local network can also use IPvé services.
The VMG uses it's configured IPvé WAN IP to route IPvé traffic to the IPvé Infernet.

Figure 20 Dual Stack Lite
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6.1.3 Before You Begin

You need to know your Internet access settings such as encapsulation and WAN IP address. Get this
information from your ISP.

6.2 The Broadband Screen

Use this screen to change your VMG's Internet access settings. Click Network Setting > Broadband from
the menu. The summary table shows you the configured WAN services (connections) on the VMG.

Figure 21 Network Setting > Broadband

Add New WAN Interface

S e Y el
1 A N/A Y Y Y Y /"ﬂ'

ADSL ATM Routing IPoE N, N
2 VDSL PTM Routing IPoE MNiA N/A Y Y Y A N o 'ﬂl
3 ETHWAN  Ethernet Routing IPoE MNiA N/A Y Y Y A N o 'ﬂl

The following table describes the labels in this screen.

Table 9 Network Setting > Broadband

LABEL DESCRIPTION

Add New WAN | Click this button to create a new connection.

Interface

# This is the index number of the entry.

Name This is the service name of the connection.

Type This shows whether it is an ATM, Ethernet or a PTM connection.
Mode This shows whether the connection is in routing or bridge mode.

Encapsulation This is the method of encapsulation used by this connection.

802.1p This indicates the 802.1p priority level assigned fo fraffic sent through this connection. This
displays N/A when there is no priority level assigned.

802.1g This indicates the VLAN ID number assigned to traffic sent through this connection. This displays
N/A when there is no VLAN ID number assigned.

IGMP Proxy This shows whether the VMG act as an IGMP proxy on this connection.

NAT This shows whether NAT is activated or not for this connection.

Default This shows whether the VMG use the WAN interface of this connection as the system default

Gateway gateway.

IPvé This shows whether IPvé is activated or not for this connection. IPvé is not available when the

connection uses the bridging service.

MLD Proxy This shows whether Multicast Listener Discovery (MLD) is activated or not for this connection. MLD
is not available when the connection uses the bridging service.

Modify Click the Edit icon to configure the WAN connection.

Click the Delete icon to remove the WAN connection.
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6.2.1 Add/Edit Internet Connection

Click Add New WAN Interface in the Broadband screen or the Editicon next to an existing WAN interface
to configure a WAN connection. The screen varies depending on the interface type, mode,
encapsulation, and IPvé/IPv4 mode you select.

6.2.1.1 Routing Mode

Use Routing mode if your ISP give you one IP address only and you want multiple computers to share an
Internet account.

The following example screen displays when you select the ADSL over ATM connection type, Routing
mode, and PPPoE encapsulation. The screen varies when you select other interface type,
encapsulation, and IPvé/IPv4 mode.
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Figure 22 Network Setting > Broadband > Add New WAN Interface/Edit (Routing Mode)
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The following table describes the labels in this screen.

Table 10 Network Setting > Broadband > Add New WAN Interface/Edit (Routing Mode)

LABEL DESCRIPTION

General

Active Select Enable or Disable to activate or deactivate the interface.

Name Specify a descriptive name for this connection.

Type Select whether it is an ADSL/VDSL over PTM or ADSL over ATM connection.
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Table 10 Network Setting > Broadband > Add New WAN Interface/Edit (Routing Mode) (continued)

LABEL

DESCRIPTION

Mode

Select Routing if your ISP give you one IP address only and you want multiple computers to share
an Internet account.

Encapsulation

Select the method of encapsulation used by your ISP from the drop-down list box. This option is
available only when you select Routing in the Mode field.

The choices depend on the connection type you selected. If your connection type is ADSL/VDSL
over PTM, the choices are PPPOE and IPoE. If your connection type is ADSL over ATM, the choices
are PPPOE, PPPOA, IPOE and IPoA. If your connection type is Ethernet, the choices are PPPoE and
IPOE.

IPv4/IPvé Mode

Select IPv4 Only if you want the VMG to run IPv4 only.
Select IPv4 IPv6 DualStack to allow the VMG to run IPv4 and IPvé at the same time.

Select IPv6 Only if you want the VMG to run IPvé only.

PPP Information (This is available only when you select PPPoE or PPPoA in the Mode field.)

PPP User Name

Enter the user name exactly as your ISP assigned. If assigned a name in the form user@domain
where domain identifies a service name, then enter both components exactly as given.

PPP Password

Enter the password associated with the user name above. Select password unmask to show your
entered password in plain text.

PPP Connection
Trigger

Select when to have the VMG establish the PPP connection.
Auto Connect - select this to not let the connection time out.

On Demand - select this to automatically bring up the connection when the VMG receives
packets destined for the Internet.

Idle Timeout This value specifies the time in minutes that elapses before the router automatically disconnects
from the PPPOE server.
This field is not available if you select Auto Connect in the PPP Connection Trigger field.

PPPoOE This field is available when you select PPPoOE encapsulation.

Passthrough

In addition to the VMG's built-in PPPoE client, you can enable PPPoE pass through to allow up to
ten hosts on the LAN to use PPPOE client software on their computers to connect to the ISP via
the VMG. Each host can have a separate account and a public WAN IP address.

PPPoE pass through is an alternative to NAT for application where NAT is not appropriate.

Disable PPPoE pass through if you do not need to allow hosts on the LAN to use PPPOE client
software on their computers to connect to the ISP.

IP Address (This is available only when you select IPv4 Only or IPv4 IPv6 DualStack in the IPv4/IPv6 Mode field.)

Obtainan IP
Address
Automatically

A static IP address is a fixed IP that your ISP gives you. A dynamic IP address is not fixed; the ISP
assigns you a different one each time you connect to the Internet. Select this if you have a
dynamic IP address.

Static IP Address

Select this option If the ISP assigned a fixed IP address.

IP Address

Enter the static IP address provided by your ISP.

Subnet Mask

Enter the subnet mask provided by your ISP.

Gateway IP
Address

Enter the gateway IP address provided by your ISP.

ATM PVC Configuration (These fields appear when the Type is set to ADSL over ATM.)

VPI

The valid range for the VPl is 0 to 255. Enter the VPI assigned fo you.

VCI

The valid range for the VCl is 32 to 65535 (0 to 31 is reserved for local management of ATM
fraffic). Enter the VCI assigned to you.
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Table 10 Network Setting > Broadband > Add New WAN Interface/Edit (Routing Mode) (continued)

LABEL

DESCRIPTION

Encapsulation

Select the method of multiplexing used by your ISP from the drop-down list box. Choices are:

¢ LLC/SNAP-BRIDGING: In LCC encapsulation, bridged PDUs are encapsulated by identifying
the type of the bridged media in the SNAP header. This is available only when you select IPoE
or PPPoE in the Select DSL Link Type field.

*  VC/MUX: In VC multiplexing, each protocol is carried on a single ATM virtual circuit (VC). To
fransport multiple protocols, the VMG needs separate VCs. There is a binding between a VC
and the type of the network protocol carried on the VC. This reduces payload overhead
sincTa Thdere is no need to carry protocol information in each Protocol Data Unit (PDU)
payload.

Service Select UBR Without PCRfor applications that are non-time sensitive, such as e-mail.
Categor
oor Select CBR (Continuous Bit Rate) to specify fixed (always-on) bandwidth for voice or data traffic.
Select Non Realtime VBR (non real-time Variable Bit Rate) for connections that do not require
closely conftrolled delay and delay variation.
Select Realtime VBR (real-time Variable Bit Rate) for applications with bursty connections that
require closely controlled delay and delay variation.
Peak Cell Divide the DSL line rate (bps) by 424 (the size of an ATM cell) fo find the Peak Cell Rate (PCR). This
Rate [cells/s] | is the maximum rate at which the sender can send cells. Type the PCR here.
Sustainable | The Sustain Cell Rate (SCR) setfs the average cell rate (long-term) that can be transmitted. Type
Cell Rate the SCR, which must be less than the PCR. Note that system default is 0 cells/sec.
Maximum Maximum Burst Size (MBS) refers to the maximum number of cells that can be sent at the peak
[ng”fsls'ze rate. Type the MBS, which is less than 65535.

VLAN (These fields appear when the Type is set to ADSL/VDSL over PTM.)

Active Select Enable to activate VLAN on this WAN interface. Otherwise, select Disable to deactivate.

802.1p |IEEE 802.1p defines up to 8 separate traffic types by inserting a tag info a MAC-layer frame that
contains bits to define class of service.
Select the IEEE 802.1p priority level (from 0 to 7) to add to traffic through this connection. The
greater the number, the higher the priority level.

802.1q Type the VLAN ID number (from 1 to 4094) for traffic through this connection.

MTU

MTU Enter the MTU (Maximum Transfer Unit) size for this traffic.

Routing Feature (This is available only when you select IPv4 Only or IPv4 IPv6 DualStack in the IPv4/IPv6 Mode field.)

NAT Enable

Select this option fo activate NAT on this connection.

Fullcone NAT

Select this option to enable full cone NAT on this connection. This field is available only when you

Enable activate NAT. In full cone NAT, the VMG maps all outgoing packets from an internal IP address
and port to a single IP address and port on the external network. The VMG also maps packets
coming fo that external IP address and port to the internal IP address and port.

IGMP Proxy Internet Group Multicast Protocol (IGMP) is a network-layer protocol used to establish

Enable membership in a Multicast group - it is not used fo carry user data.

Select this option to have the VMG act as an IGMP proxy on this connection. This allows the VMG
to get subscribing information and maintain a joined member list for each multicast group. It can
reduce multicast traffic significantly.

Apply as Default | Select this option fo have the VMG use the WAN interface of this connection as the system

Gateway default gateway.

DNS Server (This is

available only when you select IPv4 Only or IPv4 IPv6 DualStack in the IPv4/IPv6 Mode field.)

Select Obtain DNS Info Automically if you want the VMG to use the DNS server addresses
assigned by your ISP.

Select Use Following Static DNS Address if you want the VMG to use the DNS server addresses
you configure manually.
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Table 10 Network Setting > Broadband > Add New WAN Interface/Edit (Routing Mode) (continued)

LABEL DESCRIPTION

Primary DNS Enter the first DNS server address assigned by the ISP.
Server

Secondary DNS | Enter the second DNS server address assigned by the ISP.
Server

Tunnel

The DS-Lite (Dual Stack Lite) fields display when you set the IPv4/IPv6 Mode field to IPv6 Only.
Enable Dual Stack Lite to let local computers use IPv4 through an ISP’s IPvé network. See Dual Stack Lite on page 71
for more information.

Enabled DS-Lite

This is available only when you select IPv6 Only in the IPv4/IPv6 Mode field. Select Enable to let
local computers use IPv4 through an ISP’s IPvé network.

DS-Lite Relay
Server IP

Specify the transition router’s IPvé address.

6RD

The 6RD (IPvé rapid deployment) fields display when you set the IPv6/I1Pv4 Mode field to IPv4 Only. See IPvé Rapid
Deployment on page 70 for more information.

6RD

Select Enable to tunnel IPvé traffic from the local network through the ISP’s IPv4 network.

Select Manually Configured if you have the IPv4 address of the relay server. Otherwise, select
Automatically configured by DHCPC fto have the VMG detect it automatically through DHCP.

The Automatically configured by DHCPC option is configurable only when you set the method of
encapsulation to IPoE.

Service Provider

Enter an IPvé prefix for tunneling IPvé traffic to the ISP’s border relay router and connecting to the

IPvé Prefix native IPvé Internet.
IPv4 Mask Enter the subnet mask number (1~32) for the IPv4 network.
Length

Border Relay
IPv4 Address

When you select Manually Configured, specify the relay server's IPv4 address in this field.

DHCPC Options (This is available only when you select IPv4 Only or IPv4 IPv6 DualStack in the IPv4/IPv6 Mode field.)

Request Options

Select Option 43 to have the VMG automatically add vendor specific information in the DHCP
packets to request the vendor specific options from the DHCP server.

Select Option 120 to have the VMG get the IP address or a fully-qualified domain name of SIP
server from DHCP.

Select Option 121 fo have the VMG push static routes to clients.

Sent Options

option 60 Select this and enter the device identity you want the VMG to add in the DHCP discovery
packets that go to the DHCP server.

Vendor ID Enter the Vendor Class Identifier, such as the type of the hardware or firmware.

option 61 Select this and enter any string that identifies the device.

IAID Enter the Identity Association Identifier (IAID) of the device, for example, the WAN connection
index number.

DUID Enter the hardware type, a time value and the MAC address of the device.

option 125 Select this fo have the VMG automatically generate and add vendor specific parameters in the

DHCP discovery packets that go to the DHCP server.

IPvé Address (This

is available only when you select IPv4 IPv6 DualStack or IPv6 Only in the IPv4/IPv6 Mode field.)

Obtain an IPvé
Address
Automatically

Select Obtain an IPv6 Address Automatically if you want to have the VMG use the IPvé prefix
from the connected router’s Router Advertisement (RA) to generate an IPvé address.
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Table 10 Network Setting > Broadband > Add New WAN Interface/Edit (Routing Mode) (continued)

LABEL DESCRIPTION
Static IPvé Select Static IPv6 Address if you have a fixed IPvé address assigned by your ISP. When you select
Address this, the following fields appear.
IPv6 Address | Enter an IPvé IP address that your ISP gave to you for this WAN interface.
PrefixLength | Enter the address prefix length to specify how many most significant bits in an IPvé address
compose the network address.
IPvé Default | Enter the IP address of the next-hop gateway. The gateway is a router or switch on the same
Gateway segment as your VMG's interface(s). The gateway helps forward packets to their destinations.

IPvé Routing Feature (This is available only when you select IPv4 IPv6 DualStack or IPv6 Only in the IPv4/IPvé Mode
field. You can enable IPvé routing features in the following section.)

MLD Proxy Select this checkbox to have the VMG act as an MLD proxy on this connection. This allows the

Enable VMG to get subscription information and maintain a joined member list for each multicast
group. It can reduce multicast traffic significantly.

Apply asDefault | Select this option to have the VMG use the WAN interface of this connection as the system

Gateway default gateway.

IPvé DNS Server (This is available only when you select IPv4 IPv6 DualStack or IPv6 Only in the IPv4/IPv6 Mode field.
Configure the IPvé DNS server in the following section.

Obtain IPvé DNS
Info
Automatically

Select Obtain IPv6 DNS Info Automatically to have the VMG get the IPvé DNS server addresses
from the ISP automatically.

Use Following
Static IPvé DNS

Select Use Following Static IPv6 DNS Address to have the VMG use the IPvé DNS server addresses
you configure manually.

Address

Primary DNS Enter the first IPvé DNS server address assigned by the ISP.
Server

Secondary DNS | Enfer the second IPvé DNS server address assigned by the ISP.
Server

6.2.1.2 Bridge Mode

Click the Add new WAN Interface in the Network Setting > Broadband screen or the Editicon next to the
connection you want to configure. Select Bridge as the encapsulation mode. The screen varies
depending on the interface type you select.

If you select ADSL/VDSL over PTM as the interface type, the following screen appears.
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Figure 23 Network Setting > Broadband > Add New WAN Interface/Edit (ADSL/VDSL over PTM -Bridge

Mode)

Add New WAN Interface

General
Active
Name
Type
Mode

VLAN
Active :
802.1p:
802.1q:

X
Enable '® Disable
ADSL/VDSL over PTI ¥
Routing ® Bridge
Encble ® Disable
[1~40%4)
13
| OK || Cancel |

The following table describes the fields in this screen.

Table 11 Network Setting > Broadband > Add New WAN Interface/Edit (ADSL/VDSL over PTM -Bridge

Mode)

LABEL DESCRIPTION

General

Active Select Enable or Disable to activate or deactivate the interface.

Name Enter a service name of the connection.

Type Select ADSL/VDSL over PTM as the interface that you want to configure. The VMG uses the VDSL
technology for data transmission over the DSL port.

Mode Select Bridge when your ISP provides you more than one IP address and you want the connected
computers to get individual IP address from ISP's DHCP server directly. If you select Bridge, you
cannot use routing functions, such as QoS, Firewall, DHCP server and NAT on traffic from the
selected LAN port(s).

VLAN This section is available only when you select ADSL/VDSL over PTM in the Type field.

Active Select Enable to activate VLAN on this WAN interface. Otherwise, select Disable to deactivate.

802.1p IEEE 802.1p defines up to 8 separate traffic types by inserting a tag into a MAC-layer frame that
contains bits to define class of service.

Select the IEEE 802.1p priority level (from 0 to 7) to add to fraffic through this connection. The greater
the number, the higher the priority level.

802.1g Type the VLAN ID number (from 0 to 4094) for traffic through this connection.

oK Click OK to save your changes.

Cancel Click Cancel to exit this screen without saving.

If you select ADSL over ATM as the interface type, the following screen appears.
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Figure 24 Network Setting > Broadband > Add New WAN Interface/Edit (ADSL over ATM-Bridge Mode)

General
Active
Name
Type
Maode

VP| [0-255] :

VCI [32-65535] :

Encapsulation

Service Category
VLAN

Active :

802.1p:

802.1q:

ATM PVYC Configuration

Encble ® Disable

ADSL over ATM v

Routing '® Bridge

LLC/SNAP-BRIDGING ¥
UBR Without PCR ¥

Enable '# Disable

[1-40%4)

LGk § Cuncel)

The following table describes the fields in this screen.

Table 12 Network Setting > Broadband > Add New WAN Interface/Edit (ADSL over ATM-Bridge Mode)

LABEL DESCRIPTION

General

Active Select Enable or Disable to activate or deactivate the interface.

Name Enter a service name of the connection.

Type Select ADSL over ATM as the interface that you want to configure. The VMG uses the ADSL
technology for data fransmission over the DSL port.

Mode Select Bridge when your ISP provides you more than one IP address and you want the

connected computers to get individual IP address from ISP’s DHCP server directly. If you select
Bridge, you cannot use routing functions, such as QoS, Firewall, DHCP server and NAT on fraffic
from the selected LAN port(s).

ATM PVC Configuration (These fields appear when the Type is set to ADSL over ATM.)

VPI

The valid range for the VPl is 0 to 255. Enter the VPI assigned to you.

VCI

The valid range for the VClis 32 to 65535 (0 to 31 is reserved for local management of ATM
fraffic). Enter the VCI assigned to you.

Encapsulation

Select the method of multiplexing used by your ISP from the drop-down list box. Choices are:

¢ LLC/SNAP-BRIDGING: In LCC encapsulation, bridged PDUs are encapsulated by identifying the
type of the bridged media in the SNAP header. This is available only when you select IPoE or
PPPOE in the Encapsulation field.

* VC/MUX: In VC multiplexing, each protocol is carried on a single ATM virtual circuit (VC). To
fransport multiple protocols, the VMG needs separate VCs. There is a binding between a VC
and the type of the network protocol carried on the VC. This reduces payload overhead since
there is no need to carry protocol information in each Protocol Data Unit (PDU) payload.

Peak Cell Divide the DSL line rate (bps) by 424 (the size of an ATM cell) fo find the Peak Cell Rate (PCR). This
Rate [cells/s] | is the maximum rate at which the sender can send cells. Type the PCR here.

Sustainable | The Sustain Cell Rate (SCR) setfs the average cell rate (long-term) that can be transmitted. Type
Cell Rate the SCR, which must be less than the PCR. Note that system default is 0 cells/sec.

Maximum Maximum Burst Size (MBS) refers to the maximum number of cells that can be sent at the peak
Fcugs”fslslze rate. Type the MBS, which is less than 65535.
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Table 12 Network Setting > Broadband > Add New WAN Interface/Edit (ADSL over ATM-Bridge Mode)

LABEL DESCRIPTION
Service Select UBR Without PCR for applications that are non-time sensitive, such as e-mail.
Category Select CBR (Continuous Bit Rate) to specify fixed (always-on) bandwidth for voice or data traffic.

Select Non Realtime VBR (non real-time Variable Bit Rate) for connections that do not require
closely controlled delay and delay variation.

Select Realtime VBR (real-time Variable Bit Rate) for applications with bursty connections that
require closely controlled delay and delay variation.

VLAN This section is available only when you select ADSL/VDSL over PTM in the Type field.
Active Select Enable to activate VLAN on this WAN interface. Otherwise, select Disable to deactivate.
802.1p |IEEE 802.1p defines up to 8 separate traffic types by inserting a tag into a MAC-layer frame that

contains bits to define class of service.

Select the [EEE 802.1p priority level (from 0 to 7) to add to traffic through this connection. The
greater the number, the higher the priority level.

802.1q Type the VLAN ID number (from O to 4094) for traffic through this connection.
OK Click OK to save your changes.
Cancel Click Cancel to exit this screen without saving.

6.3 The Cellular Backup Screen

The USB port (at the side panel of the VMG) allows you fo attach a cellular dongle to wirelessly connect
to a cellular network for Internet access. You can have the VMG use the cellular WAN connection as a
backup. Disconnect the DSL and Ethernet WAN ports to use the cellular dongle as your primary WAN
connection. The VMG automatically uses a wired WAN connection when available.

Figure 25 Internet Access Application: Cellular WAN

(cA))

< <
e )

v

4

Use this screen to configure your cellular setftings. Click Network Setting > Broadband > Cellular Backup.

——
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Note: The actual data rate you obtain varies depending the cellular card you use, the signal
strength to the service provider's base station, and so on.

Figure 26 Network Setting > Broadband > Cellular Backup

General

Cellular Backup ® Enable Disakle (Settings are invalid when disabled)

Trigger Cellular backup when physical link of primary WAN is down

Fing Check Enable ® Disable
Check Cycle : Every |60 [20~180 Sec)
Consecutive Fail : 3 [2~5 fimes)
Ping Default Gateway
® Ping Host 8.8.58 {Host name or IF address)
a Note:

Primary WAN is not in service when ping failed after consecutive times.

Cellular Connection Settings

Card Description : N/A

Username : (Opticonal)

Password : (Optional)

PIN (Optiondl) (Only for unlock PIN next fime]
(PIN remaining authentication times: N/A)

Dial String : R0

APMN internet

Connection : NailedUp ¥

® Obtain an P Address Automatically
Use the Following Static IP Address
Obtain DNS Info Dynamically
® Use the Following Static DNS IP Address
Primary DNS Server:

L. ]
]

® Enable Disable

Secondary DNS Server:
Enable E-mail Notification
Mail Account None *
Celluler Backup E-maill Title
Send Notification to E-mail:

= Note:

Entering the wrong PIN code 3 times will lock SIM card.

Budget Setup

Enable Budget Control
Time Budget: |0
Data Budget: |0
Data Budget: |0

Enable '® Disable
hours per month
Miytes | Download/Uplead 7 | per menth

kPackets | Download/Upload ¥ | per month

Reset all budget counters on | last ¥ | day of the month

|Reset time and data budget counters

Actions before over budgeh:

Enable|0 % of time budget
Enable|0 % of data budget [Mbytes)
Enable|0 % of data budget [Packets|

Actions when over budget:

Current Cellular Connection | Kesp v

Actions:
Enable E-mail Notification ® Enable Disable
Mail Account None ¥

Celluler Backup E-maill Title
Send Notification to E-mail:

Enable Log: Interval |0 minutes

= Note:

Budget control is an approximate value.

Basic
Apply Cancel
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The following table describes the labels in this screen.

Table 13 Network Setting > Broadband > Cellular Backup

LABEL

DESCRIPTION

General

Cellular Backup

Select Enable to have the VMG use the cellular connection as your WAN or a backup when the
wired WAN connection fails.

Ping Check Select Enable if you want the VMG to ping check the connection status of your WAN. You can
configure the frequency of the ping check and number of consecutive failures before triggering
cellular backup.

Check Cycle Enter the frequency of the ping check in this field.

Consecutive Fail | Enfer how many consecutive failures are required before cellular backup is friggered.

Ping Default Select this to have the VMG ping the WAN interface’s default gateway IP address.

Gateway

Ping the Host

Select this to have the VMG ping the particular host name or IP address you typed in this field.

Cellular Connecti

on Settings

Card This field displays the manufacturer and model name of your cellular card if you inserted one in

description the VMG. Otherwise, it displays N/A.

Username Type the user name (of up to 64 ASCII printable characters) given to you by your service
provider.

Password Type the password (of up to 64 ASCII printable characters) associated with the user name
above.

PIN A PIN (Personal Identification Number) code is a key to a cellular card. Without the PIN code,
you cannot use the cellular card.
If your ISP enabled PIN code authentication, enter the 4-digit PIN code (0000 for example)
provided by your ISP. If you enter the PIN code incorrectly, the cellular card may be blocked by
your ISP and you cannot use the account to access the Internet.
If your ISP disabled PIN code authentication, leave this field blank.

Dial string Enter the phone number (dial string) used to dial up a connection to your service provider's base
station. Your ISP should provide the phone number.
For example, *99# is the dial string to establish a GPRS or cellular connection in Taiwan.

APN Enter the APN (Access Point Name) provided by your service provider. Connections with
different APNs may provide different services (such as Internet access or MMS (Multi-Media
Messaging Service)) and charge method.
You can enter up to 32 ASCII printable characters. Spaces are allowed.

Connection Select Nailed UP if you do not want the connection to time out.
Select on Demand if you do not want the connection up all the time and specify an idle time-
out in the Max Idle Timeout field.

Max Idle This value specifies the time in minutes that elapses before the VMG automatically disconnects
Timeout from the ISP.

Obtain an IP Select this option if your ISP did not assign you a fixed IP address.

Address

Automatically

Use the Select this option if the ISP assigned a fixed IP address.

following static

IP address

IP Address Enter your WAN IP address in this field if you selected Use the following static IP address.

Subnet Mask

Enter the subnet mask of the IP address.

Obtain DNS info
dynamically

Select this to have the VMG get the DNS server addresses from the ISP automatically.
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Table 13 Network Setting > Broadband > Cellular Backup (continued)

LABEL

DESCRIPTION

Use the
following static
DNS IP address

Select this to have the VMG use the DNS server addresses you configure manually.

Primary DNS | Enter the first DNS server address assigned by the ISP.

server

Secondary Enter the second DNS server address assigned by the ISP.

DNS server
Enable Email Select this to enable the e-mail noftification function. The VMG will e-mail you a nofification when
Notification the cellular connection is up.

Mail Account

Select an e-mail address you have configured in Maintenance > Email Notification. The VMG
uses the corresponding mail server to send notifications.

You must have configured a mail server already in the Maintenance > Email Notification screen.

Cellular backup
Email Title

Type a title that you want to be in the subject line of the e-mail noftifications that the VMG sends.

Send
Notification to
Email

Nofifications are sent to the e-mail address specified in this field. If this field is left blank,
notifications cannot be sent via e-mail.

Advanced

Click this to show the advanced cellular backup settings.

Budget Setup

Enable Budget
Control

Select Enable to set a monthly limit for the user account of the installed cellular card. You can set
a limit on the total fraffic and/or call time. The VMG takes the actions you specified when a limit
is exceeded during the month.

Time Budget

Select this and specify the amount of fime (in hours) that the cellular connection can be used
within one month. If you change the value after you configure and enable budget control, the
VMG resets the statistics.

Data Budget
(Mbytes)

Select this and specify how much downstream and/or upstream data (in Mega bytes) can be
fransmitted via the cellular connection within one month.

Select Download/Upload to set a limit on the total traffic in both directions.
Select Download to set a limit on the downstream fraffic (from the ISP to the VMG).
Select Upload to set a limit on the upstream traffic (from the VMG to the ISP).

If you change the value after you configure and enable budget control, the VMG resets the
statistics.

Data Budget
(kPackets)

Select this and specify how much downstream and/or upstream data (in k Packets) can be
fransmitted via the cellular connection within one month.

Select Download/Upload to set a limit on the total traffic in both directions.
Select Download to set a limit on the downstream traffic (from the ISP to the VMG).
Select Upload to set a limit on the upstream traffic (from the VMG to the ISP).

If you change the value after you configure and enable budget control, the VMG resets the
statistics.

Reset all budget
counters on

Select the date on which the VMG resets the budget every month. Select last if you want the
VMG to reset the budget on the last day of the month. Select specific and enter the number of
the date you want the VMG to reset the budget

Reset time and
data budget
counters

Click this button to reset the time and data budgets immediately. The count starts over with the
cellular connection’s full configured monthly fime and data budgets. This does not affect the
normal monthly budget restart; so if you configured the time and data budget counters to reset
on the second day of the month and you use this button on the first, the time and data budget
counters will still reset on the second.
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Table 13 Network Setting > Broadband > Cellular Backup (continued)

LABEL

DESCRIPTION

Actions before
over budget

Specify the actions the VMG takes before the time or data limit exceeds.

Enable % of time
budget/data
budget
(Mbytes)/data
budget
(kPackets)

Select Enable and enter a number from 1 to 99 in the percentage fields. If you change the value
after you configure and enable budget control, the VMG resets the statistics.

Actions when
over budget

Specify the actions the VMG takes when the time or data limit is exceeded.

Current Cellular

Select Keep to maintain an existing cellular connection or Drop to disconnect it.

connection

Actions

Enable Email Select this to enable the e-mail nofification function. The VMG will e-mail you a notification when
Notification there over budget occurs.

Mail Account

Select an e-mail address you have configured in Maintenance > Email Notification. The VMG
uses the corresponding mail server to send nofifications.

You must have configured a mail server already in the Maintenance > Email Notification screen.

Cellular Backup
E-mail Title

Type a title that you want to be in the subject line of the e-mail notifications that the VMG sends.

Send
Notification to
Emaiil

Notifications are sent to the e-mail address specified in this field. If this field is left blank,
notifications cannot be sent via e-mail.

Interval Enter the inferval of how many minutes you want the VMG to e-mail you.
Enable Log Select this to activate the logging function at the interval you set in this field.
Basic Click this to hide the advanced settings of cellular backup.

Apply Click Apply to save your changes back to the VMG.

Cancel Click Cancel to return to the previous configuration.

6.4 The Advanced Screen

Use the Advanced screen to enable or disable ADSL over PTM, Annex M, DSL PhyR, and SRA (Seamless
Rate Adaptation) functions. The VMG supports the PhyR refransmission scheme. PhyR is a retransmission
scheme designed to provide protection against noise on the DSL line. It improves voice, video and data
fransmission resilience by utilizing a retransmission buffer.

ITU-T G.993.2 standard defines a wide range of settings for various parameters, some of which are
encompassed in profiles as shown in the next table.

Table 14 VDSL Profiles

MAX.
NUMBER OF | CARRIER
PROFILE BANDWIDTH | bS\WNSTREAM | BANDWIDTH | POWER (DBM) | DOWNSTREAM
(MHZ) D RRIERS ke THROUGHPUT
(MBIT/S)
8a 8.832 2048 43125 175 50
8o 8.832 2048 43125 205 50
8c 8.5 1972 43125 15 50
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Table 14 VDSL Profiles (continued)

MAX.
NUMBER OF | CARRIER
PROFILE BANDWIDTH | bOWNSTREAM | BANDWIDTH | POWER (DBM) | DOWNSTREAM
(MHZ) D RRERS Ko THROUGHPUT
(MBIT/S)
8d 8.832 2048 43125 14.5 50
12a 12 2783 43125 145 68
125 12 2783 43125 145 68
17a 17.664 4096 43125 145 100

Click Network Setting > Broadband > Advanced to display the following screen.

Figure 27 Network Setting > Broadband > Advanced

DSL Capabilities
PhyR US :
PhyR DS :
Bitswap :
SRA:

DSL Modulation
PTM over ADSL :
G.dmt :

Gilite :
T1.413:
ADSLZ:
ArnexL:
ADSL2+:
Arnex M :
WDSL2 :

VDSL Profile
8a Enable :
8k Enable :
8c Enable :
8d Enable :
12a Enable :
12b Enable :
17a Enable :
Uso:

Enable '® Disable

Enakle Disable
Enakle Disable
Enakle Disable
Enakle Disable
Enakle Disable
Enakle Disable
Enakle Disable
Enakle Disable
Enakle Disable
Enakle Disable
Enakle Disable
Enakle Disable
Enakle Disable
Enakle Disable
Enakle Disable
Enakle Disable
Enakle Disable
Enakle Disable
Enakle Disable
Enakle Disable

| Apply | | Cancel |

The following table describes the labels in this screen.

Table 15 Network Setting > Broadband > Advanced

LABEL

DESCRIPTION

DSL Capabilities

PhyR US

Enable or disable PhyR US (upstream) for upstream fransmission fo the WAN. PhyR US should be
enabled if data being tfransmitted upstream is sensitive to noise. However, enabling PhyR US can
decrease the US line rate. Enabling or disabling PhyR will require the CPE to retrain. For PhyR fo
function, the DSLAM must also support PhyR and have it enabled.
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Table 15 Network Setting > Broadband > Advanced (continued)

LABEL

DESCRIPTION

PhyR DS

Enable or disable PhyR DS (downstream) for downstream transmission from the WAN. PhyR DS
should be enabled if data being fransmitted downstream is sensitive to noise. However,
enabling PhyR DS can decrease the DS line rate. Enabling or disabling PhyR will require the CPE
to retrain. For PhyR to function, the DSLAM must also support PhyR and have it enabled.

Bitswap

Select Enable to allow the VMG to adapt to line changes when you are using G.dmt.

Bit-swapping is a way of keeping the line more stable by constantly monitoring and redistributing
bits between channels.

SRA

Enable or disable Seamless Rate Adaption (SRA). Select Enable to have the VMG automatically
adjust the connection’s data rate according to line conditions without interrupting service.

DSL Modulation

PTM over ADSL:

Select Enable to use PTM over ADSL. Since PTM has less overhead than ATM, some ISPs use this for
better performance.

G.Dmt:

ITU G.992.1 (better known as G.dmt) is an ITU standard for ADSL using discrete multitone
modulation. G.dmt full-rate ADSL expands the usable bandwidth of existing copper telephone
lines, delivering high-speed data communications at rates up to 8 Mbit/s downstream and 1.3
Mbit/s upstream.

Glite:

ITU G.992.2 (better known as G.lite) is an ITU standard for ADSL using discrete multitone
modulation. G.lite does not strictly require the use of DSL filters, but like all variants of ADSL
generally functions better with splitters.

T1.413:

ANSIT1.413 is a technical standard that defines the requirements for the single asymmetric
digital subscriber line (ADSL) for the interface between the telecommunications network and
the customer installation in terms of their interaction and electrical characteristics.

ADSL2 :

It optionally extends the capability of basic ADSL in data rates to 12 Mbit/s downstream and,
depending on Annex version, up to 3.5 Mbit/s upstream (with a mandatory capability of ADSL2
transceivers of 8 Mbit/s downstream and 800 kbit/s upstream).

AnnexL :

Annex L is an optional specification in the ITU-T ADSL2 recommendation G.992.3 titled Specific
requirements for a Reach Extended ADSL2 (READSL2) system operating in the frequency band
above POTS, therefore it is often referred to as Reach Extended ADSL2 or READSL2.The main
difference between this specification and commonly deployed Annex A is the maximum
distance that can be used. The power of the lower frequencies used for fransmitting data is
boosted up to increase the reach of this signal up fo 7 kilometers (23,000 ft).

ADSL2+ :

ADSL2+ extends the capability of basic ADSL by doubling the number of downstream channels.
The data rates can be as high as 24 Mbit/s downstream and up to 1.4 Mbit/s upstream
depending on the distance from the DSLAM to the customer's premises.

AnnexM :

Annex M is an optional specification in ITU-T recommendations G.992.3 (ADSL2) and G.992.5
(ADSL2+), also referred to as ADSL2 M and ADSL2+ M. This specification extends the capability of
commonly deployed Annex A by more than doubling the number of upstream bits. The data
rates can be as high as 12 or 24 Mbit/s downstream and 3 Mbit/s upstream depending on the
distance from the DSLAM to the customer's premises.

VDSL2

VDSL2 (Very High Speed Digit