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COPYRIGHT

Copyright 2014 by Smartlink Network Systems Ltd.| Aights reserved. No part of this
publication may be reproduced, transmitted, trahsdt stored in a retrieval system, or translated
into any language or computer language, in any forrby any means, electronic, mechanical,
magnetic, optical, chemical, manual or otherwiséghout the prior written permission of this
company.

This company makes no representations or warramig®r expressed or implied, with respect to
the contents hereof and specifically disclaims ayranties, merchantability or fithess for any
particular purpose. Any software described in thsnual is sold or licensed "as is". Should the
programs prove defective following their purchabke, buyer (and not this company, its distributor,
or its dealer) assumes the entire cost of all reggsservicing, repair, and any incidental or
consequential damages resulting from any defethiénsoftware. Further, this company reserves
the right to revise this publication and to makarajes from time to time in the contents thereof
without obligation to notify any person of suchiseon or changes.

Trademarks:

DIGISOL™ is a trademark of Smartlink Network Sysgeratd. All other trademarks are the
property of the respective manufacturers.

FCC Interference Statement

This equipment has been tested and found to comphythe limits for a Class B digital device
pursuant to Part 15 of the FCC Rules. These liarésdesigned to provide reasonable protection
against radio interference in a commercial envirentn This equipment can generate, use and
radiate radio frequency energy and, if not insthied used in accordance with the instructions in
this manual, may cause harmful interference to oracbmmunications. Operation of this
equipment in a residential area is likely to caumerference, in which case the user, at his own

expense, will be required to take whatever measanesecessary to correct the interference.
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CE Declaration of Conformity

This equipment complies with the requirements medato electromagnetic compatibility, EN

55022/A1 Class B.

& 1800-209-3444 (Toll Free)
& helpdesk@digisol.com ¥ sales@digisol.com ($ www.digisol.com



== = = s = DG-WM2005SI User Manual

1. Introduction

Congratulations on your purchase of this outstamgiroduct: APC772-001 WiFi 2.4G N 300
Ceiling Access Point are designed for small- andiome-sized businesses to extend the existing
wired networks and has the ability to operate ffed2nt modes and can be used in a wide variety
of wireless applications like AP, Point-to-Poinnilkersal

Repeater Mode not only has an easier setup mebuidalso provides better performance and
compatibility to creates a virtually larger wiredesetwork infrastructure by linking up other
access points.

Support Multiple-SSID capability to use one PhykisR to simultaneously emulate 8 APs with
different ESSIDs by separate their packets via VLi&bhnology.

1.1 Package Contents

Before using this access point, please check ifethie anything missing in the package, and
contact your dealer of purchase to claim for migsiems:

» Ceiling Access Point

« DC 12V Power Adapter
» Patch Cord

* Installation Guide CD

Items Description Contents Quantity
1 WiFi 2.4G N300 1 1 No.
Ceiling AP /
2 1 No.
Power Adapter
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RJ45 Cable

Ji
=l

y
%

1 No.

S

Installation Guide CD

0 ) 1“!

|

1 No.

& 1800-209-3444 (Toll Free)

& helpdesk@digisol.com ¥ sales@digisol.com ($ www.digisol.com




DG-WM2005SI User Manual

1.2 Hardware Installation

1.2.1 WARNING

-

temperatures.

Attention

.

Do not use the product in high humidity ormig‘

product and all accessories outdoors.

Do not use the same power source for the Product gs
other equipment. Only use the power adapter thateso
with the package. Using a different voltage ratpogver
adaptor may damage the device.

Do not open or repair the case yourself. If thedBob is
too hot, turn off the power immediately and have it
repaired at a qualified service center.

Place the Product on a stable surface and avoid) tisis

1.2.2 SYSTEM REQUIREMENTS

Network Requirements

An Ethernet-based Cable or DSL modem
IEEE 802.11n or 802.11b, g wireless clien
10/100 Ethernet

IS

Web-based Configuration Utility
Requirements

Computer with the following:

Browser Requirements:

Windows®, Macintosh, Linux-base
operating system

An installed Ethernet adapter

or

Internet Explorer 6.0 or higher

Chrome 2.0 or higher

Firefox 3.0 or higher

Safari 3.0 or higher (with Java 1.3.1

d

or
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higher)
Windows® Users: Make sure you have the latest
version of Java installed. Visit www.java.com|to
download the latest version.

Computer with the following:
. Windows® 7, Vista®, or XP with Servicge
CD Installation Wizard Requirements Pack 2

« Aninstalled Ethernet adapter
+ CD-ROM drive

& 1800-209-3444 (Toll Free)
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1.2.3 Hardware Configuration

Rear View:

PoE-PD
Ethernet
Port

Receptor

for Power
Adapter

& 1800-209-3444 (Toll Free)
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1.2.4 Mounting on the Ceiling / Wall
This device is designed for easily mounted on thiéng or wall with a simple mount bracket.
Before mounting it to the expected location, pleasske proper configuration for the device

setting and run the PoE Ethernet cable to theitmtat advance.

The following illustrations show you how to mouhtgt device on the ceiling / wall.

Description [llustration
A | Drill 2 holes for wall plugs.

Self-tapping screws (Diameter : 3mm) I;‘"  — \

If you run the cable above the ceilin

L. . . / / 5/ T
(invisible cabling), you have to drifl |/ s/ 3
another big hole (about 10~20 mn [ 7/
. [ o B
diameter) to pull out the cable fpr ‘.
connecting to the device. ‘.«"‘" 8
\"'\V‘."‘I‘
B | Screw the mounting bracket on the ceilin .
/ wall. \
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Plug-in the cable (Ethernet cable, Poy
cord) to the connectors in the button sid
Run the cables upward to proper locatig

ver

e.
n.

D | Attached this device to mounting bracke
by rotating it clock wisely to click int® J
{
place. ‘,.f
|
f‘
!JII
JI.‘
/
F"I
"
‘w\u
1Lt
E | Installation completed.
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1.2.5 LED Indicators

LED Description

When the device is booted up and ready:

When WEC/Reset is triggered (with button pressed):

Status LED flashes at different rate accordingdmtiressed duration.
Stage 1 (1 ~5sec) : Flash very fast

Stage 2 (6 ~ 10 sec) : Flash twice per second

Stage 3 (11~15 sec) : Flash once per second

Stage 4 (16~30 sec) : Solid Green

OFF: The device is powered off.

Status

Green LED : Device is in Master Mode

Amber LED: Device is in Slave Mode

LED flash: data packet transferred.

LED in fast flash per second during 2min: WPS PBEus

OFF: Wireless Radio is disabled.

LED in slow flash or Flash Green and Amber Alteatyat Wireless
Connection doesn't establish.

LED in Solid: Wireless Connection established sastdly.

WiFi

LAN OFF: No Ethernet connection.

& 1800-209-3444 (Toll Free)
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Solid Green: Ethernet connection is linked up.
Flash Green: Data packet is transferred over therget link.
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1.2.6 Button Definition

There is one multi-function push buttofWEC/Reséet in this device. According to different
button pressed duration, the device will take dpmeceaction. For ease of interacting with the
device, you can also check the Status and WiFi kdeBetermine when to release the button. The
Reset/WEC button s behavior is defined below:

Function Button Description

There are two alternative AP modes defined for |the
device to operate with WEC (Wireless Easy
Connection) feature. One is Master Mode (by default

and the other is Slave Mode.
Please manually configure the Wireless Settingtlier
Master AP through web Ul first, and also preparp a
Slave AP that already been set to Slave Mode.
Press the WEC/Reset button of the Master AP for|1~3
seconds, release it to trigger the WEC processn,The

WiFi Green LED flashes fast.
Press the WEC/Reset button of the Slave AP for (1~3
seconds, release it to trigger the WEC processn,The

Easy Configuration WEC/Reset | WiFi Amber LED flashes fast.
(Master to Slave) | (Press 3 sec) | Note: The Slave AP must be an un-configured oni,|if
has already been paired and configured befores@|ea
reset its Slave configuration first.
After a few seconds (normally about 30~60 secor|ds).
The Master and Slave APs can be paired automaticall

and auto-duplicates the VAP1 wireless setting @ |th

Master AP as that of the Slave AP.
(If there is something wrong during paring the two
devices, the process will be finished in 2 mingtes.
Once the easy configuration process completed, the
Status LED will be recovered to its original belway
(prior to you triggered it). And the WiFi LED wilbe
Solid when Slave AP is connected to the network.

j =y
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Easy Configuration
(Slave to Slave)

WEC/Reset
(Press 3 sec)

Besides the above “Master to Slavé configuration,
the easy configuration process also suppofiSlave to
Slavé configuration.

Press the WEC/Reset button of the first Slave AR
Slavel that has been paired and configured) for
seconds, release it to trigger the WEC process,Tthe
WiFi LED flashes fast.

Press the WEC/Reset button of the second Slavg
(say Slave2 that is an un-configured Slave AP)1fe3
seconds, release it to trigger the WEC process,Tthe
WiFi LED flashes fast.

After a few seconds (normally about 30~60 secor
The Slavel and Slave2 APs can be paired autonigti
and auto-duplicates the wireless setting of theedlas
that of the Slave2.

(If there is something wrong during paring the f{
devices, the process will be finished in 2 minytes.
Once the easy configuration process completed,
Status LED will be recovered to its original befway
(prior to you triggered it).

1-3

2 AP

ds).
cal

WO

the

AP Mode Toggling

WEC/Reset
(Press 8 sec)

There are two alternative AP modes defined for
device to operate with WEC (Wireless Ed
Connection) feature. One is Master Mode (by defa
and the other is Slave Mode.

To change the AP mode from one to the other, yve
to:

Press the WEC/Reset button for 6~10 seconds, a&mod
release it.

The WiFi LED becomes OFF in 3 ~ 5 seconds,
After about 20 ~ 25 seconds, the WiFi LED will lie
ON again to indicate that the AP Mode is changed.
It takes about 36 seconds to change (toggle) the
Mode completely.

WiFi Green LED : Device is in Master Mode
WiFi Amber LED: Device is in Slave Mode

th

AP

& 1800-209-3444 (Toll Free)
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Reset Slave Al
Configuration

PWEC/Reset
(Press 13 sec)

Press the WEC/Reset button for about 11~15 sedonds

and release it.

The Slave AP will be marked as an un-configured

device, so that it can be paired with another Mastq
configured Slave AP later.
For Master AP, there is no effect on this buttohahgor.

Reset to Default

WEC/Reset
(Press 20 sec)

Press the Reset/WEC button for about 20 seconds til

the Status LED becomes solid Green to indicatettieat
reset to default function is triggered. Releasebtitton.

Then, the device will reboot automatically and sptple
factory default settings as well.

It takes about 2 minutes to finish the reset tadiac
default operation.

& 1800-209-3444 (Toll Free)
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2. Getting Started

Before you can install this product to designatezhtion and make it operate properly, you have
to configure the device setting to fit in your netk environment.

Hardware Preparation:
a. Connect an Ethernet cable between this device lmddmputer that you will operate to set
up the device.

b. Power on the device via connecting the power addp@®Plug to the DC Jack of this device
and plug in the power adaptor to an electricaletutl

Software Preparation:

Most computers are connecting to a local netwotk wynamic IP (DHCP) setting. To access the
web Ul of the device, you have to change your cderpus TCP/IPv4 settings into a static IP
setting for the Ethernet Interface. You can referAppendix A for how to assign a Static IP
address you your computer.

The devicé s default IP address is 192.168.123.50, and yompater must be assigned with a
192.168.123.x IP address to get access to thealevic

& 1800-209-3444 (Toll Free)
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Referring to Appendix A, and set the TCP/IPv4 adsdref your computer to 192.168.123.25,
and subnet mask to 255.255.255.0.

r ] i ¥ B
Internet Protocol Version 4 [TCP/IPvd) Properties | # ﬂ

| Generdd

You can get TP settings assigned automaticaly if your network supports
this capabiity. Otherwise, you need to ask your network admirestrator
for the appropriate IP settings,

| Dbtain an IP address automatically

gm-_- Folowing TP address;

[P address: 192 . 168 , 123 . 2§

Subret mask: 255,255 ,.285 . @

Default gateway:

Ciptan DNS server address automatbcal
i@ Usg the fobowing DS server addresses:
Preferred DNS server:
Alternate DNS server:

[ validate settngs upon et " Adysnced... |

After applying this setting, you can now accesthtoweb Ul for configuring the device.

2.1 Easy Setup via Web Ul

You can browse web Ul to configure the device.thirgou need to launch the Setup Wizard
browser first and then the Setup Wizard will guidri step-by-step to finish the basic setup
process.

Activate the setup wizard:

Type in the IP Addresthttp://192.168.123.50)

& 1800-209-3444 (Toll Free)
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c» ‘g, 192.168.123.50 «[ 3] x_|.

Type the default password“admin’ in the system authentication fields, and then c
‘login’  button.

Select your language.

English =

Select “Wizard” for basic settings in a simple way.
Or, you can go tdasic Network / Advanced Network / Applications / $stem to setup the
configuration by your own selection.

.@ Wizard

l Status
SYSLES i

- RF Module1

+ RF Module2

l. Basic Network ||

I@ SH— | Item LAN Status. Sidenote
|® S I Remaining Lease Time 21:30:31 Renew
IP Address 192.168.12 101 Release
SubnetMask 255.255.255.0
Gateway 192.168.12.71
Domain Name Server 192.168.12.71,0.0.00 Edll

& 1800-209-3444 (Toll Free)
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Press “Next” to start the Setup Wizard.

Setup Wizard will guide you through a basic configuration procedure step by step.

» Step 1. Setup Login Password.

» Step 2.LAN Setup.

» Step 3. Wireless Setup

» Step 4. Summary.

» Step 5. Finish

<Back start > Next =

Configure with the Setup Wizard

Step 1
You can change the password of
.. + Old Password [
administrator here. o [
» Reconfirm ,7
< Back Password >
Step 2
LAN IP Address. .
You have to change the IP address of this '™ e
device according to your network
configuration.
Step 3-1
Wireless settings.
You can specify the Wireless setting for @ Qe
» Channel
VAP1.
< Back Wireless >
Step 3-2

& 1800-209-3444 (Toll Free)
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Wireless settings.
Specify VAP1 s wireless authentication an
encryption.

Step 4

d

» Wireless Module
» Network ID(SSID)

® Enable O Disable
default

Check the information again.

Step 5
System is applying the setting.

Step 6
Click finish to complete it.

» Channel Ae[Y]
< Back Wireless > Next >
Please confirm the information below
[ Wireless Setting ]
Wireless Enable
SSID default
Channel Auto
Authentication Auto (OpeniShared)
Encryption Mone
[ pe you want to proceed the network testing?
System is applying the settings.
Please wait 60 seconds.
< Back Finish
Configuration is Completed.
Please click "Finish' to back to Status page.
LAN IP Address is changed, please reconnect manually.
< Back Einish! Finish

& 1800-209-3444 (Toll Free)
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2.2 Use WEC Button to Setup Wireless Profiles

WEC (Wireless Easy Connection) is an easy configamdeature that is similar to well-known
WPS function. It can be used to duplicate one @tvE wireless configuration to the other AP
devices from the same manufacture by clicking artéoh for both devices.

There are two alternative AP modes defined fordeeice to operate with WEC (Wireless Easy
Connection) feature. One is the Master Mode (bwpualé€f, and the other is the Slave Mode. Before
starting to use WEC to configure your AP devices) ave to learn how to identify and set the
device in the Master Mode, or the Slave Mode (Asestin Section 1.2.4 and 1.2.5).

2.2.1 One Master and several isolated Slaves

Example: Deploy AP1 ~ AP3 to buildup a
“staff” wireless network, and the expected
service range as the three circles.

Gateway with DHCP

AP1SSID: staff
server enabled -

Master MB{{@--- —

. -
.'/ \.

WA \AP2 SSID: staff \
|Slave Mode '

WitEi l’tfw el

/ AP3 SSID: staff
{ Master or Slave
Mode

N T

Client2 /

\ Client1
Clientd

As illustrated in above figure, how to configure tihree APs (AP1, AP2, AP3) to build up thé
staff’  wireless network? You can follow the procedurddvel

& 1800-209-3444 (Toll Free)
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Button

Description

Set AP1 in Master Mode,
and configure it via web Ul

1. Make sure AP1 is in Master Mode (WiFi LE
should be “Greeri color, if not, you have t
toggle its AP mode via pressing the WEC button
9~10 seconds)

2. Login in to AP1 web Ul and configure the wiredes

settings as what you want (LAN IP, SSID, encrypti
key, etc.).

D

7

for

Set AP2 and AP3 in Slave
Mode.

1. Make sure AP2 / AP3 is in Slave Mode (WiFi LE

should be “Amber” color, if not, you have t
toggle its AP mode via pressing the WEC button
9~10 seconds)

7

for

Easy configure AP2 via
WEC.

Master to Slave WEC:

1. Trigger AP1 into WEC configuration process
pressing the WEC button for 3 second.

2. Trigger AP2 into WEC configuration process
pressing the WEC button for 3 second.

3. It takes 30 ~ 60 seconds for the device to finfgh
WEC configuration process.

ia

ia

Easy configure AP3 via
WEC.

Master to Slave WEC:

1. Trigger AP1 into WEC configuration process
pressing the WEC button for 3 second.

2. Trigger AP3 into WEC configuration process
pressing the WEC button for 3 second.

3. It takes 30 ~ 60 seconds for the device to finkgh
WEC configuration process.

ia

ia

Mount the devices AP1,
AP2, and AP3 to expected
locations.

1. Install AP1 to its location first and verify its rgiess
network connectivity with a client device (Client3
2. Install AP2 to its location and verify its wirele
network connectivity with a client device (Client
at the location beyond the service range of AP1.
Besides, You can also check the AP2’s WiFi LED

0 a

should be “Solid Amber” if AP2 already connecte
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Master AP AP1.
3. Install AP3 to its location and verify its wirelegs
network connectivity with a client device (Clientl)
at the location beyond the service range of AP1.
In this case, AP3 is located out of the servicagegn
of AP1, you don’t have to check AP3's WiFi LED,
but you have to connect the AP3 with an Ethefnet
cable to the gateway.

2.2.2 One Master and a series of connected Slaves

This device also support universal repeater functj@u can easily extend the wireless network
with a series repeaters that are wireless conda@ria build up the wireless network without
running Ethernet cables to each repeater.

Example: Deploy AP1 ~ AP4 to buildup a
“staff” wireless network in a concatenated

topology.
Ethernet
Wireless e e me m -
Gateway with DHCP| AP1 AP2 AP3 AP4
server enabled Universal Universal Universal
l] Repeater l Repeater l Repeater l

{N!??ter] [slave]w [ Slave ] " !EI [Slave ] ! o

;S‘D staff "| " ssID: staff " " ssID: staff
Wireless Network Extended Wireless Network Extended Wireless Network

As illustrated in above figure, if you intend topitey 4 APs (AP1 ~ AP4) to create d'Staff’
wireless network, you can follow the procedure helo
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Step Button Description
Make sure AP1 is in Master Mode (WiFi LED should
“Greerl  color, if not, you have to toggle its AP
1 Set AP1 in Master Modg,mode via pressing the WEC button for 8 seconds)
and configure it via web Ul Login in to AP1 web Ul and configure the wirelgss
settings as what you want (LAN IP, SSID, encryption
key, etc..).
Make sure AP2 / AP3 / AP4 is in Slave Mode (WiFi
5 Set AP2, AP3, AP4 in SlaveLED should be “Amber’ color, if not, you have tp
Mode. toggle its AP mode via pressing the WEC button&g¢r
seconds)
Master to Slave WEC:
Trigger APl into WEC configuration process vyia
i .| pressing the WEC button for 3 second.
Easy configure AP2 via_ . _ , : .
3 WEC. Trigger AP2 into WEC configuration process Yia
pressing the WEC button for 3 second.
It takes 30 ~ 60 seconds for the device to finisa|t
WEC configuration process.
Slave to Slave WEC:
Trigger AP2 into WEC configuration process Yia
i | pressing the WEC button for 3 second.
Easy configure AP3 via_ _ . : .
4 WEC. Trigger AP3 into WEC configuration process Yia
pressing the WEC button for 3 second.
It takes 30 ~ 60 seconds for the device to finisa|t
WEC configuration process.
Slave to Slave WEC:
Trigger AP3 into WEC configuration process vyia
i | pressing the WEC button for 3 second.
Easy configure AP4 via_ _ , : .
5 WEC. Trigger AP4 into WEC configuration process Yia
pressing the WEC button for 3 second.
It takes 30 ~ 60 seconds for the device to finisé|t
WEC configuration process.
5 Mount the devices AP1,Install AP1 to its location first and verify its meless

AP2, AP3, and AP4 t

b network connectivity with a client device.
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expected locations. Install AP2 to its location awerify its wireless
network connectivity with a client device at thedtion
beyond the service range of AP1.

Besides, You can also check the AP2 WiFi LED, it
should be “Solid Ambef if AP2 already connected
a Master AP AP1.
Install AP3 to its location and verify its wireless
network connectivity with a client device at thedtion
beyond the service range of AP2.

Besides, You can also check the AP8 WiFi LED, it
should be “Solid Ambef if AP3 already connected
AP2.
Install AP4 to its location and verify its wireless
network connectivity with a client device at thedtion
beyond the service range of AP3.

Besides, You can also check the APgl WiFi LED, it
should be “Solid Ambef if AP4 already connected
AP3.

Although such wireless repeater function is avééathere are limitations for such topology.

First, the available bandwidth for AP2 ~ AP4 wi# becayed due to it is connected to it peer AP
wirelessly. It depends on the data rate and enwisam. Besides, if one of the AP, say AP2, is
disconnected, the APs behind it will be disconngécts well. Such topology needs more
maintenance effort to keep the whole wireless ngtwonnectivity.

If Ethernet cable is reachable, connecting eachioAdh Ethernet Uplink is recommended. Above
WEC configuration process is also suitable for ingrEthernet cables to AP2 ~ AP4 to get a
better wireless network..
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3 Making Configurations

Whenever you want to configure your network or tthvice, you can access the Configuration
Menu by opening the web-browser and typing in theAddress of the device. The default IP
Address is: 192.168.123.50. In the configuratioctise you may want to check the connection
status of this device, to do Basic or Advanced Métvsetup or to check the system status. These
task buttons can be easily found in the cover pédglee Ul (User Interface).

) |lie] 192.168.123.50 -] x]

Enter the default username and passwotddmin” in the System Password and then click
‘login’  button.

=05 Rl

# |Pv4 System Status

Item WAN Status Sidenote

Remaining Lease Time

|P Address 0.0.00

Subnet Mask 0.0.00

Gateway 0.000

Domain Name Server 0.0.0.0,0.0.0,0

Afterwards, you can go Wizard, Basic Network, Adwed Network, Application or System
respectively on left hand side of web page.
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l‘@‘ Wizard

'@ Status

* RF Module1
'@ Basic Network \
.Q Advanced Network |
| System |

Note: You can see the Connection Status screen belafter you logged in.

Ttem . LAN Status Sidenote
Remaining Lease Time 211738 Renew
IP Address 192.168.12.101
Subnet Mask 265.255.255.0
Gateway 192.168.12.71
Domain Name Server 192.168.12.71, 0.0.0.0

* Wireless Status AP 1

Item WLAN Status Sidenote
Wireless mode Enable (BIG/N Mixed)
38D default Edit

Channel Auto
Security Auto (None)
MAC address 00:50:18:00:07:F0

= Wireless Status AP 2

Item WLAN Status Sidenote
Wireless mode Enable (B/G/N Mixed)
55D default Edit

Channel Auto
Security Open (None)
MAC address 00:50:18:00:06:F0

Note : You can see all the status of this device the

‘Status main menu section.
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.1 Basic Network

w

You can enter Basic Network for Ethernet LAN, Wasd and IPv6 settings in this web page.

(@Y Wiead

| i - Ethernet LAN

- Static IP : IP Address Subnet Mask Gateway DNS Server Address.
| Basic Network

- Ethernet LAN such as an IP address, from a DHCP server.

- DHCF Client : Allow a Metwork device to act as a host requesting configuration parameters,

» Wireless - Wireless
- |Pvb - Wireless - Allows Internet users to access your server(e.g. WWW, FTP) connected at LAN side.
- Advanced RF Module1 Settings : Allows Internet users to access your server{e.g. WWW, FTP)

| @ Advanced Network

connected at LAN side.

| @ System - IPv6

- IPv6 : In the Internet Protocol Version 6 (IPvE), the address block fe80:2/10 has been reserved
for link-local addressing. The actual link local addresses are assigned with the prefix

fed0::/64 They may be assigned by automatic (stateless) or stateful (e.g. manual) mechanisms.

3.1.1 Ethernet LAN

Ethernet LAN
# Device Network Type

Item Setting
+ Device Network Type (®) static ) DHCP
» LAN IP Address [192.168.123.50 |

» Subnet Mask
» Primary DNS ]
» Secondary DNS ]
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1. Device Network Type: This device supports two network types for coningcto your local
network.

Static IP: Allow a device to act as a Static host. If you n&tatic host and please entry IP
Address.

DHCP: Allow a device to act as a host requesting conéigan parameters, such as an IP
address from a DHCP server.

Note: Please check if there is DHCP server in youdetwork, first.

2. LAN IP Address, Subnet Mask, Gateway, Primary / Seandary DNS: If you selected the
Static IP network type for this device, you havéduxther specify the LAN IP Address, Subnet
mask, Gateway, and optional Primary / Secondary BBtEngs for well connecting to your
local network.

3.1.2 Wireless

Wireless settings allow you to set the WLAN (wissdeLAN) configuration items. When the
wireless configuration is done, your wireless netwis ready for supporting your local WiFi
devices such as your laptop PC, wireless printdrsame portable devices.

Advanced RF Module1 Settings

' @Wizard FIESES

' Status
' . Basic Network

- Ethernet LAN

- 1Pv6

| @Advanced Network I

| @ System |

Item

Setting

+ Wireless Module

[ Enable

» Wireless Operation Mode

WODS Hybrid Mode v

r Lazy Mode

[l Enable

r Green AP

[JEnable

+ AP Number

[ Enable

» Network ID(SSID)

+ S5ID Broadcast

» VLAN ID

[JEnable 3 (3~4094)

» Max Supported Stations

[JEnable (1~16)

+ Channel

Auto v

+ Wireless Mode

B/G/N mixed v

+ Bandwidth

Auto

+ Authentication

Open v

b B021X

[JEnable

» Encryption

| Save || Undo || WPS Setup... || Wireless Client List...
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The embedded RF Modulel/Wireless is a IEEE 802gldlwompliant 2.4GHz Wireless Module.
3.1.2.1 Wireless Setup
There are several wireless operation modes provigethis device. They are: “AP Only
Mode”, “WDS Hybrid Mode”, “WDS Only Mode”, and “Unersal Repeater Mode”. You
can choose the expected mode and configure theedmanually.
Besides manually configuration the devices to bplayjed one by one, you can also
configure your devices via the simple WEC configiora approach as stated in last Chapter.
By default, the Master AP is set to the WDS-hyhividde, and the Slave APs are set to the
Universal Repeater mode. You just have to manuwalhfigure the Master AP via the web Ul
configuration, and use the WEC process for theSkste APs.

3.1.2.1.1 AP Only Mode

[ PaymD )

WiFiAF‘ Router WiFi AP

When acting as an access point, this device cosradcthe wireless stations to a wired
network.
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m Advanced RF Module1 Settings

Item Setting
» Wireless Module ¥ Enable
» Wireless Operation Mode [AP Only Mode  v|
» Green AP [ Enable
+ AP Mumber EEnabIe
» Metwork ID{SSID) |default |
» SSID Broadcast [ Enable
r VLAN ID [ Enable |3 (3~4094)
r Max Supported Stations [ Enable (1~16)
+ Channel
» Wireless Mode
+ Bandwidth
+ Authenfication [open v
» 802X [1enable
» Encryption

| Save || Undo || WPS Setup__ || Wireless Client List._

Wireless Module: Enable the wireless function.

Wireless Operation Mode:Choose AP Only Mode” from the list.

Green AP: Enable the Green AP function to reduce the powasgmption when there is

no wireless traffic.
AP Number: This device supports up to 8 SSIDs at the same tonyou to manage
your wireless networks. You can select AP1 ~ AP eonfigure each wireless network
individually.
Network ID (SSID): Network ID is used for identifying a Wireless LANClient
stations can roam freely over this device and ofkmress Points that have the same
Network ID. The factory default SSID is “defaultjpu can change it to a meaningful
identifier for the wireless users to easy findut.o

SSID Broadcast: By default, the SSID Broadcast setting is “Enapkaid the device

will broadcast beacons that have some informatiiociuding SSID, to the air, so that
wireless clients can know how many AP devices ansmng the network. Therefore, if
this setting is configured as “Disable”, you caulehithe wireless network from been
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10.

11.

12.

scanned by wireless clients. Those who know th&©3&h manually specify the SSID
on their client device to connect the hidden wsslaetwork.

VLAN ID: This device supports mapping of a SSID to a aeNdiAN ID to separate
workgroups across wireless and wired domains. Baule it is not enables. If you
enabled this function, you have to specify a VLANfbr the wireless network.

Max Supported Stations: You can specify the number of maximum stationg taa
associate to the SSID simultaneously.

Channel: The radio channel number. The permissible chanmggend on the
Regulatory Domain. The factory default setting igtoa channel selection. It's
recommended to choose a channel that is not usgoummenvironment to reduce radio
interference

Wireless Mode: The RF1 module supports 802.11b/g/n modes. Yowatsmchoose “N
only”, “G/N mixed” or “B/G/N mixed”. The factory dault setting is “B/G/N mixed”.

Bandwidth: The default setting for Bandwidth is “Auto”. Youam change it to
“20MHz” with care if some clients are suffering finahe connectivity problem in higher
bandwidth setting.

Authentication & Encryption: You may select one of the following authenticatitms
secure your wireless network: Open (include 802.5kared, Auto, WPA-PSK, WPA,
WPA2-PSK, WPA2, WPA-PSK/WPA2-PSK, or WPA /WPAZ2.
® Open
Open system authentication simply consists of temmunications. The first is an
authentication request by the client that contaiesstation ID (typically the MAC
address). This is followed by an authenticatiorpoase from the AP containing a
success or failure message. An example of wheruaglanay occur is if the client's
MAC address is explicitly excluded in the AP’s aguifation.
In this mode you can also enable the 802.1x feafuyeu have another RADIUS
server for user authentication. You need to infutaddress, port, shared key of
RADIUS server here.

802 1X Enable

RADIUS Server IP 0.0.0.0

RADIUS port 1812

RADIUS Shared Key

7]
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In this mode, you can only choose “None” or “WER'the encryption field.

® Shared
Shared key authentication relies on the fact thath Istations taking part in the
authentication process have the same "shared" kppassphrase. The shared key is
manually set on both the client station and the ARtee types of shared key
authentication are available today for home or kpfite WLAN environments.

® Auto
The gateway will select appropriate authenticatimethod (Open or Shared)
according to the WiFi client’s request automatigall

® \WPA-PSK
Select Encryption mode and enter the Pre-share Xey.can fill in 64 hexadecimal
0, 1,2...8,9, A, B...F) digits, or 8 to 63 ASCII chaters as the pre-share key.

® WPA
Select Encryption mode and enter RADIUS Servertedlanformation. You have to
specify the IP address, and port number for the RADServer, and then fill in 64
hexadecimal (0, 1, 2...8, 9, A, B...F) digits, or 8® ASCII characters as the shared
key. The key value is shared by the RADIUS servet this router. This key value
must be consistent with the key value in the RADRé&Bver. The available encryption
modes are “TKIP”, “AES”, or “TKIP/AES”".

® WPA2-PSK
Select Encryption mode and enter the Pre-share Xey.can fill in 64 hexadecimal
0, 1,2...8,9, A, B...F) digits, or 8 to 63 ASCII chaters as the pre-share key.

® WPA2
Select Encryption mode and enter RADIUS Servertedlanformation. You have to
specify the IP address, and port number for the RADServer, and then fill in 64
hexadecimal (0, 1, 2...8, 9, A, B...F) digits, or 8® ASCII characters as the shared
key. The key value is shared by the RADIUS servet this router. This key value
must be consistent with the key value in the RADRé&Bver. The available encryption
modes are “TKIP”, “AES”, or “TKIP/AES”".

® \WPA-PSK/WPA2-PSK
Select Encryption mode and enter the Pre-share Xey.can fill in 64 hexadecimal
0, 1,2...8,9, A, B...F) digits, or 8 to 63 ASCII chaters as the pre-share key.

® WPA/WPA2
If some of wireless clients can only support WPAL most of them can support
WPA2. You can choose this option to support botlthem. Select Encryption mode
and enter RADIUS Server related information. Yowen#o specify the IP address,
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and port number for the RADIUS Server, and thdnrfib4 hexadecimal (0, 1, 2...8,
9, A, B...F) digits, or 8 to 63 ASCII characters ae shared key. The key value is
shared by the RADIUS server and this router. Thig kalue must be consistent with
the key value in the RADIUS server.

Afterwards, click on Savé to store your settings or clickJndo” to give up the changes.

3.1.2.1.2 WDS Hybrid Mode

This mode makes device act as a wireless bridgalbathave AP function. While acting as a
wireless Bridge, Wireless Router 1 and Wirelesst®oR can communicate with each other
through wireless interface (with WDS). Thus All t8tas can communicate each other and
are able to access Internet if Wireless Routersltina Internet connection.

@wbsTHybrid Mode))
. WiFi \
N\ wps % =
)] =
| Ium =
% RN
amet ‘ { Tomaen | Ethernet }_% AP _

WiFi Router 1 e

¢
s

o ol

Z af

AP
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m Advanced RF Module1 Settings

Item Setting
» Wireless Module [l Enanle
» Wireless Operation Mode |WDS Hybrid Mode |
r Lazy Mode [ Enable
+ Green AP [JEnable
b AP Number EEnabIe
r Metwork ID{SSID) |default |
» SSID Broadcast [ Enanle
» VLAN ID [1Enable |3 (3~4004)
r Max Supported Stations D Eenable (1~16)
+ Channel
» Wireless Mode
» Bandwidth
» Authentication
» B021X []Enanle
» Encryption

| save || undo || WPsSetup.. || Wireless Client List... |

. Lazy Mode: This device support the Lazy Mode to automatickfrn the MAC address

of WDS peers, you don't have to input other peetsARAC address. However, not all
the APs can be set to enable the Lazy mode sinadtestly; at least there must be one AP
with all the WDS peers’ MAC address filled.

. Green AP: Enable the Green AP function to reduce the powasgmption when there is

no wireless traffic.

AP Number: This device supports up to 8 SSIDs at the same fon you to manage
your wireless networks. You can select AP1 ~ AP& eonfigure each wireless network
individually.

Network ID (SSID): Network ID is used for identifying a Wireless LARIlient stations
can roam freely over this device and other Accesst® that have the same Network ID.
The factory default SSID is “default”, you can charit to a meaningful identifier for the
wireless users to easy find it out.

SSID Broadcast:By default, the SSID Broadcast setting is “Enabé#eid the device will
broadcast beacons that have some information,dn@uSSID, to the air, so that wireless
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o

clients can know how many AP devices by scannirg ribtwork. Therefore, if this
setting is configured as “Disable”, you can hide thireless network from been scanned
by wireless clients. Those who know the SSID camumlly specify the SSID on their
client device to connect the hidden wireless networ

VLAN ID: This device supports mapping of a SSID to a aeNdiAN ID to separate
workgroups across wireless and wired domains. Biaule it is not enables. If you
enabled this function, you have to specify a VLANfbr the wireless network.

Max Supported Stations: You can specify the number of maximum stations tizan
associate to the SSID simultaneously.

Channel: The radio channel number. The permissible chardegend on the Regulatory
Domain. The factory default setting is auto chanselection. It's recommended to
choose a channel that is not used in your envirommeoereduce radio interference
Wireless Mode: The RF1 module supports 802.11b/g/n modes. Youatsnchoose “N
only”, “G/N mixed” or “B/G/N mixed”. The factory dault setting is “B/G/N mixed”.

10.Bandwidth: The default setting for Bandwidth is “Auto”. Yoarm change it to “20MHz”

with care if some clients are suffering from themectivity problem in higher bandwidth
setting.

11. Authentication & Encryption: You may select one of the following authenticatioois

secure your wireless network: Open (include 802.Btared, Auto, WPA-PSK, and

WPA2-PSK.

® Open
Open system authentication simply consists of temmunications. The first is an
authentication request by the client that contaiesstation ID (typically the MAC
address). This is followed by an authenticatiorpoase from the AP containing a
success or failure message. An example of wheruaelanay occur is if the client's
MAC address is explicitly excluded in the AP’s aguifation.
In this mode you can also enable the 802.1x feafuyeu have another RADIUS
server for user authentication. You need to infutaddress, port, shared key of
RADIUS server here.

802.1X Enable
RADIUS Server IP 0.0.0.0
RADIUS port 1812
RADIUS Shared Key

& 1800-209-3444 (Toll Free)
& helpdesk@digisol.com ¥ sales@digisol.com ($ www.digisol.com



== = = s = DG-WM2005SI User Manual

In this mode, you can only choose “None” or “WER'the encryption field.

® Shared
Shared key authentication relies on the fact thath Istations taking part in the
authentication process have the same "shared" kppassphrase. The shared key is
manually set on both the client station and the ARtee types of shared key
authentication are available today for home or kpfite WLAN environments.

® Auto
The gateway will select appropriate authenticatimethod (Open or Shared)
according to the WiFi client’s request automatigall

® WPA-PSK
Select Encryption mode and enter the Pre-share Xey.can fill in 64 hexadecimal
0, 1,2...8,9, A, B...F) digits, or 8 to 63 ASCII chaters as the pre-share key.

® WPA2-PSK
Select Encryption mode and enter the Pre-share Xey.can fill in 64 hexadecimal
0,1, 2...8,9, A, B...F) digits, or 8 to 63 ASCII chaters as the pre-share key.

12.Remote AP MAC 1 ~ Remote AP MAC 4if you do not enable the Lazy mode, you
have to enter the wireless MAC address for each W& one by one.

Afterwards, click on “Save” to store your settimgsclick “Undo” to give up the changes.
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3.1.2.1.3 WDS Only Mode

WDS (Wireless Distributed System) function let AfRds as a wireless LAN bridge. All
stations associated with WDS APs could see eackr a@thd roam through APs without
changing WiFi configurations. You can use this geato build up a large wireless network in
a large space like airports, hotels and schools etc

( )
_ e
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LAN
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m Advanced RF Module1 Settings

Item

Setting

» Wireless Module

[ Enable

r Wireless Operation Mode

» Green AP

WDS Only Mode

[ Enable

» Channel

Auto W

» Authentication

Open

» Encryption None v

r Scan Remote AP's MAC List Scan

Remote AP MAC 1

Remote AP MAC 2

Remote AP MAC 3

i

Remote AP MAC 4

o

Lazy Mode: This device support the Lazy Mode to automatickfrn the MAC address
of WDS peers, you don't have to input other peetsARAC address. However, not all
the APs can be set to enable the Lazy mode sinadtesty; at least there must be one AP
with all the WDS peers’ MAC address filled.
Green AP: Enable the Green AP function to reduce the powasemption when there is
no wireless traffic.
Channel: The radio channel number. The permissible chardegend on the Regulatory
Domain. The factory default setting is auto chanselection. It's recommended to
choose a channel that is not used in your envirommoereduce radio interference
Wireless Mode: The RF1 module supports 802.11b/g/n modes. Youatsmchoose “N
only”, “G/N mixed” or “B/G/N mixed”. The factory dault setting is “B/G/N mixed”.
Bandwidth: The default setting for Bandwidth is “Auto”. Yoam change it to “20MHz”
with care if some clients are suffering from th@mectivity problem in higher bandwidth
setting.
Authentication & Encryption: You may select one of the following authenticatioos
secure your wireless network: Open (include 802.Btared, Auto, WPA-PSK, and
WPA2-PSK.
® Open
Open system authentication simply consists of temmunications. The first is an
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authentication request by the client that contaiesstation ID (typically the MAC
address). This is followed by an authenticatiorpoase from the AP containing a
success or failure message. An example of wheruaelanay occur is if the client's
MAC address is explicitly excluded in the AP’s aguifation.

In this mode you can also enable the 802.1x feafuyeu have another RADIUS
server for user authentication. You need to infutaddress, port, shared key of
RADIUS server here.

802.1X Enable
RADIUS Server IP 0.0.0.0
RADIUS port 1812

RADIUS Shared Key

In this mode, you can only choose “None” or “WER’the encryption field.

® Shared
Shared key authentication relies on the fact thath tstations taking part in the
authentication process have the same "shared" keassphrase. The shared key is
manually set on both the client station and the ARtee types of shared key
authentication are available today for home or kofite WLAN environments.

® Auto
The gateway will select appropriate authenticatimethod (Open or Shared)
according to the WiFi client’s request automaticall

® WPA-PSK
Select Encryption mode and enter the Pre-share Xey.can fill in 64 hexadecimal
0,1, 2...8,9, A, B...F) digits, or 8 to 63 ASCII chaters as the pre-share key.

® WPA2-PSK
Select Encryption mode and enter the Pre-share Xey.can fill in 64 hexadecimal
0, 1,2...8,9, A, B...F) digits, or 8 to 63 ASCII chaters as the pre-share key.

7. Remote AP MAC 1 ~ Remote AP MAC 4iIf you do not enable the Lazy mode, you
have to enter the wireless MAC address for each W& one by one.

Afterwards, click on Savé to store your settings or clickJndo” to give up the changes.
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3.1.2.1.4 Universal Repeater Mode

Universal Repeater is a technology used to extareless coverage. It provides the function
to act as Adapter (Client) and AP at the same &ame can use this function to connect to a
Root AP and use AP (SSID name must be the sant@asftRoot AP) function to service all
wireless stations within its coverage. All the istag within the coverage of this access point
can be bridged to the Root AP.

QlUniversal RepeaterMode )

l L\&:\\ S

“--’-'5'-- ‘
) WiF e(({‘ ) 4;}}). -

LAN Bridg

1nte [ % Etnernet } wesese || L}h.)|
| < ) xDSL Modem
= WiFi AP Router ¢

WiFi AP

m Advanced RF Module1 Settings

wd
Item Setting
+ Wireless Module [ Enable
» Wireless Operation Mode
» Green AP [JEenable
r Metwork ID{SSID) |default
» Destination AP MAC [ ]
» SSID Broadcast [Vl Enable
F VLAN ID [1Enable 3 (3~4004)
» Max Supported Stations [IEnable (1~16)
» Channel
+ Bandwidth
» Authentication
+ Encryption

| save || Undo || WPS Setup... || Wireless ClientList.. || Scan |
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Green AP: Enable the Green AP function to reduce the powasgmption when there is
no wireless traffic.

Network ID (SSID): Network ID is used for identifying a Wireless LARlient stations
can roam freely over this device and other Accesst® that have the same Network ID.
The factory default SSID is “default”, you havedange it to the same SSID of the peer
AP to be associated under the Universal RepeateeMo

Destination AP MAC: Besides to have the same SSID of the peer AP tasbeciated
under the Universal Repeater mode, you also hawpecify the MAC address of the
peer AP to avoid making wrong connection with othBrthat has the same SSID.

SSID Broadcast:By default, the SSID Broadcast setting is “Enap#eid the device will
broadcast beacons that have some information,dmguSSID, to the air, so that wireless
clients can know how many AP devices by scannirg riatwork. Therefore, if this
setting is configured as “Disable”, you can hide #ireless network from been scanned
by wireless clients. Those who know the SSID camumdly specify the SSID on their
client device to connect the hidden wireless networ

VLAN ID: This device supports mapping of a SSID to a aeN&iAN ID to separate the
work groups across wireless and wired domains. Bfaudt, it is not enables. If you
enabled this function, you have to specify a VLANfor the wireless network.

Max Supported Stations: You can specify the number of maximum stationg tfzn
associate to the SSID simultaneously.

Channel: The radio channel number. The permissible chardegdend on the Regulatory
Domain. The factory default setting is auto chanselection. It's recommended to
choose a channel that is not used in your envirommeereduce radio interference
Bandwidth: The default setting for Bandwidth is “Auto”. Yoarm change it to “20MHz”
with care if some clients are suffering from thamectivity problem in higher bandwidth
setting.

Authentication & Encryption: You may select one of the following authenticatioms
secure your wireless network: Open, Shared, AuteAWSK, and WPA2-PSK.

Afterwards, click on Savé to store your settings or clickJndo” to give up the changes.
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3.1.3 Advanced Wireless Setup

This device provides advanced wireless setup fofepsional user to optimize the wireless
performance under the specific installation envinent.

3.1.3.1 Advanced RF Modulel/Wireless Settings

RF Module1 Adva d lings

tem Setting
Regulatory Domain Us (1-11)
Beacon Interval (msec, range: 1-~1000)
Transmit Power
RTS Thrashold {1~2347)
Fragmentation (256~2346)
DTIM Interval range (1~255)
WMM Capable W Enable
WLAN Fartition O
AF lsolation :
TX Rafes [Best v

1. Beacon intervatl Beacons are packets sent by a wireless routsyriohronize wireless
devices.

2. Transmit Power: Normally the wireless transmission power operates00% out power
specification of this device. You can lower dowe ffower ratio to prevent transmissions
from reaching beyond your corporate/home officdesignated wireless area.

3. RTS Threshold: If an excessive number of wireless packet colismccurred, the
wireless performance will be affected. It can berioved by adjusting the RTS/CTS
(Request to Send/Clear to Send) threshold value.

4. Fragmentation: Wireless frames can be divided into smaller urfftagments) to
improve performance in the presence of RF inteniegeand at the limits of RF coverage.

5. DTIM interval : A DTIM is a countdown informing clients of the xtewindow for
listening to broadcast and multicast messages. Whernwireless router has buffered
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broadcast or multicast messages for associatedtglieé sends the next DTIM with a
DTIM Interval value.

WMM Capable: WMM can help control latency and jitter when tranitsing multimedia
content over a wireless connection.

WLAN Partition: You can check the WLAN Partition function to segiarthe wireless
clients associated to the same VAP. The wirelessitsl can’t communicate each other,
but they can access the internet and other EtheAi¢tdevices

AP Isolation: If you enabled multiple VAPs in this device, youncéurther decide
whether the wireless clients associated to diffiex&Ps can access to each other or not.
When you enabled the AP Isolation function, EachPVA isolated to the others
consequently.

TX Rate: For WiFi transmit rate, you can choose “Best” fatcaadjustment according to
WiFi signal quality in your environment, or you céx it in certain TX rate. Please note
the WiFi connection may be dropped if you fix dtigher date rate but in a noisy (poor
RF signal quality) environment.

Afterwards, click on Save to store your settings or clickJndo” to give up the changes.
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3.1.4 IPv6

The growth of the Internet has created a need toeraddresses than are possible with [FR6
(Internet Protocol version 6 is a version of the Internet Protocol (IP) inteddo succeed IPv4,
which is the protocol currently used to direct astnall Internet traffic. IPv6 also implements
additional features not present in IPv4. It simesfaspects of address assignment (stateless
address auto-configuration), network renumbering aputer announcements when changing
Internet connectivity providers.

This device supports IPv6, it works as a IPv6 leidgu can use it to build a IPv6 network.

l @ Wizard
' Status

' . Basic Network [JEnable

» Ethernet LAN =

- Wireless » LAN IPvE Address

Lope [ o ool Adaes

' el\dvanced Network I

| @ System |

1. LAN IPv6 address settings:Please enter “LAN IPv6 address” and ignore the “LANG6
Link-Local address”.

“2001:0db8:85a3:0000:0000:8a2e:0370:7334"
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3.2 Advanced Network

This device also supports other advanced netwatufes for you to further manage the device.
You can finish the configuration for Firewall, aNthnagement in this section.

' @ Wizard
' Status

= Firewall

' . Basic Network - MAC Address Control - MAC Address Control allows you to assign different access rule for different

users.

| @Advanced Network |
= Management

- Firewall - UPnP : If you enable UPnP function, the router will work with UPnP devices/software.

- Management - SNMP - Allow you to use SNMP utility to manage this device.

' @ System
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3.2.1 Firewall
3.2.1.1 MAC Address Control

MAC Address Control allows you to assign differetess right for different users and to
assign a specific IP address to a certain MAC addre

i Addre DNIrol

Item Setting

» MAG Address Control | (] Enable

Associafion confrol | Wireless clients with A checked can associate to the wireless LAN; and  allow W [unspecified MAC
addresses to associate.

1D MAC A

1

2

=<Previous | Next== | Save | Unda |

1. MAC Address Control: Check “Enable” to enable the “MAC Address Coritrdlll of
the settings in this page will take effect only wl&nable” is checked.

2. Association control Check "Association control" to enable the contblhich wireless
client can associate to the wireless LAN. If amdliss denied to associate to the wireless
LAN, it means the client can't send or receive data via this device. Choose "allow" or
"deny" to allow or deny the clients, whose MAC asltiies are not in the "Control table",
to associate to the wireless LAN.

Afterwards, click on Save to store your settings or clickJndo” to give up the changes.
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3.2.2 Management

3.2.2.1 UPNP

UPNP Internet Gateway Device (IGD) Standardizedié®eControl Protocol is a NAT port
mapping protocol and is supported by some Netweskaog. It is a common communication
protocol of automatically configuring port forwangi. Applications using peer-to-peer
networks, multiplayer gaming, and remote assistgmograms need a way to communicate
through home and business gateways. Without IGD lwee to manually configure the
gateway to allow traffic through, a process whigletiror prone and time consuming

W s

Item

Setting

» UPNF setting

[ Enable

e

This device supports the UPnP Internet Gateway d2eyiGD) feature. By default, it is

enabled.
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3.2.2.2 SNMP

In brief, SNMP, the Simple Network Management Pecotpis a protocol designed to give a
user the capability to remotely manage a computtwark by polling and setting terminal
values and monitoring network events.

upw YSHEY

Pl
Item Setting
» Enable SNMP W Local
» SNMP Version W vi M vae [ va
r Get Community |public
¥ Set Community |pri|.rate
=
» User1 Enable
r SNMPV3 Settings: User 1 ® Read " ' Read/Write
F User 1 AUTH Mode ®/MD5 " SHA
» User 1 Privacy Mode noAuthNoPriv '® authNoPriv *_ authPriv
» Usemname 1
r Password 1(len==8)
¥ User 1 Priv Key
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User 2 Enable

SMNMPv3 Settings: User 2 ® Read "' Read/Write

User 2 AUTH Mode ®/MD5 " SHA I:%
User 2 Privacy Mode noAuthNoPriv '® authNoPriv *_ authPriv

Usemame 2

Password 2{len==8)

User 2 Priv Key

IP1

IP2

IP3

IP 4

Enable SNMP. Enable this Function.

2. SNMP Version: Supports SNMP V1, V2c, and V3.

Get Community: The community of GetRequest that this device veipond. This is a
text password mechanism that is used to weakly eatitate queries to agents of
managed network devices.

Set Community: The community of SetRequest that this device weitlegt.

SNMPv3 Settings: User 1/2 This device supports up to two SNMP management
accounts. You can specify the account permission“Rsad” or “Read/Write”
respectively.

User 1/2 AUTH Mode Select MD5 or SHA as the method of password guimg for
the specified level of access, or to disable auiteton.

User 1/2 Privacy Mode: You can configure the SNMP privacy mode. There three
modes for you to choose: “noAuthNoPriv” for bothlantication and private key are not
required, “authNoPriv’ for no private key requiredind “authPriv’ for both
authentication and private key required.

Username 1/2:Use this field to identify the user name for tpedfied level of access.
Password 1/2:Use this field to set the password for the spetiléxel of access.

10.User 1/2 Priv Key: Use this field to define the encryption key for sgpecified level of

access.

11.1P (Trap Event Receiver) 1 ~ 4Enter the IP addresses or Domain Name of your SNMP

Management PCs. You have to specify the IP addsesthat the device can send SNMP
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Trap message to the management PCs consequently.

Afterwards, click on Save to store your settings or clickJndo” to give up the changes.

3.3 System

In this section you can see system informationtesydogs, use system tools for system update
and do service scheduling and system administragtimg.

| v e

| Status = System Information

- View System information.
| . Basic Network
= System Status

| @ Advanced Network - View system logs.

= System Tools
@ System . ~ _

- Change Password : Allow you to change system password. This password is used for web GUI
login.

-+ System Information
- FW Upgrade : Upgrade new firmware or restore backup settings.

- System Status
- System Time : Allow you to set device time manually or consult network time from NTF server.

- System Tools
- Others
- MMI . ) )
- Backup Setting : Backup current device seftings.
- Reset to Default . Reset the settings of this device to the default values.

- Reboot : Restart this device.

= MMI
- Administrator Time-out: The amount of ime of inactivity before the devicewill automatically close

the Administrator session. Set this to zero to disable it
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3.3.1 System Information

You can view the System Information in this page.

-
ltem Setting
+ Display time Tue, 01 Jan 2013 01:25:30 +0000
3.3.2 System Status
3.3.2.1 Web Log
m Syslogd Email Alert
-]
Item Setting
r Log Types O System [ attacks [ Drop O Debug
P
Time | Log

Page: 0i0 (Log Mumber: 0)

<<Previous || Next== | First Page || Last Page |

| Refresh || Download || Clear logs |

1. Log Types You can select the log types to be collectechenweb log area. There are

“Syste

m”, “Attacks”, “Drop”, and “Debug” types fgrou to select.

2. Web Log: You can browse, refresh, download, and cleatdhenessages.
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3.3.2.2 Syslog

This device also can export system logs to spedégtination by means of syslog (UDP) and
SMTP(TCP). With enabled Syslog function, this deviwill send log to a certain host
periodically. You need to install a syslog utildyp a host to receive syslogs.

Web Log m Email Alert

~

Item

Setting

Enable

» IP address for syslogd

L ]

O

un

The items you have to setup include:

1. IP Address for syslogd Host IP of destination where syslog will be semt Check
Enable to enable this function.

3.3.2.3 Email Alert

Web Log

Syslogd m

~

Item ‘ Setting Enable
r Setfing of Email alert O
» SMTP Server : port | |: |
& SMTF Username | |
« SMTP Password | |
« E-mail addresses
+ E-mail subject | |
| View Log... || Email Log Now |
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This device can also export system logs via seneingils to specific recipients. The items
you have to setup include:

1.
2.

B

6.

Setting of Email alert Check if you want to enable Email alert (sendaysia email).

SMTP Server: Port: Input the SMTP server IP and port, which are emted with ":'. If
you do not specify port number, the default vakig5.
For example, "mail.your_url.com" or "192.168.1.17®-.

SMTP Username:Enter the Username offered by your ISP.
SMTP Password:Enter the password offered by your ISP.

E-mail Addresses:The recipients are the ones who will receive thHegs. You can

assign more than 1 recipient, using ;' or ','epasate these email addresses.

E-mail Subject The subject of email alert is optional.

Afterwards, click on “Save” to store your settirgsclick “Undo” to give up the changes.

3.3.3 System Tools

3.3.3.1 Change Password

You can change the System Password herestmgly recommend you to change the
system password for security reason. Click on “Sé&westore your settings or click “Undo”
to give up the changes.

assword FW Upgrade System Time Others

Item Setting
+ Old Password |:|
» New Password I:I
+ Reconfirm l:l
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3.3.3.2 FW Upgrade

If new firmware is available, you can upgrade deviomware through the WEB GUI here

Change Password m System Time Others

Firmware Filename

EE
Current firmware version is  00QL0.1004_02281700.

Mote! Do not interrupt the process or power off the unit when it is being upgraded.

When the process is done successfully, the unit will be restarted automatically.

O Accept unofficial firmware.

| Upagrade || Cancel |

Press “browse” button to indicate the file namenefv firmware, and then press Upgrade
button to start to upgrade new firmware on thisicevif you want to upgrade a firmware
which is from GPL policy, please check “Accept uiwél firmware”.

NOTE. PLEASE DO NOT TURN THE DEVICE OFF WHEN UPGRA DE IS
PROCEEDING.
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3.3.3.3 System Time

If new firmware is available, you can upgrade deviomware through the WEB GUI here.

Change Password FW Upgrade m Others

Item Setting
+ Time Zone [* Not yet configured! The default is GMT+00:00 w
r Auto-Synchronization Enable
Time Server (RFC-868)[Aute /|
» Daylight saving time O
2014 ~ |/ | March w11 v (YearMonth/Day)
+ Date And Time Manually -
18 v [13 W : | 49 v | (HourMinute: Second)

Save Undo

| Sync with Time Server || Sync with my PC (Tuesday March 11, 2014 18:13-52)

1. Time Zone Select a time zone where this device locates.

2. Auto-Synchronization: Check the “Enable” checkbox to enable this funttiBesides,
you can select a NTP time server to consult UT@tim

3. Sync with Time Server Click on the button if you want to set Date anch&@ by NTP
Protocol.

4. Sync with my PC Click on the button if you want to set Date anohd using the PC’s
Date and Time.

Afterwards, click on Save to store your settings or clickJndo” to give up the changes.
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3.3.3.4 Others

In this section you can do system backup, reseletault, system reboot settings and ping

test.
Change Password FW Upgrade System Time m
Item Setting
+ Backup Setting
+ Reset to Default
» Domain Name or IP address for Ping Test | I Ping |
+ Domain Mame or IP address for Traceroute | I Traceroute |

1. Backup Setting You can backup your settings by clicking tHgatkup” button and
save it as a bin file. Once you want to restoreseghsettings, please click Firmware
Upgrade button and use the bin file you saved.

2. Reset to Default You can also reset this device to factory defaattings by clicking
the “Reset button.

Reboot You can also reboot this device by clicking tfeboot' button.

4. Domain Name or IP address for Ping TestThis allows you to configure an IP, and
ping the device. You can ping a specific IP to véseéther it is alive.

5. Domain Name or IP address for Traceroute Traceroute is a network diagnostic tool
for displaying the route (path) and measuring fitadslays of packets across an IP
network. Traceroute proceeds unless all (three) packets are lost more than twice,
then the connection is lost and the route cannaJaduated. Ping, on the other hand,
only computes the final round-trip times from thestination point
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3.3.4 MMI
3.3.4.1 Web Ul
o
Item Setting
F Administrator Time-out 300 seconds (0 to disable)

You can set Ul administration time-out durationthis page. If the value is “0”, means the
time-out is unlimited.
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4 Troubleshooting

This Chapter provides solutions to problems for thstallation and operation of the WiFi

Concurrent N300 Business AP. You can refer to ¢tfiewing if you are having problems.

1 Why can't | configure the device even the cable islugged and the LED is lit?
Do aPing testto make sure that the WiFi
Access Point is responding.

Go toStart > Run.

1. Typecmd.

I 21X

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: [ = =l

OK I Cancel | Browse... |

2. PressOK.

3. Typeipconfig to get the IP of default gateway.

4. Type “ping 192.168.123.50"Assure that you ping the correct IP Address assigoe
the WIiFi Concurrent N300 Business AP. It will shdaur replies if you ping

correctly.
Pinging 192.168.123.254 with 32 hytes of data:

Reply from 172.168.123.58: hytes=32 time{ims

Reply from 172.168.123.58: hytes=32 time<ims
Reply from 172.168.123.58: hytes=32 time<ims
Reply from 172.168.123.58: hytes=32 time<lms

Ensure that your Ethernet Adapter is working, ahdt tall network drivers are installed
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properly. Network adapter names will vary dependioy your specific adapter. The

installation steps listed below are applicabledibnetwork adapters.

1.

2.

Go toStart > Right click on “My Computer” > Properties .

Selectthe Hardware Tab.

Click Device Manager

Double-click on Network Adapters”.

Right-click onWireless Card bus Adapteror your specific network adapter.
SelectPropertiesto ensure that all drivers are installed properly.

Look underDevice Statugo see if the device is working properly.

Click “OK”..

2 What can | do if my Ethernet connection does not wix properly?

A.

B.

Make sure the RJ45 cable connects with the device.

Ensure that the setting on your Network InterfaeedGadapter is “Enabled”.

If settings are correct, ensure that you areusitg a crossover Ethernet cable, not all
Network Interface Cards are MDI/MDIX compatible, daruse a patch cable is
recommended.

If the connection still doesn’t work properly, thgou can reset it to default.

3 Something wrong with the wireless connection?

A.

Can't setup a wireless connection?

I. Ensure that the SSID and the encryption settings exactly the same to the
Clients.

II.  Move the WiFi Concurrent N300 Business AP and tireless client into the same

room, and then test the wireless connection.
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[ll. Disable all security settings such\&&P, andMAC Address Control.

IV. Turn off the WiFi Concurrent N300 Business AP ahd tlient, then restart it and
then turn on the client again.

V. Ensure that the LEDs are indicating normally. If,noake sure that the power and
Ethernet cables are firmly connected.

VI. Ensure that the IP Address, subnet mask, gatewdyD&IS settings are correctly
entered for the network.

VII. If you are using other wireless device, home sicssistems or ceiling fans, lights
in your home, your wireless connection may degrddamnatically. Keep your
product away from electrical devices that geneRfenoise such as microwaves,
monitors, electric motors...

B. What can | do if my wireless client can not acceghe Internet?

I.  Out of range: Put the device closer to your client.

II.  Wrong SSID or Encryption Key: Check the SSID or Eyption setting.

lll. Connect with wrong AP: Ensure that the client isreected with the correct Access
Point.

i. Right-click on theLocal Area Connection iconin the taskbar.
ii. SelectView Available Wireless Networks in Wireless Configre. Ensure you
have selected the correct available network.
iii. Reset the WiFi Concurrent N300 Business AP to desaiting
C. Why does my wireless connection keep dropping?
I.  Antenna Orientation.
i. Try different antenna orientations for the WiFi €arrent N300 Business AP.

ii. Tryto keep the antenna at least 6 inches away themvall or other objects.
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II. Try changing the channel on the WiFi Concurrent NBusiness AP, and your
Access Point and Wireless adapter to a differeabnhbl to avoid interference.
lll. Keep your product away from electrical devices tgaherate RF noise, like

microwaves, monitors, electric motors, etc.

4  What to do if | forgot my encryption key?

1

2

5

=

. Go back to advanced setting to set up your Enagkey again.

. Reset the WiFi Concurrent N300 Business AP to desaiting

How to reset to default?

Ensure the WiFi Concurrent N300 Business AP is ped/en

Find theResetbutton on the right side

Press th&kesetbutton for 8 seconds and then release.

After the WiFi Concurrent N300 Business AP rebodt$ias back to the factoryefault

settings.
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Appendix A. Assigning a Static IP in Windows PC

When organizing your local network it's easier 8sign each computer it's own IP address than
using DHCP. Here we will take a look at doing itX®P, Windows 7, Windows 8 and Windows
8.1.

If you have a home network with several computas@avices, it's a good idea to assign each of
them a specific address. If you use DH@namic Host Configuration Protocol), each computer
will request and be assigned an address every iiimebooted up. When you have to do
troubleshooting on your network, it's annoying gpito each machine to figure out what IP they
have.

Using Static IPs prevents address conflicts betvadsstices and allows you to manage them more
easily. Assigning IPs to Windows is essentially shene process, but getting to where you need to
be varies between each version.

Search

Everywhere -

network and sharing

I ¥ Network and Sharing Center

==

o] () Red Stripe Dea

Windows 7 or Windows 8.x

To change the computer’s IP address in Windowsgpg rietwork and sharing into the Search box
in the Start Menu and select Network and Sharingt€ewhen it comes up. If you are in
Windows 8.x it will be on the Start Screen itséKe the screenshot at the top of this article.
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Control Panel (3)

| E Metwork and Sharing Center
[ Find ankix networking and connection problems

0@ Choose homegroup and sharing options

}_} See more results

| network and sharing

Then when the Network and Sharing Center opersk ol Change adapter settings. This will be
the same on Windows 7 or 8.x.
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I'\..JI'\...../'I |~f b Control Panel » All Control Panel Items » MNetwork

Control Panel Home ; :
View your basic network

Ch dapter setfi |
ange adapter settings ﬂh
Changé_#Hwvanced sharing

seftings *d, MYSTICGEEK-PC

(This computer)

Wiew your active networks

Metwork
['_' ¥ Home netwark

Right-click on your local adapter and select Propsr

@Qv|£" v Control Panel » Metwork and Internet » Network

Organize = Disable this network device Diagnose this conneg
_'-. Local Area Connection _'-. Whiware Net
“EF‘: Metwork EF‘: Unidentifiec
@7 _Intel(R) 82578DC Gigabit Metwork.. @ Vhware Virg
%) Disable
Status
Diagnose

) Bridge Connections

Create Shortcut
Delete
) Rename

'@ Properties

[
Lz

In the Local Area Connection Properties window hgjtt Internet Protocol Version 4 (TCP/IPv4)
then click the Properties button.

& 1800-209-3444 (Toll Free)
& helpdesk@digisol.com ¥ sales@digisol.com ($ www.digisol.com



== = = s = DG-WM2005SI User Manual

','E Local Area Connection Properties M

Networking | Sharing

Connect using:

liﬂ' Irtel(R) 825780C Gigabit Network Connection

This connection uses the following tems:

9% Cliert for Microsoft Networks

BVMware Bridge Protocol

=) 105 Packet Scheduler

gﬁle and Printer Sharing for Microsoft Netwoarks

- |rtemet Protocol Version 6 (TCP/IPvE)

B ntemet Protocol Version 4 (TCP/IPvé) |

i Link-Layer Topology Discovery Mapper 170 Driver
i Link-Layer Topology Discovery Responder

Description

Transmission Contral Protocal/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

oK || Cancel

Now select the radio buttdise the following IP address and enter in the correct IP, Subnet mask,
and Default gateway that corresponds with your nstwsetup. Then enter your Preferred and
Alternate DNS server addresses. Here we're on aehoetwork and using a simple Class C
network configuration and Google DNS.

Check Validate settings upon exit so Windows can find any problems with the addressai
entered. When you're finished click OK.
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F k'
Internet Protocel Version 4 (TCP/IPv4) Properties m

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(") Obtain an IP address automatically
(@ Use the following IP address:

IP address: 192 . 168, 2 . 2
Subnet mask: 255 . 255 .255 . O
Default gateway: 192 . 168 . 2 . 1

Chbtain DMS server address automatically
@ Use the following DNS server addresses:

Preferred DNS server: 8 .8 .8 .8

Alternate DNS server: 8 .8 .4 .4

[¥]¥alidate settings upon exit

Now close out of the Local Area Connections Praoesmvindow.

e ™
@ Local Area Connection Properties u
Networking | Sharing

Connect using:

lj‘ Intel(R) 825780C Gigabit Network Connection

This connection uses the following items:
s a Client for Microsoft Networks

QVMware Bridge Protocol

QQOS Packet Scheduler

.Q File and Printer Sharing for Microsoft Networks

<& |ntemet Protocol Version & (TCP/IPvE)

4. |ntemet Protocol Version 4 (TCP/IPv4)

<& Link-Layer Topology Discovery Mapper /0 Driver
& Link-Layer Topology Discovery Responder

[CARCARCINCINCY

[ Install.... ] [ Uningtall Froperties

Description

Allows your computer to access resources on a Microsoft
network.

Cancel
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Windows 7 will run network diagnostics and veriftyet connection is good. Here we had no
problems with it, but if you did, you could run thetwork troubleshooting wizard.

) =] Windows Network Diagnostics
oy

Troubleshooting couldn't identify the problem

You can try explering other options that might be helpful.
= Explore additional options

2 Close the troubleshooter

Now you can open the command prompt and dopeonfig to see the network adapter settings
have been successfully changed.

Windows IPF Configuration

Ethernet adapter Local Area Connection:

Connection—specific DHS Suffix
Link—-local IPu6 Address . . . . = feBB:-:11e3:1d23:a
IPv4 Address. . . . . . e - o= o« = 192.168.2.2
Subnet Mask . . . . . . . . . . . & 255.255.255.8
Default Gateway . . . . . . . . . = 192.168.2_.1

Windows XP

In this example we’re using XP SP3 Media Centetti@diand changing the IP address of the
Wireless adapter.

To set a Static IP in XP right-click on My NetwdPkaces and select Properties.
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Explore

Search for Computers...

Map Metwork Drrive,..
Disconnect Netwark Drive. ..

Create Shortcut
Delete
Rename

Properties

Right-click on the adapter you want to set thedPand select Properties.

LAN or High-Speed Internet

Wireless Metwork Connection

P |

Dizable

View Available Wireless Networks
Status

Repair

[ [tT]] I

Bridoe Connections

Create Shortout

Rename

T ——

Highlight Internet Protocol (TCP/IP) and click the Properties button.
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General | Wireless Networks | Advanced |

Connect using:

B8 High Rate Wircless LAN Mini PCI Ad

This connection uses the following tems:
188 Cliert for Microsaft Netwarks

g File: and Printer Sharing for Microsoft Networks
QQOS Packet Scheduler

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networls.

Show icon in notification area when connected
Notify me when this connection has limited or no connectivity

0K || Cancel

Now change the IP, Subnet mask, Default Gatewag, NS Server Addresses. When you're
finished click OK.
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Internet Protocol (TCP/IP) Properties

General |

You can get IP settings assigned automatically if your network supports
this capability. Ctherwise, you need to ask your network administrator for
the appropriate |P settings.

(") Obtain an IP address automatically
(%) Use the following IP address:

IP address: 192 .168. 2 . 5
Subnet mask: 250 .25 256 . O
Default gateway: 152 168 . 2 .1
(%) Use the following DMS server addresses:

Prefemed DNS server: g .8 .8 .8
Altemate DNS server: g .8 .4 .4

[ DK[}_H Cancel |

You will need to close out of the Network Conneatiroperties screen before the changes go

into effect.
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General | Wireless Networks | Advanced |

Connect using:

‘ B8 Hich Rate Wircless LAN Mini PCI Ad ‘

This connection uses the following tems:

= Cliert for Microsoft Networks
g File: and Printer Sharing for Microsoft Networks
4=l 0105 Packet Scheduler

%= Intemet Protocol (TCP/IP)

[ nstal. | [ Uninstal | [ Propeties |

Description

Allows your computer to access resources on a Microsoft
netwoark.

Show icon in notification area when connected
Notify me when this connection has limited or no connectivity

Again you can verify the settings by doingipoonfig in the command prompt. In case you're not
sure how to do this, click on Start then Run.

£ Printers and F

@ Help and Support

. Search

L
'

t5y Media Center

All Programs | & Run...

Log off @ Turn OFf Computer

4 start oL

In the Run box type iomd and click OK.
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i wafr

= Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: m »

[ ok L\\SJI cancel | | Browse...

Then at the prompt type ipconfig and hit Enter. This will show the IP address far tietwork
adapter you changed.

nDocuments and Settings“BP Geek>ipconfig

lindows IP Configuration

Ethernet adapter Wireless Metwork Connection:

Connection—specific DNS Suffix . =

IP Address. . . . . . - . . - - . : 192.168.2.5
Subnet Mask = 255.255.255.8
Default Gateway : 192.168.2.1

:\Documents and Settings\BEP Geek> k

If you have a small office or home network, assigneach computer a specific IP address makes
it a lot easier to manage and troubleshoot networkection problems.

[Source: How to Assign a Static IP Address in Windo 7, 8, XP, or Vista;
http://www.howtogeek.com/howto/19249/how-to-assegstatic-ip-address-in-xp-vista-or-windo
ws-7/]

Warranty Information

Please refewww.digisol.comfor warranty information in your region.
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