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General Information

Thank you for purchasing the ASUS 4-Port Ethernet Switch with
Wi-Fi Router. It features wireless access and four LAN ports for
added convenience and accessibility.

The following guide will explain how to install and configure your
router for both a quick start and an advanced setup.

Package Contents

The router is packaged with one of each of the following—

ASUS 4-Port Ethernet Switch + Wi-Fi Router
RJ-45 Ethernet cable

RJ-11 telephone cable

15 VAC AC power adapter

Splitter

User Manual / Quick Guide

Safety Instructions—Please read.

Place your router on a flat surface close to the cables in a
location with sufficient ventilation.

e To prevent overheating, do not obstruct the ventilation
openings of this equipment.

e Plug this equipment into a surge protector to reduce the risk
of damage from power surges and lightning strikes.

e Operate this equipment only from an electrical outlet with
the correct power source as indicated on the adapter.

e Do not open the cover of this equipment. Opening the
cover will void any warranties on the equipment.

¢ Unplug equipment first before cleaning. A damp cloth can
be used to clean the equipment. Do not use liquid / aerosol
cleaners or magnetic / static cleaning devices.
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Front Panel View

60201

LED Mode Indication
Solid Wireless is enabled.
AP No light Wireless is disabled.
Blinking Presence of wireless traffic.
Solid ADSL is connected.
: . ADSL is not connected.
XDSL Link 1o el ALARM LED will be red.
Blinking Router is connected to ADSL.
Solid ADSL is connected; no traffic.
XDSL Act No light ADSL is not connected.
Blinking Presence of ADSL traffic.
Solid Router is connected to LAN.
No connection to LAN. Check if
LAN1-4 No light LAN cable is connected to
router.
Blinking Presence of LAN traffic.
Alarm Solid (red) ADSL is not connected.
No light ADSL is connected.
Solid Router is powered on.
Router is not powered on.
Power No light Check if router is plugged in

and if the power switch is
turned on.
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Back Panel View

Reset/ [ t\% ‘- o
S Default > B} JS S Power on/Off

Earth

Grounding  Console
Port Description
ADSL RJ-11 cable connects to the splitter provided.
Note: To be used for maintenance purposes by
Console service professionals only. If the router needs repair,
bring it to a service professional.
Reset / Restart—pres.s the button for less than 4 seconds.
Default Default Settings—press the button for 4 seconds or
longer.
RJ-45 cable connects the unit to an Ethernet device
LAN1-4 .
such as a PC or a switch.
Power Connects to a 15VAC AC power adapter.
On/ Off Press to turn the router on or off.
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Installing the Router

Connect the ADSL Line and Telephone

e Use an RJ-11 cable to connect the wall phone jack to the
line-end of the splitter (see below illustration of splitter).

e Attach another RJ-11 cable to the splitter, the modem-end,
and connect the other end to the router port labeled ADSL.

e The final RJ-11 cable will be connected between the
phone-end of the splitter and the telephone.

CHOH 0

LINE HODEM PHONE

NOTE. See connections on the installation diagram.

Connect the PC to the Router

e Connect one end of the RJ-45 cable to one of the 4 LAN
ports on the back of the router and the other end to the
Ethernet port of your computer.

e Attach any additional PCs to the router using RJ-45 cables
to the LAN ports on the back panel of the router.

Connect the Power Adapter

e Finish up by connecting the AC power adapter to the
POWER connector on the back of the router and plug the
adapter into a wall outlet or power strip.

e Turn on and boot up your PC and any LAN devices, such
as hubs or switches, and any computers connected to
them.
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Installation Diagram
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Mounting the Router

The router can be mounted on the wall with the screws provided.
Mounting can be done on wall material including concrete, wood,
or drywall. Select an appropriate location free from obstructions
or any possible interference. Make sure the cables can be easily
attached to the router without strain. The illustration below shows
how to mount the router horizontally on a wall.

| Horizontal Mounting |

Mounfing Screws

Mounting Holes

Concrate, Wood,
of Dinywall
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Configuring Your Computer

Prior to accessing the router through the LAN port, note the
following necessary configurations—

Your PC’s TCP/IP address: 192.168.1.  ( the last number
Is any number between 3 and 254)

The router’s default IP address: 192.168.1.1

Subnet mask: 255.255.255.0

Below are the procedures for configuring your computer. Follow
the instructions for the operating system that you are using.

Windows 2000

In the Windows taskbar, click on the Start button and point
to Settings, Control Panel, and Network and Dial-up
Connections (in that order).

Click on Local Area Connection. When you have the Local
Area Connection Status window open, click on Properties.

Listed in the window are the installed network components.
If the list includes Internet Protocol (TCP/IP), then the
protocol has already been enabled, and you can skip to
Step 10.

If Internet Protocol (TCP/IP) does not appear as an
installed component, then click on Install.

In the Select Network Component Type window, click on
protocol and then the Add button.

Select Internet Protocol (TCP/IP) from the list and then click
on OK.

If prompted to restart your computer with the new settings,
click OK.
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8. After your computer restarts, click on the Network and Dial-
up Connections icon again, and right click on the Local
Area Connection icon and then select Properties.

9. In the Local Area Connection Properties dialog box, select
Internet Protocol (TCP/IP) and then click on Properties.

10. Inthe Internet Protocol (TCP/IP) Properties dialog box,
click in the radio button labeled Use the following IP
address and type 192.168.1.x (where x is any number
between 2 and 254) and 255.255.255.0 in the IP address
field and Subnet Mask field.

11. Click on OK twice to save your changes and then close
the Control Panel.

Windows XP

1. In the Windows taskbar, click on the Start button and point
to Settings and then click Network Connections.

2. In the Network Connections window, right click on the Local
Area Connection icon and click on properties.

3. Listed in the Local Area Connection window are the
installed network components. Make sure the box for
Internet Protocol (TCP/IP) is checked and then click on
Properties.

4. In the Internet Protocol (TCP/IP) Properties dialog box, click
in the radio button labeled Use the following IP address and
type 192.168.1.x (where x is any number between 2 and
254) and 255.255.255.0 in the IP address field and Subnet
Mask field.

5. Click on OK twice to save your changes and then close the
Control Panel.
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Log in to the Router

After installing the hardware portion of your router, you will
need to configure the router through the user interface. Below
are the steps for logging into the router.

Steps:

1. Launch your web browser.

2. Type http://192.168.1.1 in the URL address bar and press
Enter.

3. The below login screen will be displayed.

LOGIN - Mcrosoft Inbermet Cuplorer

Fla  [dE  vew  Paveritas  Taske  Malp

sk = o= - Q) (] A} sewch [GlFeeoetes FMeda | e L6 B - o] 40
Address |{||||,--|||'|u.:.|m.1 1 ke ep j
rd

4. Enter the below username / password and click on LOGIN.

Username | root
Password | admin

5. After logging in, you will be able to configure the router.
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http://192.168.1.1/

Home Screen

After logging in, the home screen shows information on the router,
including the connection status, the upstream / downstream line
rate, software version, IP address, etc.

b= wWalceme
JHome
= pivanced Setup
) Managmmmnd D51 Line Status Chsconreched
_] Save Semtings
Loguut Line Rate - U pstream (Khjes) 0 kbps

Line Rate - Downstiream (Kbps) 0 kbps

Software Varsion

1,534 2-0-1.1.36€
LAN IP Address 192 16
Gateway Informaitlon 1.0LEND
Primary DHS Server RRERERS

Secondary DNS Server LD
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Advanced Setup

This section of the user manual is on the advanced configurations
of the router. The topics under Advanced Setup are ADSL, WAN,
LAN, VLAN, Firewall, NAT, and Route.

ADSL

The following section will explain the ADSL portion of the
configurations, including a status screen as shown below.

ADSL Status

This section of the router displays statuses and information on
your ADSL connection. You can also perform an ADSL
performance test.

E Welcome
1 Home ADSL Status
=Ly Avanced Sequp
yans
1AL Status
L] ADSL Configurat D5L Line % BT
|7 O Configurati e s
1w Mode Selected G952 1]
+-[JLAN T . B
& CWireless Trallis Coded Modulation Fal
i | Fitunrall Latency F
= _IMAT
i || Panatn
=] Manngermant
[ Sum Sotings Daowmstream Upstream
Logout
Imtnrrlranene Darpth |
|k Halie 2000 kbg 200 kg
Maximum Analnable Data Rate F kbps 0 kbpa
Line Arenuation 0.0 dE .5-4B
Signal Amtanuation 0.0 4B 0.0 4B
SNH BMaigin 105 R dE
Aol Aggregatn Tansmil P 00 4R dHB
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Clicking the ADSL Performance button at the bottom of the ADSL
Status page displays the following screen.

= wetcome
| Home I
= Auhranced Sequp
A ADSL Mizan Faul Fai Eod
I ADSL Status . AT
T ADSL Conflgurat Superirame 220726
1 DAM Configurati LOS 0 i
1 _]WAN
+- JLAN LOF 0
& .:_Jm'“-'"'“ LFH Failtiie 0 0
+ | Fir dwrall § Y
i1 CINAT fr 0 0
% Routa HCD i i
(4 ) Mananernenl : .
] Saun Retlings LCD 0 I
Laogoui alin 11 2
RS Cormrection Count fi 1
FECS0 ]
Froomee Spcunds 10
Severely Ermored Seconds
LG fi
Umavailabln Secomds ] i}
HEL !
f
ADSL Configuration

In the ADSL Configuration screen, select the encapsulation mode
that you will be using, which include auto select, ADSL, ADSL2,
and ADSL2+, G.992.3 Annex I/J/M, G.992.5 Annex I/J/M, Annex
B auto select, and Annex M auto select. The table shows tone
numbers 0-511. There are also two buttons—showtime lock and
quiet mode—which you can select. Click Apply after making your
selection to save and reboot the router.
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K3 Wolcome
1 Hume
= g Rubranced Selap
- _'jll.ﬂ‘ﬂ.
L] ADSL Siatus
_T'ADSL Canfigural
] Ol Canfiguratl
o AN
1 CLAN
R |
4] | Fwimall
[ _JHAT
W | Rouln
v ManbissEment
) Save Setings
Lognut

ADSL Configuration
Encapsulathon nlmlrl"“"-' galoct -II
Thin bltx alloeaind par ione: E

OAM Configuration

The OAM (Operation Administration Maintenance) Test performs
fault detection and notification for each connection with the option

to enable standard loopback (end-to-end or segment).

= Walcome
e s OAM Configuration
= AL
I ADSL Suabus
L] ADSL Configurm e
1AM Configurati VPl Channal
AN
+-__JLAN VCI Channal
) Whnekss =
i ] Frewan 5 Loaphack E Eratile
; j:::ll F5 Transmlt Intensal e
j:ﬂﬂu;"!:ﬂ- Fi Continuity Chock T Erable Diwection L F
mve Serings
Logut
DAM F5 5n1r|r|1| Takla
W= VF = VO =Loopback=Transmit Teno
d= 8 = 3§ = [Dusabip = &0

To configure the WAN settings, access the ADSL configuration

screens by clicking on the WAN folder on the left menu bar under

Advanced Setup.
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WAN Settings

Below is the first page of the WAN Settings section which allows
you to enter the VPI / VCI, connection type, encapsulation mode,
and QoS mode for your WAN interface. After you make your
selections, click on Add'to make specific settings for the
connection that you choose.

S Welcome .
] Hume WAN Settings
=y Abeanced Satup
f [ pame
=H A WAN WHI 0
1WAN Sening ] o
[ WAN Status v b
1 OHS Connaction Type Cymamic P Address =
+ LN
i j"-"'-"lll'.‘u:e\.s. Encapsulation mode | LLCEMAR =
T ;“'""’“" s e LIBR
i1 CIMAT .
+ I Houte | hoe

= Manapemend
L] Sawe Kelfings
Logoun

WaAR 1 =035 Bndge LLC

The connection types include the following—

Dynamic IP Address
Static IP Address
PPPoE

PPPOA

Bridge

Below is the screen you will see if you select Dynamic IP Address
and click on Apply. There are no fields to enter except to select
the protocol that you are using.
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= Welcami
1] Homia
— Aibdanl Sadup
£ AL
=1\ WAN

Dynamic IP

TWAN Setting Pratacal |FFC 2684 Ethamet over ATH =]
[ AN Status HFC 2684 Ehermet svar ATH
_ LJDns RIFC 2604 IF over AT
i (" ILAN
= _Wirelnzs

] Firewveall
¥ I MAT
] e
v I Manapiment
L] S Sotiings
Logaut

If you are using a Static IP, then the below screen includes fields
that need to be filled out with information from your ISP. You will
need to find out the following information—

IP Address assigned by your ISP

Subnet Mask

ISP Gateway Address

Protocol (either RFC 2684 Ethernet over ATM or RFC 2684
IP over ATM)

& welcome
!__'I Home

Static IP

IP address assigned | | | |
by your ISP : t :

Subnet Mask | | | ) | ! |

ISP Gateway Address | : | : | ; |

- Protocol | RFC 2684 Ethemet over ATM |

2 Management

- [F] Save Settings )

Logout - w| [ - | k-
B E

If you are using PPPoE or PPPOA, then obtain the following
information from your ISP—

e Username / Password

e MTU—Maximum Transmission Unit, it is the largest physical
packet size, measured in bytes that a network can transmit
before it must be divided into a smaller sized-packet.

e Dial On Demand (enable or disable)—this feature allows for
automatic reconnecting to your ISP if your connection is
lost.
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e Relay LAN site PPPoE session—this feature is where you
can relay pppoe packets coming from the pc to the server
instead of the router sending the pppoe packets from the
router itself.

& weicome

-1 Home

Bl Advanced Setup PPPoE
-] ADSL

El-y VAN

-[] WAN Setting User Name |
-[] WAN Status

- _[1pns Password |
5 CILAN

& [ wireless Please retype your |
- Firewall password

- CINAT

& (1Route MTU (1400-1492) [1492
(-1 Management

~[] Save Settings
Logout

Dial on demand i

Relay LAN site PPPoE session [

QWJE:C‘::; PPPoA

— Jhsheanced Seiup
5 CJADEL
i WAN
L] WAN Setting
L] WAN Status
Qons
+ CILAN
- _JWireless
# L Tinewall
1 CJHAT
i | Fo
+ | Maiageino
] Sawir Sefimps
T T

Usar Namn |

P asaenid |

Pléasn ratypn your |

passwnrd
HITU (14001500 [1a32
[rall on domand r
R 7

Selecting Bridge Mode automatically changes your connection
type to bridge, which changes the WAN status as shown in the
screen below (same as the WAN status page).

WAN Status
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The WAN status page is an informational page that shows which
connection type has been selected for the WAN(S).

{5 Welcome

e ;"Jme WAN Status

-] WAN Setting
|__-| WAN Status 1 O35 LLE Bridge COHHECTED 19246811 255.255 2560
u DNS

LAN 2 [rizabled CISCOMNECT 0000 0000

3 Disabled DISCOMNECT 0.00.0 0000
Fireveall

NAT 4 Drisabled DISCOMNECT 0.0.0.0 0.0.0.0

-_]Route
& (JManagement 5 Disabled DISCONNECT 0.00.0 0000
[ Save Settings 5 Dizablad DISCOMNECT 0000 0000
Logout
i Disabled DISCOMNECT 0.00.0 0.00.0
g Disabled DISCONNECT 0.00.0 0000

Enter the IP address of the Domain Name Server and the
secondary DNS Address (if available) and click Apply.

3 welcome
| Higrmwiz
= bvanced Setm DNS
+ ] ADSL
| WM
L] WAN Setling
] WAN Staius
__lbns Secondary DNS I_ l_ I_ l_
i _.JL;N 0 Address (sptional) I
+-L__|Wireless
¥ _|Fireveal
+ L INAT
+- | Routs
o ] Managpne
1 Bann: Soitinps
Lot

Durmain Name Seneer | | I |

(DHS) Muldrass I

LAN

To configure the LAN settings of the router, click on the LAN
folder on the left menu bar.

LAN Settings

Enter the LAN interface IP address and the LAN subnet mask of
the router. Then select the DHCP mode from the list of choices—
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e Disable
e Server
e Relay Agent

Click on Apply after you have finished completing the fields.
Below is a screen showing a disabled DHCP mode. Notice that
there are no additional required settings after you disable DHCP
mode.

=l witcoma
JHome i
=4 Bdanced Setup LAN SEH'IFIEIE
- s
i _]VWAN
SILAN IP Adidrass [t92  Jwea [ [
__] LAN Seitings

] DHCP Client List Submel Mask 255 255 255 1]

15TF Dridge

; _::‘r‘:;:‘::’ DHCP Moda Dizoble =

I _JMAT

| Fuuite —
# [ IManagemant r erell (s freesh

7 Save Setings } )
Lo

If you select a Server DHCP mode, then enter the range of IP
addresses that can be assigned in the IP Pool Starting Address
and IP Pool Ending Address. Also enter the lease time (from a
half hour to a maximum of two weeks) for the use of these IP
addresses before they must be renewed. Click on Apply to save
these settings.

Elwelcome

il D Home =

£1 4 Aavanced Setup LAN Settings
. EL1ADSL

L ECIWAN

| LAN IP Address [faz  [rea 1 [
-[JLAN Settings
-[] DHCP Client List Subnet Mask [55 | [ess | Jess o
-] STP Bridge

DHCP Mode |Server vi
. ELNAT
. @-]Route DHCP Server
- 1Management .
[ Save Settings Eds:JBOSISStartmg 192.168.1. I:ZD
Logout
IP Pool Ending Address 192 168.1, ISD
Lease Time IOne day vl
Local Domain Name | {optional)
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If you set your router as the relay agent, then enter the DHCP
Server’'s IP address that the router will be routing requests from
the PC(s) to the DHCP server. Also select the WAN channel that
you are connected to. Each channel can be unique PVC and can
be assigned one protocol. Find out from your ISP what protocol

and PVC to use.

K= Wk
] Hixmmae
1o abvanstied Sartug
-] ADSL
+ - Jwan
il AN
] LAN Settings
] DHEE Clinnd L st
ST Bridge
i ) Wireless
i ] Firewsall
o LINAT
¥ IHoute

LAN Settings

I Address
Subnet Mask

FHEH Blade

DHEP Relay

[z [res |1

h

[255 | [255 | |255

Flelay.-ﬁgal -

[

i1 | Matagpimand
] Save Sanings

L onapuniad

DHCP Client List

This screen shows the list of IP addresses that have been
obtained through a DHCP server.

& welcome
D Home
Bl Advanced Setup
E-C1ADSL
B CIWAN
LAN
-] LAN Settings
-] DHCP Client List
[ STP Bridge
F-CWireless
- Firewall
& CINAT |
[ 1Route By |
-] Management \ 7,
|—_'| Save Settings
Logout

DHCP Client List

D 7a:58:77:17 192.168.1.20
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STP Bridge

If you decide to enable the STP Bridge function of the router, then
click on the box and then Apply to save.

& weicome

L1 Home STP Bridge Settings

Advanced Setup

Enable STP Bridge [N

~[F] save Settings
Logout

Wireless

This section allows you to configure wireless settings on your
router.

Wireless Settings

This section is the wireless settings page with all the fields
already filled in with the router’s default information. You will not
need to change the information unless you have specific changes.
Below is a description of the wireless settings—

AP Name-—this is the name for your router

SSID Mode—includes Advertise SSID and Hide SSID
ESSID-this is the same as the AP name

Channel ID—includes channel 1 to 14

Preamble Mode—includes short and long preamble and auto
Operation Mode—includes 802.11b rate only, 802.11g rate only,
and auto

Beacon Interval-a packet of information that is sent from a
connected device to all other devices where it announces its
availability and readiness. A beacon interval is a period of time
(sent with the beacon) before sending the beacon again. The
beacon interval may be adjusted in milliseconds (ms).

RTS Threshold (Request to Send Threshold)—determines the
packet size of a transmission through the use of the router to help
control traffic flow.

Fragmentation Threshold-- used to fragment packets that help
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improve performance in the presence of radio frequency (RF)
interference.

If you wish to disable wireless, then click on the Disable radio
button and click on Apgply.

 webcome
| Homme
- i Mikanceil Seiup
+ _IADSL
£ _IWAN & Enable
(S (]
- o W elites
_] Wireless Saming L0 Mode
Rememse | | esso oo

1 ] el Channuol 1 Channal 5 =

e HAI
5 [Futa 3

+ T Mowie Operation Halo
+ 1HanageruE AP Hame

] Save Sotiings
Logoul Praamble Madn

Wireless Settings

= Disahle

[y

Beacon Inteneal

RTS Threshold

Fragmuntation :
Theeshold fitwes

Wireless Security

Security settings can be changed on this page. Below are the
fields that can be configured.

e Authentication Type—

e Open-—-anyone can access the network. The
default is a disabled WEP encryption setting.

e Shared—WEP encryption is enabled and
encryption key strength of 64-bit or 128-bit needs
to be selected. Click on Set Encryption Keys to
manually set the network encryption keys. Up to 4
different keys can be set and you can come back
to select which one to use at anytime.

e WPA-TLS (Wi-Fi Protected Access - Transport
Layer Protocol)

e WPA-PSK (Wi-Fi Protected Access - Pre-Shared
Key)-WPA for home and SOHO environments
also using the same strong TKIP encryption, per-
packet key construction, and key management
that WPA provides in the enterprise environment.
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The main difference is that the password is
entered manually. A group re-key interval time is
also required.

e Encryption Type— to encrypt data, select the encryption
type that you wish to use. The range is from no
encryption at all to the stronger encryption type,
TKIP.

No Encryption

WEP 64 (10 digits)
WEP 128 (26 digits)
Standard 802.1X (WEP)
TKIP

e Active Key—select which key you wish to be active.

e None
e Key1ltoKey4

If you have a radius server, then continue onto the next section.
Fill in the following information regarding your radius server—

NAS ldentifier

Radius server address
Radius Server Port
Radius Server Secret
1x Key Length

The next section is only required if you select authentication type
WPA-PSK. Enter the PSK Key and click to enable passphrase.
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L welcome
] Hizeme

= Acvamard Selup Wireless Security
= [ JADSL
e jﬂ’r his poge allows you to dhenge the seourity settings for your Wireless
‘
1= = Wireless LA
L] Wineehess Sebting
:} E::::xiglm Sireriby Systiem |'\"\'F'J‘\.'F"3K ;!
: ﬂ:ﬁw' Encryption Typa | =]
i+ [l Foourte
# [ Isanngemiit
1 Save Serings
Logout ek iy s O Peead and Passptrase s 8-03 ASCI characters
5K Key ——
Enable Passphirase r

Wireless ACL

The Wireless ACL (Access Control List) page allows you to enter
the MAC addresses that you will permit access to your wireless

router. If you wish to disable this feature, then click on the disable
radio button and click on Apply.

L welcome
] Hinempe .
3 Mvemcud Solup Wireless ACL
i) ] AnsL
= 1WA
W CILAM
= i Wi
L] Wiraless Setting ate S At T
L Wil Sl —
. 1 'Wireless ACL o m
= || Firewsll
i _Ilmr — — P—
[ ] Pl r | 3 T
i ] Managimiml By o o |
_] 5ave Setings | 3

| g

= Digable © Pormit

Firewall

Firewall Settings

To enable / disable your router’s built-in firewall, select your
choice here and click on Apply to save the settings.
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I waicoma
_1 M
= 3 Audbearscus] Selap
# _JWWAN
+ CILAN
al ]V e
= Firewnsll
 Flinwall Setfing
1 Do’ Options
] Packet Flitering
1 MALC Filtmi
= IHAT
=i Fmmm
b Matagrmim
1 Save Sellings
| ogaut

DoS Options

Firewall Settings

T Fnabio

* Disahla

This page lets you configure DoS (Denial of Service) firewall
options. Options include the following—

e Enable Hacker Attack Protect—if this box is checked, then
all hacker attack events are logged and dropped.

e Discard PING Forward—if this box is checked, then all PING
from the WAN side are dropped.

e Discard PING the Gateway-if this box is checked, then all
PING from the router LAN side is dropped.

& welcome
..... |_'| Home
o Advanced Setup

[T wireless

Firewall

D Firewall Setting:
-] DoS Options
-] Packet Filtering
-[5] MAC Filter

HAT

Route

Management

i-[] Save Settings

Logout

DoS Options

Enahle Hacker Attack
Protect

Discard PING forward

Discard to PING the
Gateway
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Packet Filtering

This page allows you to permit or deny network traffic based on
the data source, destination, service or protocol of the data
packets. To set a filter, make sure that Enable Packet Filteris
checked and then click on Add'to proceed.

= Wiekc oo
e Packet Filtering
«- I ADSL
w _JWAN
o ILAN
7 WAl
= g Farraeall
] Flimrwall Softing
] DnS Opthons
_1 Packet Flliering
. L] MAC Flicor
W JHAT F
o] Rt
+ [ jManagumens
] Save Semings
Logout

F Erabla Packit Filter

Then you will continue to the below screen which allows you to
enter the rule by which you wish to filter incoming data packets.

E weicome Add a Packet Filter Rule
-] Home
1+ Advanced Setup
_] nosL Protocol IALL vI
Source [P |SUBNET vl
‘2l Firewall
[7] Firewall Setting: IP Address I
] DoS Options
‘[ Packet Filtering Metmask l—
-] MAC Filter
MAT
& (] Route Source Port | - |
(-] Management
[ Save Settings Destination IP SUBMET =
Logout
IP Address |
Metmask I
Destination Port I_N l—
Enable C

Select from the following protocols—

e TCP (Transmission Control Protocol)
e UDP (User Datagram Protocol)

ASUS 4-Port Ethernet Switch + 28
Wi-Fi Router (AAM6X20VI-F1)

User Manual

Version 1.2

Document #: BD-AU0011-12



ICMP (Internet Control Message Protocol)
AH (Authentication Header)

ESP (Encapsulation Security Protocol)
ALL-all protocols

When a source host sends secure datagrams to a destination
host, it does so with either the AH protocol or with the ESP
protocol. The AH protocol provides source authentication and
data integrity but does not provide secrecy. The ESP protocol
provides data integrity and secrecy.

e Source IP / Destination IP—select from all, single, or subnet

e |IP Address-- this is the IP address of the host from where
the packet is coming from and where the packet is going.

e Netmask—this is the subnet mask of the source and
destination of the packet.

e Source Port / Destination Port—enter the port numbers of
the packet’s source and destination.

e Enable—click if you want to enable packet filtering.

MAC Filter

To control traffic by using MAC addresses, configurations can be
set as follows—

For MAC Address Control, select disable if you do not want to
filter by MAC addresses at all. Selecting Deny All means that you
will not allow any MAC addresses to enter and Permit All means
that you will let all MAC addresses to enter. The MAC Address
Control List allows you to control certain MAC addresses by
permitting or denying their access.

Wik

] Homa i -

3 Mabsan e Sardup MAC Filter

+ I ADSL

1 VAN

i :lIL-I".N MAC fuldress Coitral - & Dissble © Damy Al ©  Permit Al

F ]I:T:'::;ﬁ MAC Adilress Comrol List
7 Flrewall Saming:
o o' Options Climatali 5 m
7 Macket Fllvering i I_ l_ l_ | -
_ | BAL Fillu

£ CIMAT g N
+ | Hote {

i I Mamagmend
L] B Ketlings

Logout
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NAT

NAT Settings

NAT (Network Address Translation) is a technique in which the
source and/or destination address of IP packets are rewritten as
they pass through a router or firewall. Generally, it is used to
allow several hosts on a private network to access the Internet
using a single public IP address. This screen allows you to
enable or disable NAT.

NAT Settings

& Enable " Disahle

L] NAT Settings [ >
[ Virtual Server ol R J

[ Port Mapping
[] pmz
{_1Route
[ Management

[3] Save Settings
Logout

Virtual Server

Your router has the option to be configured as a virtual server.
The private IP and private port is the LAN IP and port number that
the public port is redirected to. The WAN side will only see the
public port. Depending on the requested service (TCP / UDP port
number), the router will redirect the external service request to the
appropriate server.

= Wiskcome
. ﬂ:tr::-'.'.l-u Sotug Virtual Server
# jans
¥ L JWAN
i JLAN
= lWirelnss — .
- Y Firevall | f I_ r
= A MAT
L] NAT Satilngs I— P p "
I Mirmual Sener
1 Pan Magpping & " B
L] e I_ l_ I_ [
+- | Foute )
+ __jsnnngamar l_ l— w ¢ r
_] Savn Saftings .
Logaut |_ e e I_ "

ASUS 4-Port Ethernet Switch + 30
Wi-Fi Router (AAM6X20VI-F1)

User Manual

Version 1.2

Document #: BD-AU0011-12




Port Mapping

Port Mapping allows WAN clients to access services on the LAN
by controlling the incoming port ranges assigned to the server IP.
The LAN side acts as the server and the WAN side acts as the
client. Enter the IP address of the LAN and a set or a range of
port numbers that you will allow to access the specific server.

The Port Mapping screen has several fields that need to be filled
out before the setup is complete. Below is the required
information—

e Server IP-the IP address of the local machine.

e Mapping Ports—a range of ports or a specified port where
packets are to be routed.
e Enabled—to enable a specified entry of the port mapping.

= Waicoma

1 Honia .
jnmmnrm-mrnp Port Mapping
«-_JADSL
i _JWWAH
£ JLAN
= JWWireless :
T _'rll.rnwnII L 192.168.1
-+ MAT
] HAT Settlngs FJ 192.168:1
L] Wintuad S

[
I
1 Port Mapping 3 102 1681 l_ | H
i .
i .

| DML
<+ _JRmata
1 1] Managormnmd
) R Sarltinags
Logout - 182, 1681

DMZ

DMZ (demilitarized zone) allows contained hosts to provide
services to the external network, while protecting the internal
network from possible intrusions into those hosts.
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Click to enable and then enter the IP address of the DMZ host.

E\'\f‘:ll:llnm
) Hamie
21 Achearcend Bartup DZ
s st
AN
: ..:JFlm Foakile r
= JWireless
4 ) Fivanwall IF Auldress of Wirual | | | |
B MAT DML Hust
[7] HAT Satings
L] Winlual Sierwee l‘____"‘; i-:"'__‘_"ﬁ __-'—-":'_-.I

] Port Mapping
10OME

= [ " Rouie
i L] Managoemm
Ll S Saltinngs
Lagou

Route

Static Routing

To add a static route, you will need to enter the following
information—

e Destination LAN IP

e Subnet Mask

o Gateway

S welcome

i _l :mm ) Static Routing

¢ Cansy
1w | ;
+-_1LAN

£ W
+ ) Firawal
i [ INAT

: JHEE:ﬂt e ua.sgilld:linhLﬁH P o oy
il
T

) Dyenamle Rowtlng
 Routing Table Fitha: Mk
) Mamanernl
] Bave Setlings
Loyt

Galinway

Dynamic Routing

Dynamic routing can be enabled or disabled here. If you enable,
then select the listen mode to be used. Selections include the
following—

e RIP1
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e RIP2
e Both (RIP1 + RIP2)

Also needed is the supply mode, which include RIP1 and RIP2.
When finished, click on Apply to save the selections.

= welcome
= :-Idlt-rr:lnnl:cml Satup DEI"HB.FI"IIIC ROLI'“I'IQ

= LT RERSL

¥ AN bt
M :ILHH Dynamic Routing  Erahle & Dizshile
W Wireless

=1 Firawal Listen Moda iz -
i JMAT
= Supply Mode FuER j
] ‘Static Rowting
1 Dynamic Fouting — e
] Huoling Talsle # . | (i
+ [ Managemend |
| Sanear Kettings
Logout

Routing Table

The routing table is an informational page that allows you to see
how many routings are on your routing table. The table displays
the following information—

Destination LAN IP

Subnet mask

Gateway

Metric—this counts the number of hops.
Interface

E welcome
e H 3
:-]Ihr.hr.ml:l.-d Barbip RDUtlng Table
=1 JADSL
s IwnN
=i-[ TJLAN
Wi olass
b | Finiswiall
SECINAT 192.168.1.0 255.255.255.0 0.0.00 0 trld
=14 _dBmate
1 Swatle Routing
] Dyramin Haafing
7 Roarting Table
= | "] Management
L) Rave Kellings
Logoir
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Management

This section of the router allows you to set up any controls you
may want to have on your network as well as to maintain the
system with firmware upgrades, etc. Also in this section is the
system log that allows you to view system information.

System

Hostname

Enter the hostname representing your host and the domain name
S0 you won't have to enter the IP address anymore and only need
to type the hostname.

Ewuhlllll'ul

] Homae
= Auhsanoire] Sistup Hﬂmnﬂ[ﬂﬂ'

= ) ADSL
i _1WAN
@ JLAN Huesl Mame |
+ - |Waeless
+ ;_ITUDW-“ Damaln Naina |
=-__INAT
T _|Hoatn
-1 3 Mananement
3 Systimm
] Hostname
1 Adminlstrator Se
] Rackup/Restore
1'Weh lile Timeoi
| Figmmerarn Lipnea
] Systain Log
L Rersad
L] SHMP Setings
£ 1005
L] Application Senvars
| ACL Seqwirs
] Sava Setlings

L ek
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Administrator Settings

To set a password so you can restrict management access to
your router, enter the current password and the new password
that you wish to change to and reconfirm it again.

EwWolcome
2 B iomal AT Administrator Settings
i A0S
i i

] Curreni Pasvananl I
T elns
Pesewrini (312 Characters)

i I Finwrweall
: _Ii e i type passsamind (312 Charactars)

i IHAT
f Systom
Hoesd —— -
ol liateamne Fieal ool Feer)
L Backup/fiestorn | | |
1 Wb Idie Timeo - = o ~
) Fivrmeraie Upygra
1 Sywburn Loy
1 P
1 SNMP? Setlings
i oS
1 Application Serven
AL Swrvurs
L1 Seve Sottings
Lyl

Backup / Restore

This page allows you to save a backup copy of your
configurations or to restore previously saved configurations.

& welcome

Jg f;:::ced o Backup/Restore Configuration

- 1ADSL

- 1WAN

#- [ Wireless _ :

-] Firewall 5

[J'"'E:l HAT

[J"'CI Route

=1+ Management

£ System

D Hostname

- [] Administrator Se

-] Backup/Restore

Web Idle Timeo!

Firmware Upgra

; System Log

-] Reset

- [5] SHMP Settings

[J"'[:I QoS

- [5] Application Servers
-[7] ACL Servers

[ Save Settings

Logout
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Web Idle Timeout

This page allows you to set the number of minutes (in seconds)
that the router will log due to inactivity.

gWelcome

“[7] Home -
S Rihaeei Setp Web Idle Timeout

&-C1ADSL

_1WaN
CJLAN Web ldle Timeout (in seconds) Ih 800

[ 1Firewall
CINAT
-] Route
=3 Management
)4 System
.[7] Hostname
-] Administrator Se
-] Backup/Restore
[ Web Idle Timea
Firmware Upgra
System Log
1 Reset
----- [F] SHMP Settings
1008
----- [] Application Servers
----- [ ACL Senvers
----- [] Save Settings
Logout

i Wireless

o B e B

e

i
o

Firmware Upgrade

To upgrade the router with the newest firmware, click Browse to
find the file on your pc (after downloading it from the firmware
site). Then click on Apply to continue with the upgrade.

B2 vt
1 Namia
‘] Ahsancd Solug
AL

= __IWWAN

= CILan [ T
= _IWireless
(31 ] Finnnall

L IHAT freed freertd
[ Panalir thy |
=H_d Managemant A d
= System
L] Hostoarms
L] Adiministrator S¢
] Backup/Mestnre
L] Wk ldbix Timmun
] Firmware Upgra
L] Systizmn Log
L] Resat
L] SNMT Setlings
B 1005
L] Applicatlon Seners
L] AL Senvers
] Save Satiings

| cumpnank

Firmware Upgrade
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System Log

This screen shows a log of the system’s activity.

= waicorme

[T Home
(= Arhranced Setup
#-_IADSL
o
LA
i Wankess
= ) Firewall
=1 AT
1 CiRvae
‘i Managemei
£l i Syestiom
L Hostname
Administialon S
Backup/fesinre
Wish bl Timaem
Flnrmeare Upgra

SNMP Senings
[EE
] Applicaiion Semners
_1ACL Servers
L_'] Savn Sellings
Logoirt

44-3

Reset

To reset the router without changing all the configured settings,
click on Reset. To reset the router back to its factory settings,

System Log

lan 101557 kcabont Lser, warm ke
Jary 1 015547 locabsl s warr) bl
Aary | 0050 A E knealhost Lmer warm fermal
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1an 1 015853 bcabhost Lser wam kemel

Clawndoad

E T

click on Factory Reset.
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J Applicatlon Seners
] AT Servons
[ Sava Settings
1 ngoid

Reset

Jan L 015645 kecabhost user. warn kemiel:

Jary 1 01:5645 locabhost usir wan kerred:
lam 1 01565 kcalhost user warm kemel !
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Jan 1 0L:57:5 1 lecahaost user. warm keme:
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Jan 1 01:56:53 locahost user wam kema:
Jan 1 015853 ncabost user warrs kemnel,
Jan 1 01:508:53 kecalhost user.warm keme:

Jan 1 01:58: 53 kacahrst wey warm ko
Jan L 01:58:53 locahost user warm kel
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SNMP Settings

SNMP (Simple Network Management Protocol) settings can be
accessed here. Settings here include the following—

e Enable SNMP—to enable this feature, click the box.

¢ Read Only Community--The SNMP Read-Only Community
String is like a password. It is sent along with each SNMP
Get-Request and allows (or denies) access to device. The
router is shipped with a default password of "public”. It's a
good idea to change the community string to keep intruders
from getting information about the network setup. Even if
it's only read-access, SNMP can divulge a lot of information
about the network that could be used to compromise it.

¢ Read Write Community—this is set to private (this should
never be set to public).

e Enable Trap—to enable the trap, click the box. A SNMP
Trap is an unsolicited message from a device to an SNMP
console that the device is in an interesting state. Traps
might indicate power-up or link-up/down conditions
temperatures exceeding certain thresholds, high traffic, etc.
Traps provide an immediate notification for an event that
might only be discovered during occasional polling.

e Trap Host IP—the IP address of the trap host.

e Trap Port—the port number of the trap host.

e Trap Community—public or private.

= Wl

L] Homna ;
=y Addvanced Satup SNMP Settings

T CIADSL

=i JWAN _ E

= J0AN Freabln SHEP I

=i [ TiWWwreless

=1 jFarowall Huvad only community ||:ll..lb|li.'.

i1 CIHAT

- Rnarie Read Wrlie communiny  |procsto
=iy Mansjemag

=i Stem Fnablo trap I

| Huostoame

1 Adminigtrator Se 4 5 192 168.1.254
L1 Dackup/Restare L il =
L Waok ldle Timem y

7 Flemware Upgra Ttap pot 162

L Sysstizm Lo
1 Neset Trap commnunity public
1 SMMP Setiings
- _1as
U1 Application Senvers i A i
L] ACL Servam
1 Save Serings
Logout
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QoS (Under Development)

QoS Settings

This screen allows you to enable or disable quality of service for

your router. You can also enable or disable the bandwidth control
and DiffServ marking.

i welcome
-] Home

= Advanced Setup Quality of Service

b & Enable € Disahle
- JLAN

-] Wireless
:jFirewall The &mazon supports bandwidth contral and DiffSery marking,

L Yirtual Server [T Enable
= Management

B+ System

[ SHMP Settings
1421008

¢ [T 00S Setting
“[] Application Servers
[ ACL Servers

—[F] Save Settings

Logout

Application Servers

To configure application server settings, for each of the listed
applications, select whether or not to accept from the WAN and/or
LAN and enter the port number assigned. Also, if you want to
enable the IGMP (Internet Group Management Protocol) Proxy,
click on the Enable box.

e s Application Servers
=1 ADSL
= " JWAN
= _JLAN
o |Wauless
] |1 Fireweall
W CINAT
& ] Himiti
- J'ﬁm'::" S5H Sirwar
_}g:igh‘lr’ Saftings TFIP Sarver
_] Applcation Serven FTP Somve
1 ACL Seneers
S Saliings SHE® r

L gt IGMP Prosy r
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00

m o -~ an
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B 5

o TF T T1 0
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ACL Servers

The ACL (Access Control List) Server page allows you to enter
the IP addresses that you will allow to access your router.

& Welcome
] Home

= Management

-] System

- =[] SHMP Settings
#1008

[ Application Servers

] ACL Servers

...... [5] save Settings
Logout

ACL Servers
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Appendix

FCC Warning Statement

This device complies with Part 15 of the FCC Rules. Operation is
subject to the following two conditions:

(1) this device may not cause harmful interference, and

(2) this device must accept any interference received, including
interference that may cause undesired operation.

This equipment has been tested and found to comply with thelimits for a class

B digital device, pursuant to part 15 of the FCC Rules. These limits are

designed to provide reasonable protection against farmful interference in a

residential installation. This equipment generates, uses and can radiate radio

frequency energy and, if not installed and used in accordance with the

instructions, may cause harmful interference to radio communications.

However, there is no guarantee that interference will not occur in a particular

installation. If this equipment does cause harmful interference to radio or

television reception, which can be determined by turning the equipment off and

on, the user is encouraged to try to correct the interference by one or more of

the following measures:

--- Reorient or relocate the receiving antenna.

--- Increase the separation between the equipment and receiver.

--- Connect the equipment into an outlet on a circuit different fromthat to which
the receiver is connected.

--- Consult the dealer or an experienced radio/TV technician for help.

Any changes or modifications not expressly approved by the party responsible
for compliance could void the user’s authority to operate the equipment.

This device and its antenna(s) must not be co-located or operating in
onjunction with any other antenna or transmitter

To maintain compliance with FCC’s RF exposure guidelines, this equipment
should be installed and operated with minimum distance 20cm between the
radiator and your body. Use on the supplied antenna.



Declaration of Conformity for R&TTE directive 1999/5/EC

Essential requirements — Article 3

Protection requirements for health and safety — Article 3.1a

Testing for electric safety according to EN 60950 has been conducted.
These are considered relevant and sufficient. Protection requirements for
electromagnetic compatibility — Article 3.1b

Testing for electromagnetic compatibility according to EN 301

489-1 and EN 301 489-17 has been conducted. These are

considered relevant and sufficient.

Effective use of the radio spectrum — Article 3.2

Testing for radio test suites according to EN 300 328 has been
conducted. These are considered relevant and sufficient.

CE Mark Warning

This is a Class B product, in a domestic environment, this product
may cause radio interference, in which case the user may be

required to take adequate measures.
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