4.8.2 FTP Server

You can configure a FTP server on this page.
Follow the instructions below to set up your FTP
server:

1.Plug an external USB hard disk drive or USB flash
drive into this Router.

2.Click the Enable/Disable radio box to enable/
disable internet access to ftp from WAN port.

3.Change the Service port to specify a port for ftp
server to use (default 21).

4.The Internet Address displays the WAN IP
address of this router, so that others can access
ftp through this address.

5.1f WAN type is PPPOE/PPTP/L2TR, there would
be two connections. Therefore, users can access
the ftp server via two connections. Users in a
private LAN can access ftp server via Public
Address while internet users can access ftp
server via Internet Address.

6.Click the Start button to start the ftp server.

On this page, when a share folder is added, you can
view its display name, volume partition, folder path
and you can delete the share folder by clicking the
delete button.

FTP Server Configuration
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¢ Name - This folder’s display name.

* Partition - The volume that the folder resides.

* Folder - The real full path of the specified folder.

* Moadify - You can edit the share folder by clicking
the madify button.

 Delete - You can delete the share folder by
clicking the delete button.

Note:

The max share folders number is 10. If you want to
share a new folder when the number has reached
10, you can delete a share folder and then add a
new one.

If you want to change the FTP settings, you need to
restart FTP Server to enable the Settings Change.

4.8.3 Media Server

You can configure media server on this page.
Follow the instructions below to set up your media
server:

1.Plug an external USB hard disk drive or USB flash
drive into this Router.

2.Click the Start button to initiate the media server.

3.Click the Add share folder button to specify a
folder as the search path of media server.

4 .Click the Scan All button to scan all the share
folders immediately. You can also select Auto-
scan and at same time choose the auto scan
interval time from the pull-down list, and then click
the Save button to save the new settings. In this
case, the media server will auto scan the share
folder.
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On this page, when a share folder is added, you can
view its display name, file system type, folder path
and you can delete the share folder by clicking the
delete button as shown in the corresponding dialog
box.

Media Server Setting
Sarver Name:
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¢ Name - This folder’s display name.

* File System - The file system on the partition can
be FAT32 or NTFS.

* Folder - The real full path of the specified folder.

* Delete - You can delete the share folder by
clicking the delete button.

Note:

The max. share folders number is 3. If you want to
share a new folder when the numbers have reached
to be 3, you can delete a share folder and then add
a new one.

Click the Start button to start the media server.
Click the Stop button to stop the media server.
Click the Scan All button to scan all the share
folders immediately.

Click the delete button to delete the specified share
folder.



4.8.4 User Accounts

You can specify the user name and password for
Network Sharing users on the following User
Accounts page. Network Sharing users can use
Internet Explorer to access files stored in the USB
drive. There are two Network Sharing users that
can access the shares. They are Administrator and
Guest. Administrator has read/write privileges while
Guest has read-only access.

Only Administrator can use a Web browser to
transfer the files from a PC to the Writable shared
volume on the USB drive.

User Accounts

Administrator (Read & Write)
Ut Hame: sdmin

Passwonk sssssssssannns

Confm Patsword

Guest (Read Only)
User Name: quest
Passwolt  ssssssssssssss:

Confiem Password CCCLTTTTTITITT

Save
Figure 4-32 User Accounts

* User Name - Type the user name that you want
to give access to the USB drive. The user name
should consist of alphanumeric characters, not
exceeding 15 in length.

* Password - Enter the password in the Password
field. The password should consist of alphanu-
meric characters, not exceeding 15 in length. For
security purposes, the password for each user



account is not displayed.
* Confirm Password - Re-enter the password here.

Click the Save button to store your settings.
Click the Clear All button to clear all the fields.

Note:

1.Please restart the service for the new settings to
take effect.

2.If you cannot use the new user name and
password to access the shares, press Windows
logo + R to open the Run dialog box. Next, net
use \192.168.0.1/delete/yes and press Enter.
(192.168.0.1 is your Router’s LAN IP address.)

4.9 Forwarding
= Forwarding
« Virtual Servers

+ Port Triggering
+« DMZ
« UPNP

Figure 4-33 The Forwarding menu

There are four submenus under Forwarding (shown
in Figure 4-33): Virtual Servers, Port Triggering,
DMZ and UPnP. Click on any of these items in
order to configure the corresponding function.

4.9.1 Virtual Servers

Go to “Forwarding — Virtual Servers” in the menu,
in order to visualize and add virtual servers, as
shown in the following screen (Figure 4-34). Virtual
servers can be used for setting up public services
on your LAN, such as DNS, Email and FTP. A virtual



server is defined as a service port, and all
reguests from the Internet to this service port will
be redirected to the computer specified by the
server IP. Any PC that was used for a virtual server
must have a static or reserved IP Address because
its IP Address may be changed when using the
DHCP function.

Virtual Servers

W Service Port Internal Port 1P Address Protocol Statws odity

10 n 152 968.0.101 ALL Enabled

Add New Enable A3 Disabile All Delete All

Figure 4-34 Virtual Servers

* Service Port - The numbers of External Ports.
You can type a service port or a range of service
ports (in XXX - YYY format, XXX is the start port
number, YYY is the end port number).

* IP Address - The IP Address of the PC providing
the service application.

* Internal Port - The Internal Service Port number
of the PC running the service application. You can
leave it blank if the Internal Port is the same as
the Service Port, or enter a specific port number
when Service Port is a single one.

* Protocol - The protocol used for this application,
either TCP, UDP, or All (all protocols supported
by the router).

* Status - This field displays either Enabled or
Disabled, as the current status for the device.



To setup a virtual server entry:

1.Click the “Add New...” button (as in Figure 4-35).

2.Select the service you want to use from the
Common Service Port list. If the Common Service
Port list does not have the service that you want
to use, type the number of the service port or
service port range in the Service Port box.

3.Type the IP Address of the computer in the IP
Address box.

4.Select the protocol used for this application,
either TCP or UDP, or All.

5.Click on the check box to Enable the virtual server.

B.Click the Save button.

Add or Modify a Virtual Server Entry

Service Port 060K 0 208}

Intetnal Pore 0%, Doy valid e pings

@ Address:

Prolotot ALL
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Common Senice Port ~Sabact Ooa—
Save Back

Figure 4-35 Add or Modify a Virtual Server Entry

Note:

If your computer or server has more than one type
of service available, please select a different service,
and enter the same IP Address for that computer or
server.

To modify or delete an existing entry:

1.Click the Madify button next to in the entry you
want to change. If you want to erase this entry,
click on Delete.

2.Proceed with the changes you want to make.

3.Click the Save button.



Click the Enable All button to activate all entries
Click the Disabled All button to cancel all entries.
Click the Delete All button to erase all entries

Click the Next button to go to the following page
Click the Previous button to return to the last page.

Note:

If you set the service port of the virtual server as
80, you must set the Web management port on
System Tools —> Remote Management page to be
any other value except 80, such as 8080.
Otherwise, there will be a conflict to disable the
virtual server.

4.9.2 Port Triggering

Go to “Forwarding — Port Triggering” in the menu,
in order to visualize and add port triggering, as
shown in the next screen (Figure 4-36). Some
applications require multiple connections, like
Internet games, video conferencing, Internet calling,
and so on. These applications cannot work with a
pure NAT router. Port Triggering is used for some
of these applications to let them work with a NAT
router.

Port Triggering

10 Trigges Pert Trigoges Protocol Incoming Port Incoming Pretocol Status Wity
1 554 ALL 8970-8999 ALL Enabled  Modsy Delebs

[CAganew.. | [EnaieAn | [ DisabieAs | [ Delete Al |

Figure 4-36 Port Triggering



Once the Router is configured, the operation is as
follows:

1.A local host makes an outgoing connection using
a destination port number defined in the Trigger
Port field.

2.The Router records this connection, opens the
incoming port or ports associated with this entry
in the Port Triggering table, and associates them
with the local host.

3.When necessary the external host will be able to
connect to the local host using one of the ports
defined in the Incoming Ports field.

Trigger Port - The port for outgoing traffic. An
outgoing connection using this port will “Trigger”
this rule.

Trigger Protocol - The protocol used for Trigger
Ports, either TCP, UDP, or All (all protocols
supported by the router).

Incoming Ports Range - The port or port range
used by the remote system when it responds to
the outgoing request. A response using one of
these ports will be forwarded to the PC that
triggered this rule. You can input at most 5
groups of ports (or port section). Every group of
ports must be set apart with “,”. For example,
2000-2038, 2050-2051, 2085, 3010-3030.
Incoming Protocol - The protocol used for
Incoming Ports Range, either TCP or UDP, or
ALL (all protocols supported by the router).
Status - It displays the current status of this
entry, either Enabled or Disabled.



To add a new rule, follow the steps below.

1.Click the “Add New...” button. The following
screen will be displayed, as shown in Figure 4-37.

2.Select a common application from the Common
Applications drop-down list, then the Trigger Port
field and the Incoming Ports field will be automati-
cally filled. If the Common Applications do not have
the application you need, enter the Trigger Port
and the Incoming Ports manually.

3.Select the protocol used for Trigger Port from the
Trigger Protocol drop-down list, either TCP, UDP,
or All.

4.Select the protocol used for Incoming Ports from
the Incoming Protocol drop-down list, either TCP
or UDP, or All.

5.Select Enable in Status field.

6.Click the Save button to store the new rule.

Add or Modify a Port Triggering Entry

Trigger Port:
Trigger Protocok ALL &
Incoming Ports:
Incoming Protocok AL >
Sttus: Ensbled »
‘Commaon Applications: —-Select One-- e

[ save
Figure 4-37 Add or Modify a Triggering Entry

To modify or delete an existing entry:

1.Click the Madify button next to in the entry you
want to change. If you want to erase this entry,
click on Delete.

2.Proceed with the changes you want to make.

3.Click the Save button.



Click the Enable All button to activate all entries.
Click the Disabled All button to cancel all entries.
Click the Delete All button to erase all entries.

Note:

1.When the trigger connection is released, the
corresponding opened ports will be closed.

2.Each rule allows only to be used by a single host
on LAN synchronously. The trigger connection of
other hosts on LAN will be refused.

3.Incoming Port Range cannaot overlap each other.

4.9.3 DMZ (Demilitarized Zone)

Go to “Forwarding —DMZ", in order to visualize and
configure the DMZ host, as shown in the screen
below (Figure 4-38). The DMZ host feature allows
one local host to be exposed to the Internet so as to
gain access to certain applications, such as Internet
gaming or videoconferencing. DMZ host forwards all
the ports at the same time. Any PC whose port is
being forwarded must have its DHCP client function
disabled, and should also have a new static IP
Address assigned to it, because its IP Address may
be changed when using the DHCP function.

DMz

Cumront DMZ Status: ) Enable ) Disable
DMZ Host B Reddress: 0.000

Save

Figure 4-38 DMZ



To assign a computer or server to be a DMZ
server:

1.Click the Enable radio button

2.Enter the local host IP Address in the DMZ Host
IP Address field.

3.Click the Save button.

Note:
Once you set the DMZ host, the firewall protection
for that host will be disabled.

4.9.4 UPnP

Go to “Forwarding —UPnP" in the menu, in order
to visualize the information related to the UPnP
(Universal Plug and Play) feature, as shown in the
screen below (Figure 4-39). The UPnP architecture
allows any compatible device, such as Internet com-
puters, to access the local host resources or other
networking equipment, as needed. UPnP devices on
the LAN can be automatically discovered using the
UPRP application.

UPNP
Curent UPHP Statiss: Enabled Disable
Current UPnP Settings List
o App Descrigion Externd Port Protocel el Poat P Addiess Status
1 BCome(192 163 0.100.23959) 23959 TR 23959 192 163.0.100 Enabled
2 BitComei(192 1680100 23959) 23959 uoP 23050 1921680100 Enatled
Refresh

Figure 4-39 UPnP Setting
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* Current UPnP Status - UPnP can be enabled or
disabled by clicking the Enable or Disable button.
Please note that since this feature is enabled by
default, it may present a risk to security.

* Current UPnP Settings List - This table displays
the current UPnP information.
¢ App Description - The description provided by

the application in the UPnP request.

*External Port - External port, which the router
opened for the application.

*Protocol - Shows which type of protocol is
opened.

eInternal Port - Internal port, which the router
opened for local host.

*|P Address - The UPnP device that is currently
accessing the router.

«Status - The port status is displayed in this field.
“Enabled” means that the port is still active.
Otherwise, the port is inactive.

Click Refresh to update the Current UPnP Settings
List.

4.10 Security

- Security
+ Basic Security

+ Advanced Security
« Local Management

+ Remote Management

Figure 4-40 Security menu



There are four submenus under the Security (shown
in Figure 4-40): Basic Security, Advanced Security,
Local Management and Remote Management.
Click on any of these items in order to configure the
corresponding function.

4.10.1 Basic Security

Go to “Security — Basic Security”, in order to
configure the basic security settings, as shown in
the screen below (Figure 4-37).

Basic Security

Firewall

SPFewall; {3) Enable ) Disable

VPN
PPTP Passtin ought
L2TP Passtinougli
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ALG
FIPALG: (3 Enable () Disable
TFTP ALG: Enable O Disable
MI2IALG: (3 Emable () Disable

Save )
Figure 4-41 Basic Security

* Firewall - A firewall protects your network from
the outside world. In this page, the user can
enable or disable the router firewall.

*SPI Firewall - SPI (Stateful Packet Inspection,
also known as dynamic packet filtering) helps to
prevent cyber attacks by tracking more state
per session. It validates that the traffic passing
through the session conforms to the protocaol.
SPI Firewall is enabled by factory default. If you



want all the computers on the LAN exposed to
the outside world, you can disable it. enable or
disable the router firewall.

* VNP - VPN Passthrough must be enabled if you
want to allow VPN tunnels using IPSec, PPTR,
or L2TP protocals to pass through the Router’s
firewall.

*PPTP Passthrough - Point-to-Point Tunneling
Protocol (PPTP) allows the Point-to-Point
Pratocol (PPP) to be tunneled through an IP
network. To allow PPTP tunnels to pass through
the router, keep its default configuration:
Enabled.

*L2TP Passthrough - Layer 2 Tunneling
Protocol (L2TP) is the method used to enable
Point-to-Point sessions via the Internet on the
Layer 2 level. To allow L2TP tunnels to pass
through the router, keep its default configuration:
Enabled.

«IPSec Passthrough - Internet Protocol
Security (IPSec) is a suite of protocols for
ensuring private, secure communications over
Internet Protocaol (IP) networks, through the use
of cryptographic security services. To allow IPSec
tunnels to pass through the router, keep its
default configuration: Enabled.

* ALG - It is recommended to enable Application
Layer Gateway (ALG) because it allows
customized Network Address Translation (NAT)
traversal filters to be plugged into the gateway,
so as to support address and port translation
for certain application layer “control/data”
protocols, such as FTP, TFTP, H323 etc.



*FTP ALG - To allow FTP clients and servers
to transfer data across NAT, keep its default
configuration: Enabled.

*TFTP ALG - To allow TFTP clients and servers
to transfer data across NAT, keep its default
configuration: Enabled.

*H323 ALG - To allow Microsoft NetMeeting
clients to communicate across NAT, keep its
default configuration: Enabled.

Click the Save button to store your settings.
4.10.2 Advanced Security

Go to “Security — Advanced Security” in the menu,
in order to protect the router from being attacked
by TCP-SYN Flood, UDP Flood and ICMP-Flood, as
shown in the following screen (Figure 4-42).

Advanced Security
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Figure 4-42 Advanced Security



* Packets Statistics Interval (5~60) - The default
value is 10. Select the desired setting between 5
and 60 seconds from the drop-down list. This value
determines the time interval between
packets. The result of the statistics is used for
analysis by SYN Flood, UDP Flood and ICMP-Flood.

* DoS Protection - Denial of Service protection.
Check the corresponding box to Enable or Disable
this function. Only when DoS is enabled, flood filters
will be effective.

Note:

You must first enable Traffic Statistics in “System
Tool — Traffic Statistics” for the DoS Protection
feature to work.

* Enable ICMP-FLOOD Attack Filtering — Check this
box to Enable or Disable the ICMP-FLOOD Attack
Filtering.

* [CMP-FLOOD Packets Threshold (5~3600]) - The
default value is 50. Select the desired setting 5
~ 3600. When the current ICMP-FLOOD Packets
number exceeds the set value, the router will im-
mediately startup the blocking feature.

* Enable UDP-FLOOD Filtering - Enable or Disable
the UDP-FLOOD Filtering.

= UDP-FLOOD Packets Threshold (5~3600) - The
default value is 500. Select the desired setting
between 5 ~ 3600. When the current UPD-FLOOD
Packets number exceeds the set value, the router
will immediately startup the blocking feature.

* Enable TCP-SYN-FLOOD Attack Filtering - Check
this box to Enable or Disable the TCP-SYN-FLOOD
Attack Filtering.



* TCP-SYN-FLOOD Packets Threshold (5~3600) -
The default value is 50. Select the desired setting
between 5 ~ 3600. When the current TCP-SYN-
FLOOD Packets number exceeds the set value, the
router will immediate startup the blocking feature.

* Ignore Ping Packet From WAN Port - Check this
box to Enable or Disable this option. The default
setting is disabled. If enabled, the ping packet
from the Internet cannot access the router.

* Forbid Ping Packet From LAN Port - Check this
box to Enable or Disable this option. The default
setting is disabled. If enabled, the ping packet
from LAN cannot access the router. This function
can be used to defend the network against some
viruses.

Click the Save button to store the settings.
Click the DoS Host Block List button to display the
DoS host table with the items excluded.

4.10.3 Local Management

Go to “Security — Local Management” in the menu,
in order to configure the management rule as shown
in the screen below (Figure 4-43). The management
feature allows you to deny computers in the LAN
from accessing the Router.
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Figure 4-43 Local Management

By default, the radio button “All the PCs on the
LAN are allowed to access the Router’s \Web-
Based Utility” is checked. If you want to allow PCs
with specific MAC Addresses to access the Setup
page of the Router’s \Web-Based Ultility locally from
inside the network, check the radio button “Only the
PCs listed can browse the built-in web pages to
perform Administrator tasks”, and then enter each
MAC Address in a separate field. The format for the
MAC Address is XX-XX-XX-XX-XX-XX (where X is any
hexadecimal digit). Only the PCs with a MAC address
listed can use the password to browse the built-in
web pages to perform Administrator tasks while all
the others will be blocked.

After clicking the Add button, your PC's MAC
Address will be placed in the above list.

Click the Save button to store your settings.

Note:

If your PC is blocked but you want to access the
router again, use a pin to press and hold the Reset
Button (hole) on the back panel for about 5 seconds,



to reset the router to its factory default values on
the Web-Based Utility.

4.10.4 Remote Management

Go to “Security — Remote Management” in the
menu, in order to configure the Remote Manage-
ment feature, as shown in the screen below (Figure
4-44). This feature allows you to manage your
router from a remote location via the Internet.

Remote Management

Web Management Port: |50
Remote Mansgement P Address: 0000 (Enter 255,255 255 255 for all

Save

Figure 4-44 Remote Management

* \WWeb Management Port - \Web browser normally
uses the standard HTTP port 80 for access.

This router’s default remote management web
port number is 80. For greater security, you
can change the remote management web port
to a custom port by entering that number in the
box provided. Choose a number between 1 and
65534, but do not use the number of any
common service port.

* Remote Management IP Address - This is the
current address you will use when accessing your
Router from the Internet. This function is disabled
when the IP address is set to the default value of
0.0.0.0. To enable this function change 0.0.0.0
to a valid IP address. If set to 255.255.255.255,
then all the hosts can access the Router from
internet.



Note:

1)To access the Router, you should type your
Router’s WAN IP address into your browser’s
address (in IE) or Location (in Navigator) box,
followed by a colon and the custom port num-
ber. For example, if your Router’s WAN address
is 202.96.12.8, and the port number used is
8080, please enter http://202.96.12.8:8080
in your browser. Later, you may be asked to type
the Router’s password. After successfully entering
the username and password, you will be able to
access the router’s web-based utility.

2)Be sure to change the router’s default password
to a more secure password.

4.11 Parental Control

Go to “Parental Control” in order to configure this
monitoring feature, as shown it the screen below.
(Figure 4-48). Parental Control can be used to
monitor the internet activities of a child, limit his/
her access to certain websites and to restrict the
amount of time they spend surfing.

Parental Control Settings

Hon-Parentsl PCs ot listed will nol be able 1o sceess e Inbemet
Parental Controk (& Disable ) Enable

MAC Address of Patemal PC:

MAC Address of Your PC:
Save
0 MAC addiess Wabsite Dascription Schedube Status Moty
Acd New

Page|1 v

Figure 4-45 Parental Control Settings



* Parental Control - Check Enable if you want to
activate this function; otherwise, check Disable.

* MAC Address of Parental PC - In this field, enter
the MAC address of the monitoring PC, or you
can make use of the Copy To Above button below.

* MAC Address of Your PC - This field displays the
MAC address of the PC that is managing this
router. If the MAC Address of your adapter is reg-
istered, you can click the Copy To Above button
to enter this address into the MAC Address of
Parental PC field above.

* Website Description - Description of the allowed
website for the monitored PC.

* Schedule - The time period allowed for the
monitored PC to have access to the Internet.

For detailed information, please go to “Access
Control — Schedule”.

* Modify - Use this link to edit or delete an existing

entry.

To add a new entry, please follow the steps below.

1.Click the Add New button. The screen shown in
figure 4-46 below will appear.

2.In the MAC Address of Child PC field, enter the
MAC address of the PC (e.g. 00-11-22-33-44-
AA) you want to control. Or you can choose the
MAC address from the All Address in Current
LAN drop-down list.

3.Give a description (e.g. Allow Google) for the
website allowed to be accessed in the Website
Description field.

4 Enter the allowed domain name of the website,
either the full name or the keywords (e.g. google)
in the Allowed Domain Name field. Any domain



name with keywords in it (www.google.com.cn) will
be allowed.

5.Select from the Effective Time drop-down list the
schedule (e.g. Schedule_1) you want the entry to
take effect. If there are not suitable schedules for
you, click the Schedule in red below to open the
Advanced Schedule Settings page, and create
the schedule you need.

6.In the Status field, select the Enabled or Disabled
condition for that entry.

7.Click the Save button.

Click the Enable All button to activate all entries.
Click the Disabled All button to cancel all entries.
Click the Delete All button to erase all entries.

Click the Next button to go to the following page
Click the Previous button to return to the last page.

Add or Modify Parental Control Entry

The Schedule is based on Me ime of the Router. The time can be set in"System Tools «» Time sefings
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Figure 4-46 Add or Modify Parental Control Entry



For example: If you desire that the child PC with
MAC address 00-11-22-33-44-AA can access Www.
google.com on Saturday only while the parent PC
with MAC address 00-11-22-33-44-BB is without
any restriction, you should follow the steps as de-
scribed below.
1.Click “Parental Control” menu on the left to enter
the Parental Control Settings page. Check Enable
and enter the MAC address 00-11-22-33-44-BB
in the MAC Address of Parental PC field.
2.Click “Access Control — Schedule” on the left to
enter the Schedule Settings page. Click the Add
New button to create a new schedule, being
identified as Schedule_1. The day is Sat, and the
Time is all day-24 hours.
3.Click the “Parental Control” menu on the left to
go back to the Add or Maodify Parental Control
Entry page:
*Click the Add New button.
eEnter 00-11-22-33-44-AA in the MAC Address
of Child PC field.
*Enter “Allow Google” in the Website Description
field.
*Enter “www.google.com” in the Allowed Domain
Name field.
*Select the “Schedule_1" you just created from
the Effective Time drop-down list.
*In Status field, select Enable.

4. Click Save to complete your settings.
Return to the Parental Control Settings page to
open the following list, as shown in figure 4-47.
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Figure 4-47 Parental Control Settings

4.12 Access Control

+ Rule

» Host

+ Target

+ Schedule

Figure 4-48 Access Control

There are four submenus under Access Control
(Figure 4 48): Rule, Host, Target and Schedule.
Click on any of these items in order to configure the
corresponding function.

4.12.1 Rule

Go to “Access Control — Rule”, in order to visualize
and set Access Control rules in the screen below, as
shown in Figure 4-49.

95
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1 Host 1 Target 1 Schedyle 1 Deny Enabled Edif Delste
Add Hew. Enable Al Disable Al Delete AN
© Toid
Page|1 w

Figure 4-49 Access Control Rule Management

* Enable Internet Access Control - Check this box
to enable the Internet Access Control feature, so
that the Default Filter Policy can take effect.

* Rule Name - The name of the rule is displayed
here, which is unique.

* Host - The host selected with the corresponding
rule is displayed in this field.

* Target - The target selected with the
corresponding rule is displayed in this field.

* Schedule - The schedule selected with the
corresponding rule is displayed in this field.

* Action - The action taken by the router to deal
with the packets is displayed here. It could be
Allow or Deny. Allow means that the router
permits the packets to pass through. Deny
means that the router is configured to reject the
packets.

* Status - This field displays the current status of
the rule. Enabled means the rule will be applied.
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Disabled means the rule will not take effect.

» Modify - Use this link to edit or delete an existing
rule.

To add a new rule, please follow the steps below.

1.Click the Add New button. The screen shown in
figure 4-50 below will appear.

2.Assign a name (e.g. Rule_1) to the rule in the
Rule Name field.

3.Select a host from the Host drop-down list, or
choose “Click Here To Add New Host List”.

4 .Select a target from the Target drop-down list, or
choose “Click Here To Add New Target List”.

5.Select a schedule from the Schedule drop-down
list, or choose “Click Here To Add New Schedule”.

B.In the Action field, select Deny or Allow.

7.In the Status field, select the Enabled or Disabled
condition for that entry.

8.Click the Save button.

Click the Enable All button to activate all entries.
Click the Disabled All button to cancel all entries.
Click the Delete All button to erase all entries.

You can change the entry’'s order as desired. Fore
entries are before hind entries. Enter the ID number
in the first box you want to move and another ID
number in second box you want to move to, and
then click the Move button to change the entry’s
order.

Click the Next button to go to the following page, or
click the Previous button to return to the last page.



Add or Modify Internet Access Control Entry

Fasbe Hame:

Hast: -

Target: Any Target
Schadibe: Anytirme ¥
Actior: Deny  ~
Statis: Enabled
Save Back

Figure 4-50 Add or Modify Internet Access Control Entry

For example: If you wish to allow the host with
MAC address 00-11-22-33-44-AA to access
www.google.com only from 18:00 to 20:00 on
Saturdays and Sundays, and forbid other hosts in
the LAN from accessing the Internet, you should
follow the steps as described below:

1.Click “Access Control — Host” on the left to open
the Host Settings page. Add a new entry identi-
fied as Host_1, using 00-11-22-33-44-AA as the
MAC Address.

2.Click “Access Control — Target” on the left to
enter the Target Settings page. Add a new identi-
fied as Target_1, using www.google.com as the
Domain Name.

3.Click “Access Control — Schedule” on the left to
open the Schedule Settings page. Add a new
entry identified as Schedule_1. The days are Sat
and Sun, Start Time is 1800 and Stop Time is
2000.

4 .Click “Access Control — Rule” on the left to
return to the Access Control Rule Management
page. Select “Enable Internet Access Control”
and choose “Deny the packets not specified by
any access control policy to pass through the
Router”.



5.Click the Add New button to insert a new rule as
follows:

«In the Rule Name field, create a name for the
rule. Note that this name should be unique, for
example Rule_1.

«In the Host field, select Host_1.

«In the Target field, select Target_1.

«In the Schedule field, select Schedule_1.

¢In the Action field, select Allow.

¢|In the Status field, select Enable.

*Click Save to complete your settings.

Then you will go back to the Access Control Rule
Management page where the list below will be
displayed.

10 Fiaile Mo Host T gest Sehedube Acton Status Modify

11 Host 1 arget 1 Schedule 1 Demy Enabled Egif Delete

4.12.1.1.1. Host

Go to menu “Access Control — Host”, in order to
visualize and set a Host list in the screen, as shown
in figure 4-51 below. The host list is necessary for
the Access Control Rule.

Host Settings

10 Host Description Edotination Moty

1 Host P 107 1RE0 7. 167 162073 £t Dolate

(C2adew. ] [ Detete sa ]

Page 1 »

Figure 4-51 Host Settings
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* Host Description - The description of the host,
which is unique, is displayed here.

* Information - The data about the host is displayed
in this field. It can be IP or MAC.

* Modify - Use this link edit or delete an existing
entry.

To add a new entry, please follow the steps below.

1.Click the Add New button.

2.In the Mode field, select IP Address or MAC
Address.
«If you select an IP Address, the screen shown in

figure 4-52 will be opened.
1) In the Host Description field, create a unigue
description for the host (e.g. Host_1).
2) In the LAN IP Address field, enter the
IP address.
«If you select the MAC Address, the screen
shown in figure 4-53 will be opened.
1) In the Host Description field, create a unique
description for the host (e.g. Host_1).
2) In the MAC Address field, enter the
corresponding address.
3.Click the Save button to complete your settings.
Click the Delete All button to erase all the entries in
the table.
Click the Next button to go to the following page, or
click the Previous button to return to the last page.

Add or Modify a Host Entry

Mode: IP Address »
Host Description: Host_1
LAM WP Address: 19216801 -[192.1680.23
Save Back___|

Figure 4-52 Add or Modify a Host Entry
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Add or Modify a Host Entry

Mode: MAC Address |+
Host Description: Hast_1
MAC Address: 00-11-22-33-44-AA
e

Figure 4-53 Add or Modify a Host Entry

For example: If you wish to restrict the internet

activities of the host with MAC address 00-11-22-

33-44-AA, first you must complete the steps as

described below:

1.Click the Add New button in figure 4-51 to open
the Add or Modify a Host Entry page.

2.In the Mode field, select MAC Address from the
drop-down list.

3.In the Host Description field, create a unique
description for the host (e.g. Host_1).

4.In the MAC Address field, enter 00-11-22-33-44-AA.

5.Click Save to complete your settings.

When done, you will return to the Host Settings

page, where the following list will be displayed.

1D Host Description Information Madity

1 Host1 MAC 00-11-22-33-44-88 Edit Delete

4.12.2 Target

Go to menu “Access Control —Target”, in order
to visualize and set a Target list, as shown in the
screen below (figure 4-54). The target list is
necessary for the Access Control Rule.



Target Settings

D Target Descripton Inloemaion sy
1 Tag 10114802+ 102 188 0. 2321 . 24TCR i Dot
Add Hew. Culete A

Figure 4-54 Target Settings
* Target Description - The target name, which is
unique, is displayed in this field.
* Information - The target can be an IP address,
port, or domain name.
* Modify - Use this link to edit or delete an existing
entry.
To add a new entry, please follow the steps below.
1. Click the Add New button.
2. In the Mode field, select IP Address or Domain
Name.
«|f you select IP Address, the screen shown is
figure 4-55 will be displayed.
1] In the Target Description field, create a
unique description for the target (e.g. Target_1).
2] In the IP Address field, enter the
corresponding address for the target.
3) Select a common service from the Common
Service Port from the drop-down list, so that
the Target Port will be automatically filled out. If
the Common Service Port drop-down list does
not have the service you want, specify the Target
Port manually.
4] In the Protocol field, select TCP, UDP, ICMP
or ALL.
*|f you select Domain Name, the screen shown in
figure 4-56 will be displayed.
1] In the Target Description field, create a
unique name for the target (e.g. Target_1).
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2) Enter the domain name, either the full name
or the keywords (for example google] in the
Domain Name blank field. Any domain name with
keywords in it (www.google.com, www.google.cn)
will be blocked or allowed. You can enter up to 4
domain names.

3.Click the Save button.

Click the Delete All button to erase all the entries in

the table.

Click the Next button to go to the following page, or

click the Previous button return to the last page.

Add or Modify an Access Target Entry

Mode: IP Address  ~
Target Description:
1P Adelress:
Target Por:

Protocok AL |~

Comman Senvice Part: wpleage select- v

Figure 4-55 Add or Modify an Access Target Entry

Add or Modify an Access Target Entry

Mede: Domain Name ¥
Target Description:
Dioaniain Namie:

Save
Figure 4-56 Add or Modify an Access Target Entry
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For example: If you wish to restrict the internet
activities of the host with MAC address 00-11-22-
33-44-AA in the LAN, so that it is able to access
www.google.com only, first you must complete the
steps as described below.

1.Click the Add New button in figure 4 54 to open
the Add or Modify an Access Target Entry page.

2.In the Mode field, select Domain Name from the
drop-down list.

3.In the Target Description field, create a unigue
description to identify the target (e.g. Target_1).

4.In the Domain Name field, enter www.google.
com.

5.Click Save to complete your settings.

When done, you will return to the Target Settings
page, where following list will be displayed.

I Target Description Information Modity
1 Target_1 WAV Q0018 COM Edit Datete

4.12.3 Schedule

Go to “Access Control — Schedule” in the menu, in
order to visualize and set a Schedule list in the next
screen, as shown in figure 4-57. The Schedule list
is necessary to establish the Access Control Rule.

Schedule Settings

D Sclvedule Description Day Tirme Modity
1 Schedule sat 0000 - 2400 Eit Delete
A New Delete Al

Page|i v

Figure 4-57 Schedule Settings



* Schedule Description - The name assigned to the
schedule, which is unique, is displayed in this field.

* Day - The day(s) of the week is shown in this field.

* Time - The 24-hour period of the day is displayed
in this field.

* Modify — Use this link to edit or delete an existing

schedule.
To add a new schedule, follow the steps below.

1.Click the Add New button, as shown in figure
4-57. The screen displayed in figure 4-58 will
open in this step.

2.In the Schedule Description field, create a unique
name to identify the schedule (e.g. Schedule_1).

3.In the Day field, select the day or days you want
to include.

4.In the Time field, you can select all day-24 hours
or you may enter the Start Time and Stop Time in
the corresponding field.

5.Click Save to complete your settings.

Click the Delete All button to erase all the entries in

the table.

Click the Next button to go to the following page, or

click the Previous button return to the last page.

Advance Schedule Settings

Schadube Descriprio

Diane (@ Everyday () SebectDays
Mon Tuee Wed Thus i Gt Sun
Time: 3 day-2¢ hours: [7]
St Time: ey
Stop Time: {HEMMG

Figure 4-58 Advanced Schedule Settings



For example: If you wish to restrict the internet
activities of the host with MAC address 00-11-22-
33-44-AA, so that it is able to access www.google.
com only from 18:00 to 20:00 on Saturdays and
Sundays, you must first complete the steps as
described below:

1.Click the Add New button shown in figure 4-57 to
enter to the Advanced Schedule Settings page.

2.In the Schedule Description field, create a unigue
name to identify the schedule (e.g. Schedule_1).

3.In the Day field, check the Select Days radio
button, and choose Sat and Sun next.

4.In the Time field, enter 1800 in the Start Time
field, and 2000 in the Stop Time field.

5.Click Save to complete your settings.

When done, you will return to the Schedule Settings

page, where following list will be displayed.

D Schedule Description Dy Tinnwe Modity
1 Schedule_1 Sal Sun 1800 - 2000 Edit Dalete

4.13 Static Routing

Go to Advanced Routing — Static Routing List,

in order to configure the static route as shown in
the next screen (Figure 4-59). A static route is a
pre-determined path that network information must
travel to reach a specific host or network.

Static Routing

0 Destination IP Address Subnet Mask Default Gateway Status Madity
1 2021083742 255.255.255.0 202.108.37.1 Disabled  Bodity Delete

[CAgdmew.. | [ Enablean | [ Disable | [ Delete all |

Figure 4-59 Static Routing



To add static routing entries:
1. Click the Add New button as shown in figure
4-59. The following screen will open.

Add or Modify a Static Route Entry

Destination IP Addross:
Subiet Mask:
Dt Gaeway,

Status: Enabled b

Save
Figure 4-60 Add or Modify a Static Route Entry

2. Enter the following data:

* Destination IP Address - The Destination IP
Address is the address of the network or host
that you want to assign a static route to.

* Subnet Mask - The Subnet Mask determines
which portion of an IP Address is the network
portion, and which portion is the host portion.

* Gateway - This is the IP Address of the gateway
device that allows for contact between the router
and the network or host.

3. Select Enabled or Disabled for this entry from
the Status pull-down list.

4. Click the Save button to make the entry
take effect.

Other configurations for the entries:
Click the Delete All button to erase all entries.

Click the Enable All button to activate all entries
Click the Disabled All button to cancel all entries.
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Click the Previous button to view the information in
the last screen, click the Next button to view the
information in the following screen.

4.14 Bandwidth Control

+ Control Settings
+ Rules List
Figure 4-61

There are two submenus under the Bandwidth Con-
trol menu as shown in Figure 4-57. Click on any of
these items in order to configure the corresponding
function. Below you will find detailed descriptions for
each of these items.

4.14.1 Control Settings

Go to “Bandwidth Control — Control Settings”

in the menu, in order to configure the Egress and
Ingress Bandwidth using the screen shown below.
Enter the appropriate values in kbps, with settings
below 100000. For optimal control of the band-
width, please select the correct Line Type and ask
your ISP what is the maximum egress and ingress
bandwidth that can be set.

Bandwidth Control Settings

Enable Bandwidth Controk 7]
Line Type: & ADsL O Other
Egress Bandwidtli 512 Kops
Ingress Bandwidrh: 2048 Knps

Figure 4-62 Bandwidth Control Settings
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* Enable Bandwidth Control - Check this box so
that the Bandwidth Control settings can take
effect.

* Line Type - Select the right type for you network
connection. If you are unsure about the type you
should choose, please contact your ISP directly to
find out.

* Egress Bandwidth - The upload speed through
the WAN port.

* Ingress Bandwidth - The download speed through
the WAN port.

4.14.2 Rules List

Go to “Bandwidth Control — Rules List” in the
menu, in order to visualize and configure the Band-
width Control rules in the screen below.

Bandwidth Control Rules List

Egress Bandwidin(kops) | Ingress Bandwidin(kbps)
Min M Min M
1 (19216802-19216802021 0 1000 o 4000 = Modity Delele

0 Description Enable | Moddy

_Add New. Delete All
How isthe| 1 » page

Figure 4-63 Bandwidth Control Rules List

* Description - It displays information about the
rule, such as address range.

* Egress bandwidth - This field displays the max
and min upload bandwidth through the WAN port,
the default is O.

* Ingress bandwidth - This field displays the max
and min download bandwidth through the WAN
port, the default is O.

* Enable - This field displays the status of the rule.
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* Modify — Click the Madify link to edit the rule.
Click Delete link to erase the rule.

To add/maodify a Bandwidth Control rule, follow
the steps below.
Step 1: Click the Add New button as shown in
figure 4-63. A new screen will open, just like the
one included in figure 4-64.

Step 2: Enter the information in the corresponding
fields.

Bandwidth Control Rule Settings

Enabie: 5]
P Ranges 192, 168.0.2 = 192, 168. 0. 23
Port Range: 21
Protecel; ALL »
Min W
Egress Bandwidtls o 1000
Igress Bandwitlc o 4000
g Back

Figure 4-84 Bandwidth Control Rule Settings

Step 3: Click the Save button.

4.15 IP & MAC Binding Setting

«+ Binding Settings
« ARP List
Figure 4-65 IP & MAC Binding menu

There are two submenus under IP & MAC Binding
(shown in Figure 4-61): Binding Setting and ARP
List. Click on any of these items in order to scan
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or configure the corresponding function. Detailed
descriptions of each of these items are provided
below.

4.15.1 Binding Setting

This page displays the IP & MAC Binding Setting
table; which you can set up based on your individual
preferences (figure 4-66).

Binding Settings

AR Birding: @ Disable O Ensbie[ Save |
n MAC Address 1P Addrass Bind Modify

Thi list i empy

Add New. .

Page[1

Figure 4-86 Binding Setting

*MAC Address - The MAC address of the
monitored computer in the LAN.

*|P Address - The assigned IP address of the
monitored computer in the LAN.

*Bind - Check this option to enable ARP binding
for a specific device.

* Moadify — Use this link to edit or delete an existing
entry.

When you want to add or edit an IP & MAC Binding

entry, click the Add New button or Madify button,

and then you will be directed to the next page. This

page is used for adding or modifying an IP & MAC

Binding entry (shown in Figure 4-66).



IP & MAC Binding Settings

Bk [
MAC Adbdress:

1P Address:

Save Back
Figure 4-67 IP & MAC Binding Setting (Add & Madify)

To add IP & MAC Binding entries, follow the steps
below.

1.Click the Add New button, as shown in figure
4-67.

2.Enter the MAC Address and IP Address.
3.Select the Bind checkbox.

4 .Click the Save button to accept your changes.

To modify or delete an existing entry, follow the

steps below.

1.Find the desired entry in the table.

2.Click Modify or Delete as desired on the Modify
column.

To find an existing entry, follow the steps below.
1.Click the Find button, as shown in figure 4-68.
2.Enter the MAC Address or IP Address.

3.Click the Find button in the page.

Find IP & MAC Binding Entry

MAC Address: 00-14-5E-91-19-E3
IP Address:
L] MAC Address P Address  Bind Link
2 00-14-5E-91-19-E3 192.168.0.56 Topage

[ Find ] [ Back ]

Figure 4-68 Find IP & MAC Binding Entry




Click the Enable All button to activate all entries.
Click the Delete All button to erase all entries.

4.15.2 ARP List

You can see IP addresses on the LAN and their
associated MAC addresses by viewing the ARP list.
Also, you can use the Load and Delete buttons to
manage the list. The user can use this list to
visualize all the existing IP & MAC binding entries
(shown in figure 4-89).

ARP List
1] MAC Address IP Address Status Configure
1 00.0F.E2-80.30.90 172.31.70.1 Unbroned Load Delete
2 00-19.66.80.53.B0 192.168.0.101 Unbound Load Delete

[_tesdan ][ Refresh |

Figure 4-69 ARP List

*MAC Address - The MAC address of the
monitored computer in the LAN.

*IP Address - The assigned IP address of the
monitored computer in the LAN.

*Status - Indicates whether or not the MAC and
IP addresses are bound.

*Configure — To load or delete an item.
* Load - To load the item into the IP & MAC

Binding list.

* Delete - To erase the item.

Click the Bind All button to bind all the current

items. This option is only available when the ARP

binding is enabled.

Click the Load All button to include all items to the




IP & MAC Binding list.
Click the Refresh button to update all items.

Note:

An item cannot be entered to the IP & MAC Binding
list if the IP address of the item has been loaded
before. An error warning will be displayed as well.
Likewise, the “Load All" command will only load the
items without interfering with the IP & MAC Binding
list.

4.16 Dynamic DNS

Go to “Dynamic DNS” in order to configure the
Dynamic DNS feature.

The router offers the DDNS (Dynamic Domain
Name System) feature, which allows the hosting of
a website, FTP server, or e-mail server with a fixed
domain name (defined by the user) and a dynamic
IP address. Your friends can then connect to your
server by entering the domain name you provide, no
matter what your IP address is. Before using this
feature, you need to sign up for DDNS service
providers, such as www.comexe.cn, www.dyndns.
org, or www.no-ip.com. The Dynamic DNS client
service pravider will give you a password or key.

4.16.1 Comexe.cn DDNS

If the dynamic DNS Service Provider you select is
www.comexe.cn, the page will appear as shown in
figure 4-70.



DDNS

Sendce Provides: Comexe ( ww, comexe.cn )} » Goloreqisser
Detnain Name:
Deamain Name:
Deanain Nama:
Doamain Name:
Daiaains Nairie:
User Name: uzernane
PAssHOlE  asssssss
[ Enatle DONS
Comaction Status:  DDNS not launching!

Figure 4-70 Comexe.cn DDNS Settings

To set up for DDNS, follow these instructions:

1. Type the Domain Name received from your
dynamic DNS service provider.

2. Type the User Name for your DDNS account.

3. Type the Password for your DDNS account.

4. Click the Login button to log into the DDNS
service.

Connection Status -The status of the DDNS service

connection is displayed here.

Click Logout to exit the DDNS service.

4.16.2 Dyndns.org DDNS
If the dynamic DNS Service Provider you select is

www.dyndns.org, the page will appear as shown in
figure 4-71.



DDNS

Service Provider:

User Hame:

Passwonk

Domain Mame:

Comnection Status:

Ciyndns ( www.dyndns.org ) || G0 reqister

usemanme

[] Enabie DONS

DOME not launching!

Save

Figure 4-71 Dyndns.org DDNS Settings

To set up for DDNS, follow these instructions:
1. Type the User Name for your DDNS account.
Type the Password for your DDNS account.

dynamic DNS service provider here.

2.
3. Type the Domain Name you received from
4.

Click the Login button to log into the DDNS

service.

Connection Status -The status of the DDNS service
connection is displayed here.
Click Logout to exit the DDNS service.

4.16.3 No-ip.com DDNS

If the dynamic DNS Service Provider you select is
www.no-ip.com, the page will appear as shown in

figure 4-72.
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DDNS
SendceProvides:  [NolP (www.noipcom) v ot meaister
User Haiwe: UERMame
PassWiid: | awasasas
Donain Mo
[ Enabie DONS
I DONS
Save

Figure 4-72 No-ip.com DDNS Settings

To set up for DDNS, follow these instructions:

1. Type the User Name for your DDNS account.

2. Type the Password for your DDNS account.

3. Type the Domain Name you received from
dynamic DNS service provider.

4. Click the Login button to log into the DDNS
service.

Connection Status - The status of the DDNS

service connection is displayed here.

Click Logout to exit the DDNS service.

4.17 System Tools

ools
Time Settings

Figure 4-73 System Tools menu



Go to “System Tools” in order to display the
submenus under the main menu: Time Settings,
Diagnostic, Firmware Upgrade, Factory Defaults,
Backup & Restore, Reboot, Password, System
Log and Statistics. Click on any of these items in
order to configure the corresponding function.

You will find detailed descriptions for each of these
items below.

4.17.1 Time Setting

Go to menu “System Tools — Time Setting”, in
order to configure the time on the following screen.

Time Settings
Tiine zoane: (GMT+08.00) Bepng, Hong Kong, Perth, Smgapone -
Date: 1 1 2000 MWODAYY)
Time: 0 2 3 (HHMWES)

TP Server Prior: 0000 0000

Get GMT_| (Get GMT when cannectied 1o Intemety

Save
Figure 4-74 Time settings

*Time Zone - Select your local time zone from this
pull down list.

*Date - Enter your local date in MM/DD/YY into
the corresponding blank fields.

*Time - Enter your local time in HH/MM/SS into
the corresponding blank fields.

*NTP Server Prior - Enter the address for the NTP
Server, then the router will preferentially obtain
the time from the NTP Server. In addition, the
router can automatically update the time from
any enabled NTP server once it connects to the
Internet.



To configure the system manually:

1. Select your local time zone.

2. Enter date and time in the corresponding blank
fields.

3. Click Save to store your new settings.

To configure the system automatically:

1. Select your local time zone.

2. Enter the IP address for NTP Server Prior.

3. Click the Get GMT button to obtain the system
time from Internet if you are already connected.
Note:

1. This setting will be used for some time-based
functions, such as firewall. You must specify your
time zone once you login to the router successfully;
otherwise, none of these functions will work.

2. The time will be lost if the router is turned off.
3. The router will obtain the GMT automatically from
the Internet as long as it is connected to Internet.

4.17.2 Diagnostic

Go to “System Tools — Diagnostic” in the menu,

in order to start the Ping or Traceroute functions,
which are designed to check the connectivity status
of your network, as shown in the screen below.



Diagnostic Tools

Diagnostic Parameters
Diagivostic Took @ Ping () Traceroute

WP Adddi e8! Doanain Mame:

Ping Count: 4 {1-50)
Ping Packet Size: 8 {4-1472 Brtes)
Ping Teou: 800 (100-2000 Malizeconds)

Traceroute Max TTL: (1-30)
Diagnostic Results

{The Fouter is ready.

Start
Figure 4-75 Diagnostic Tools

Diagnostic Tool - Check the radio button to select
one of the diagnostic tools.
« Ping - This diagnostic tool troubleshoots
connectivity, reachability, and name resolution
to a given host or gateway.
» Traceroute - This diagnostic tool tests the
performance of a connection.
Note:
You can use ping/traceroute to test both numeric
IP address or domain name. If pinging/tracerout-
ing the IP address is successful, but pinging/trac-
erouting the domain name is not, you might have
a name resolution problem. In this case, make
sure that the domain name you are specifying can
be resolved by using Domain Name System (DNS)
queries.



*|P Address/Domain Name - Type the destination IP
address (such as 202.108.22.5) or Domain name
of the PC whose connection you wish to diagnose.

*Pings Count - Specifies the number of Echo
Request messages sent. The default is 4.

*Ping Packet Size - Specifies the number of data
bytes to be sent. 64 is the default value.

xPing Timeout - Sets the maximum time that the
application will wait for a reply, in milliseconds.
When time exceeds the timeout limit, the session
will expire. 800 is the default value.

*Traceroute Max TTL - Sets the maximum number
of hops (max TTL to be reached) in the path to
search for the target (destination). The default
is 20.

Click Start to check the connectivity of the Internet.

The Diagnostic Results page displays the outcome

of the diagnosis.

If the results you obtained are similar to the values

that appear in the screen below, it means that the

connectivity to the Internet is fine.

Diagnostic Results

:Pinging 202.108.22.5 with 64 tiyles of data:

:Reply from 20210822 5 byles=64 time=1 TTL=127 seq=1
1 Reply frarn 102.108.22.5: byles=04 bme=1 TTL=11T seq=2
i Reply fram 202.108.22.5: brles=04 tme=1 TTL=127 seq=3
: Reply from 20210822 5: bytes=b4 Bme=1 TTL=127 seq=d

Ping statistics for202.108.22.5
{ Packets: Seni= 4, Received = 4, Losl= 0 (0% loss),
+ Approamale round g Tmes m rilisecongs

{ Minimum = 4 MBAMUM= (AT 2L

Figure 4-76 Diagnostic Results

Note:
Only one user can use this tool at a time. “Number
of Pings”, “Ping Size” and “Ping Timeout” are Ping
parameters. “Tracert Hops” is a Traceroute
parameter.



4.17.3 Firmware Upgrade

Go to “System Tools — Firmware Upgrade” in the
menu, in order to update the latest firmware
version available for the router. The following screen
will be displayed.

Firmware Upgrade

File: Browse,

Firmware Version: 3.13.4 Buid 111121 Rel 359500
Hardware Version; ARNDZ3004L1 w1 00000000
Upgrade

Figure 4-77 Firmware Upgrade

*Firmware Version - The current firmware version
is displayed here.

*Hardware Version - The current hardware ver-
sion is displayed here. The hardware version of
the upgrade file must match the router’s current
hardware version.

To upgrade the Router’s firmware, follow the

instructions below:

1.Download the latest firmware upgrade file from
our website (http: //www.nexxtsolutions.com ).

2.Type or select the path and file name of the
update file into the File field. Or click the Browse
button to locate the update file.

3.Click the Upgrade button.

Note:

1)New firmware versions are posted at http://
www. nexxtsolutions.com and can be downloaded
for free. There is no need to upgrade the firm-
ware unless the new firmware has a new feature



you want to use. However, when experiencing
problems caused by the router rather than the
configuration, you can try to upgrade the
firmware.

2)When you upgrade the router’s firmware, you may
lose its current configuration. Therefore, before
upgrading the firmware, please write down your
customized parameters to avoid losing important
settings.

3)Do not turn off power or press the reset button
while the firmware is being upgraded; doing so
might cause serious damage to the router.

4)The router will reboot after the upgrading has
been finished.

4.17.4 Factory Defaults
Go to “System Tools —Factory Defaults” in the
menu, in order to restore the router configuration

to its factory default values, as seen on the following
screen.

Factory Defaults

Click the following bution 10 reset all conSguration semngs o their defaull values.

Restore |

Figure 4-78 Restore Factory Default

Click the Restore button to reset all settings to their
factory default values.



¢ Default User Name: admin

¢ Default Password: admin

¢ Default IP Address: 192.168.0.1

¢ Default Subnet Mask: 255.255.255.0
Note:
Any settings you have saved will be lost after the
default settings are restored.

4.17.5 Backup & Restore

Go to “System Tools —Backup & Restore” in the
menu, in order to save the current configuration
of the router as a backup file and restore the
original settings using a backup file as shown

in Figure 4-75.

Backup & Restore

F

Figure 4-79 Backup & Restore Configuration

* Click the Backup button to save all configuration
settings as a backup file in your local computer.
*To upgrade the Router’s configuration, follow the

instructions below.

¢ Click the Browse... button to locate the update
file for the router, or enter the exact path to the
Setting file in the text box.

¢ Click the Restore button.



Note:

The current configuration will be overwritten by the
uploaded configuration file. The upgrade process
lasts around 20 seconds, after which the router will
restart automatically. Keep the router on during the
entire upgrading process to prevent any potential
damage to the unit.

4.17.6 Reboot

Go to “System Tools — Reboot”, and press the
Reboot button in order to reset the device, as
shown in the screen below.

Reboot

Clickhis button 1o reboo! the device.

Reboot

Figure 4-80 Reboot the Router

Some settings of the Router will only take effect
after rebooting, which include:

*LAN IP Address change (system will reboot
automatically).

*DHCP Settings change.

*\Wireless configuration change.

*\Web Management Port change.

*Upgrade the firmware of the Router (system will
reboot automatically).

*Restore the Router’s settings to factory defaults
(system will reboot automatically).

*Update the configuration with the file (system will
reboot automatically).



4.17.7 Password

Go to “System Tools — Password”, in order to
change the router’s factory default user name and
password, using the screen shown in figure 4-81.

Password

Ol User Name:

O Password:

Miwi User Nasmes
Mew Password:

Confm New Password:

sae ] (Ccarar )
Figure 4-81 Password

It is strongly recommended that you change the fac-
tory default user name and password of the router.
All users who try to access the Router’s \Web-based
utility or Quick Setup will be prompted to type the
router’s default user name and password.

Note:

The new user name and password must not exceed
14 characters in length and must not include any
spaces. Enter the new Password twice to confirm.
Click the Save button when finished.

Click the Clear All button to erase all entries.

4.17.8 System Log

Go to “System Tools — System Log”, in order to
view the logs of the router.
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System Log

Auto Mail Feature: Disabled | Mail Settings |

Log Type: Al - Log Level: ALL -

Index Time Type  Level Log Content

3 |Jan 30 09:55:31 SECURITY INFO SPI Firewal enabled
2 |Jan 30 09:55:20 SECURITY INFO |SP1Firewall disabled
1 |Jan 30095423 OTHER  INFO |User clear system log

Tiene = 2012-01-30 9:55:39 J021s

HVer = ARNO3I004U1 v1 00000000 : S-Ver = 3.13.4 Build 111121 Rel38959n
L=192.168.0.1 : M = 255.265.255.0

WI=DHCP: W= 192.168.54.164 : M = 255.255.255.0 : G = 192.168.54.254

Refresh | [ Savelog | | Maillog | [ Clearlog

CurrentMo. 1 = Page

Figure 4-82 System Log

* Auto Mail Feature - Indicates whether the
automatic mail feature is enabled or not.

* Mail Settings - Set the receiving and sending
mailbox address, server address, validation
information as well as the timetable for Auto Mail
Feature, as shown in figure 4-83.

Mail Account Settings

Frome
To:

SMTP Server:
n Authentication

[m] Enabie Aulo Mail Feature

Everyday, mad the log at |

Mail he log every hows
Back
Figure 4-83 Mail Account Settings
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eFrom - Your mail box address. The email account
the router will use to send logging messages.

*To - The recipient’'s address. The destination
mailbox where the logs would be received.

*SMTP Server - Your SMTP server. The mail
server which will be used for sending emails
using the address you entered in the From field.
You can log into the applicable website for Help if
you are unsure about the address.

* Authentication - Most SMTP servers require
authentication. It is required by most mailboxes
that need User Name and Password to log in.
Note:

Only when you select Authentication, you have
to enter the User Name and Password in the
following fields.

*User Name - Your mail account name entered
in the From field. The part following the @ is
excluded.

*Password - Your email account password.

*Confirm The Password - Enter the password
again to confirm.

*Enable Auto Mail Feature - Select it to mail logs
automatically. You could mail the current logs
either at a specified time every day or at
intervals, but only one rule can be can be
effective at a time. Enter the desired time or
intervals in the corresponding field, as shown
in figure 4-83.

Click Save to keep your settings.
Click Back to return to the previous page.



* Log Type - By selecting the log type, only logs of
this type will be shown.

* Log Level - By selecting the log level, only logs of
this level will be shown.

* Refresh - Refresh the page to show the latest log
list.

* Save Log - Click to save all the logs in a txt file.

* Mail Log - Click to send an email of current logs
manually according to the address and validation
information set in Mail Settings.

* Clear Log - All the logs will be deleted from the
router permanently, not just from the page.

Click the Next button to go to the following page, or
click the Previous button return to the last page.

4.17.9 Statistics

Go to “System Tools — Statistics” in the menu, in
order to visualize the router statistics, including the
total traffic and current traffic of the last Packets
Statistic Interval.

Statistics
Current Statistics Status: Disabled (_Enable
Packets Statistics ienal5-60): 10 v Seconds
Auto-retresh [_Retresn
Sorted Fudes; Sorted by IP Address ~ Reset Al | Delete aAn
Total Current

Modify

. Adarss) Packels | Byles | Packets | Byles | ICMPTx | UDPT: | SYNTx

WA Address
The curent ist is emety

Perpage |5 w enlies CumerdNo. 1 w|page

Figure 4-84 Statistics



* Current Statistics Status - Enable or Disable.
The default value is disabled. To activate it, click
the Enable button.

* Packets Statistics Interval (5-60) - The default
value is 10. Select a value between 5 and 60
seconds from the pull-down list. This statistics
interval defines the time between each
transmission of data packets.

Select the Auto-refresh checkbox to update data

automatically.

Click the Refresh button to update data

immediately.

+ Sorted Rules - Select a rule from the pull-down
list to display the corresponding statistics.

Click Reset All to restore the values of all the

entries to zero.

Click Delete All to erase all entries in the table.

Statistics Table:

IP/MAC Address | The IP/MAC Address displayed with statistics

Packets | The total amount of packets received and transmitted by the router

Total
Bytes The total amount of bytes received and transmitted by the router

The total amount of packets received and transmitted in the

Packets | |55t packets Statistic interval expressed in seconds.

The total amount of bytes received and transmitted in the
last Packets Statistic interval expressed in seconds.

The total amount of the ICMP packets transmitted to WAN

in the last Packets Statistic interval expressed in seconds

The total amount of the UDP packets transmitted to WAN

in the last Packets Statistic interval expressed in seconds
TCP The total amount of the TCP SYN packets transmitted to WAN
SYNTx | inthe last Packets Statistic interval expressed in seconds

Bytes

Current | ICMP Tx

UDP Tx

There would be 5 entries on each page.
Click Previous to return to the last page and Next
to go to the following page.



Appendix A: FAQ

1. How do | configure the Router to access
Internet by ADSL users?

1)First, configure the ADSL modem in the RFC1483
bridge mode.

2)Connect the Ethernet cable from your ADSL
modem to the WAN port on the router. The
telephone cord must be plugged into the “Line”
port of the ADSL modem.

3]Login to the router. Go to the “Network” in the
menu located on the left of your browser, and
select “WAN" in the submenu. Once the WAN
page opens, select “PPPoE” as the WAN
Connection Type. Type the “User Name” and
“Password” in the corresponding fields, and
finish by clicking on the “Connect” button.

'WAN Connection Type: PPPoE hd Detect |

PPPOE Connaction:
Ut Mame: usBmAmS

Passwont LT LTS
Figure A-1 PPPoE Connection Type

4)If your ADSL access rates are “based on
connection time”, select “Connect on Demand” or
“Connect Manually” as your Internet connection
mode. Type an appropriate number for “Max Idle
Time” to avoid wasting paid time. Otherwise, you
can select “Auto-connecting” as your Internet
connection mode.



‘Wan Connoction Mode: &) Connecton Demand
Max Ie Time: | 15 minutes (0 means it remains actve all the time. )
O Connect Automatically
3 Tiene-based Connecling
Pariod of Tima from CHHMM) b (HHMMY
) Conneet Maraaly

Max |dlo Temo rranute (0 reans it remaing acive ail 1he bme.)

Connect | Disconnected!
Figure A-2 PPPoE Connection Mode

Note:

i. Sometimes the connection cannot be terminated
despite your setting of the "Max Idle Time”
interval. This is due to some applications are con-
tinually linked to the internet in the background.

i. If you are a cable user, you must configure the
router following the above steps.

2. How do | configure the router for Ethernet
users to access the Internet?

1)Login to the router. Go to the “Network” in the
menu located on the left of your browser, and
select “WAN" in the submenu. Once the WAN
page opens, select “Dynamic IP” as the WAN
Connection Type, and finish by clicking on the
“Save” button.

2)Some ISPs require that you register the MAC
Address of your adapter, which is connected to
your cable/DSL modem during installation. If your
ISP requires MAC register, login to the router
and click on the “Network” menu link on the left
of your browser, before selecting “MAC Clone” in
the submenu. On the “MAC Clone” page, if your
PC's MAC address is a proper MAC address, click
the “Clone MAC Address” button and your PC's



MAC address will be copied into the “WAN MAC
Address” field. Or you may type the MAC Address
directly into the “WAN MAC Address” field. The
MAC Address format is XX-XX-XX-XX-XX-XX. Click
the “Save” button when you are done. This setting
will be effective only after the router has rebooted.

MAC Clone

WANMAC Address: 00-10-0F-88-83-6F Restore F:\clnri MAC
Youl PC's MAC Addiess: Clone MAC Address

Save

Figure A-3 MAC Clone

3. | want to use Netmeeting, what do | need
to do?

1)If you start Netmeeting as a host, you don’t need
to do anything with the router.

2]If you start as a response, you need to configure
the Virtual Server or DMZ Host and make sure
the H323 ALG is enabled.

3)How to configure the Virtual Server: Log in to
the router, go to the “Forwarding” menu located
on the left of your browser, and then select
“Virtual Servers” submenu. On the “Virtual
Servers” page, click Add New.... Once the “Add
or Modify a Virtual Server Entry” page opens,
enter “1720" in the “Service Port” blank field, and
your IP address in the corresponding field, using
192.168.0.169 as an example. Remember to
Enable and Save your settings at the end.
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Virtual Servers

1D Service Port Internal Port IP Address Protocol
1 1720 1720 192 168.0.160 ALL
Add New.. | | _Enable Al | [ Disabla Al | [ Deleta All

Figure A-4 Virtual Servers

Add or Modify a Virtual Server Entry

Service Port 1720 (-2 ar XX)
Internal Port (XX, Orily vaid for single Serice Port of keave it blank)
IP Address: 192.168.0.169
Protocal: ALL
Status: Enabled -
Commen Service Port —Select One—
Save Back

Figure A-5 Add or Madify a Virtual server Entry

Note:

The caller on the other end should call your WAN IR,

which is displayed on the “Status” page.

1)How to enable DMZ Host: Log in to the Router,
go to the “Forwarding” menu located on the
left of your browser, and then select the “DMZ”
submenu. On the “DMZ” page, click Enable radio
button and type your IP address into the “DMZ
Host IP Address” field, using 192.168.0.169
as an example. Remember to Save your settings
when you are done.



Nexxt Solutions - ACRUX - Wireless N Gigabit Router

DMZ
Current DMZ Status: @ Enable Disable
DMZ HostIP Address:  102.168.0,169

Figure A-6 DMZ

2)How to enable H323 ALG: Log in to the Router,
go to the “Security” menu located on the left of
your browser, and then select the “Basic Secu-
rity” submenu. On the “Basic Security” page,
check the Enable radio button next to H323 ALG.
Remember to click the Save button at the end.

Basic Security

Firewall

SP1 Firawalt @ Enable ) Disabie

VPN
FPTP Passthnoughc (& Enable O Disable
L2TP Passth oughe @ Enable ) Disatle
FSec Passthiouglc @ Enable ) Dissble

ALG
FTP ALG: @ Enatle () Disable

TFIP ALG: (@ Enable O Dissble
HIZIALG ,'OI! able

|__Save

Figure A-7 Basic Security

4. | want to build a WEB Server on the LAN, what
should | do?

1)Because the WEB Server port 80 will interfere
with the WEB management port 80 on the
router, you must change the WEB management
port number to avoid interference.

135



2)2)To change the WEB management port number:

Log in to the router, go to the “Security” menu
located on the left of your browser, and select
the “Remote Management” submenu. On the
“‘Remote Management” page, type any port
number other than 80, such as 88, into the
“Web Management Port” field. Click Save and
reboot the Router.

Remote Management

Web Managemen Poit: 88
Remote Managemaent IP Address: 0000 {Enfer 255.255.255.255 for alf)
Csave

Figure A-8 Remote Management

Note:

If the above settings take effect, type

http: //192.168.0.1:88 (the router’'s LAN IP
address: Web Management Port) in the address
field of the Web browser in order to configure to
the router.

1)Log in to the Router, go to the “Forwarding” menu
located on the left of your browser, and select
the “Virtual Servers” submenu. On the “Virtual
Servers” page, click Add New..., then on the
“Add or Modify a Virtual Server” page, enter
“80" into the blank field next to the “Service
Port”, and your IP address next to the “IP
Address”, taking 192.168.0.188 as an example.
Remember to Enable and Save your settings at
the end.
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Virtual Servers

ID Service Port  Internal Port P Address Protocol  Status  Madify
LR IF] 1720 162.188.0.169 ALL Enabied  Mogify Dolete
Add New... | Enable All | Disable All __ Dolote All

Figure A-8 Virtual Servers

Add or Modify a Virtual Server Entry

Service Port: 1720 POG-X0K o XX)

Internal Port: (X, Onity valid for single Service Fort or leave & blank)
IP Address: 102 168 0.169

Pratocel: ALL

Status: Enabled o
Common Service Port: ~Sodoct One-
Save Back

Figure A-10 Add or Modify a Virtual server Entry

5. The wireless stations cannot connect to
the Router.

1)Make sure the “Wireless Router Radio” is
enabled.

2)Make sure that the wireless stations’ SSID
matches the Router’s SSID.

3)Make sure the wireless stations have chosen
the right encryption KEY when the router is
encrypted.

4]If the wireless connection is available, but you are
unable to access the router, check the IP Address
of your wireless stations.
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Appendix B: Configuring the PCs

In this section, we will explain how to install and
configure the TCP/IP correctly in Windows XP First,
make sure your Ethernet Adapter is working. Refer
to the adapter’s manual for further information, if
needed.

1. Install TCP/IP component

1)0n the Windows taskbar, click the Start button,
point to Settings, and then select Control Panel.

2)After clicking the Network and Internet
Connections icon, select the Network
Connections tab in the new window.

3)Right click the icon displayed below, and select
Properties on the pop up menu.

LAN or High-Speed Internet

ocal Area Connection
Connected, Firewalled

Status

Repair

Bridge Connections
Create Shortcut

Rename

Figure B-1
4)In the page displayed below, double click on
Internet Protocol (TCP/IP).
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2l
Gorwah | Authenicaton | Advanced |
Cosnect wing:
lq Restek RTLBI0Fanh POt EY [ Conigran |

This connection uses tha folovarsg Rems:

4 {105 Packet Schedule :1
[ "™ AEGYS Prolocol IEEE 80216 v34.30

LR et Fowocal TCF7)

4] { ¥

sl | st | Prooster |

acrors divernt nteiconneched retworks.

I~ Shost icon in polification area when connecled
U then thiz ion hart brabed or

¥ e

ok I C-m:di

Figure B-2

5)The following TCP/IP Properties window will be
displayed, with IP Address tab open by default.

Now you have two ways to configure the TCP/IP
protocol, as described below:

* Setting IP address automatically

Select Obtain an IP address automatically, and
then choose Obtain DNIS server automatically, as
shown in the figure below:
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Internet Protocol (TCP/IF) Properties = 2ix|
Gereto! | Abesnale Coriigurstion |

thenwee,

the appeopaate P setfing:.
 Obtan an P addess aulomaicaly

l—-f* Usze the folowng P addess: —- —

Figure B-3

* Setting IP address manually

1.Select Use the following IP address radio button.
The following items will be available:

2.If the Router’s LAN IP address is 192.168.0.1,
type IP address 192.168. O.x (whereby x is
any value from 2 to 254), and Subnet mask is
255.255.255.0.

3.Type the Router’s LAN IP address (the default IP
is 192.168. 0.1) into the Default gateway field.

4 .Select Use the following DNIS server addresses
radio button. In the Preferred DNS Server field,
you can type the DNS server IP address, which
has been provided by your ISP
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) Qhtain an TP address automaticaly

18 Usge the falowng IP address:

1P addvess: T192.168. 0 241
Subnet mask: 295,285,285, 0
Cefoult gateway: ¥Z.168.0 .1

Oftnn DS server address automatically
) Ly the Folowing DNS server addresges:

Preferred DNS erven: 192,160, 54 254
Alternate DS sarver:
s s oon et
=)
Figure B-4
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Appendix C: Specifications

General
Standards |EEE 802.3, 802.3u, 802.3ab, 802.11b, 802.11g and 802.11n
Protocols TCP/IP, PPPoE, DHCP, ICMP, NAT, SNTP
One 10/100/1000M Auto-Negotiation WAN RJ45 port. Four
Ports 10/100/1000M Auto-Negotiation LAN RJ45 ports supporting
Auto MDI/MDIX. One USB2.0 port
10BASE-T: UTP category 3, 4, 5 cable (maximum 100m)
EIA/TIA-568 100Q STP (maximum 100m)
Cabling Type 100BASE-TX: UTP category 5, 5e cable (maximum 100m)
A\ EIA/TIA-568 100Q STP (maximum 100m)
T000BASE-TX: UTP category 5, 5e cable (maximum 100m)
EIA/TIA-568 100Q) STP (maximum 100m)
LEDs Power, System, WLAN, WAN, LAN (1-4), USB, WPS
Safety & Emissions | FCC
Wireless
Frequency Band 2.4~2.4835GHz

Radio Data Rate

11n:up to 300Mbps (Automatic)
119:54/48/36/24/18/12/9/6Mbps (Automatic)
11b:11/5.5/2/1Mbps (Automatic)

Channels

13

Frequency Expansion

DSSS(Direct Sequence Spread Spectrum)

Modulation

DBPSK, DQPSK, CCK, OFDM, 16-QAM, 64-QAM

Security

WEP/WPA/WPA2/WPA2-PSK/WPA-PSK

Sensitivity

270M: -68dBm@10% PER;
130M: -68dBm@10% PER
108M: -68dBm@10% PER;
54M: -68dBm@10% PER
11M: -85dBm@8% PER;

6M:  -88dBm@10% PER
1M:  -90dBm@8% PER

RF Power

20dBm (max)

Antenna Gain

3dBi per antenna (3)

Environmental and Physical

Temperature

Operating : 0°C~40°C (32°F~104°F)

Storage: -40°C~70°C(-40°F~158°F)

Humidity

Operating: 10% - 90% RH, Non-condensing

Storage: 5% - 90% RH, Non-condensing




Appendix D: Glossary

* 802.11n - 802.11n builds upon previous 802.11
standards by adding MIMO (multiple-input multiple-
output). MIMO uses multiple transmitter and
receiver antennas to allow for increased data
throughput via spatial multiplexing and increased
range by exploiting the spatial diversity, perhaps
through coding schemes like Alamouti coding.
The Enhanced Wireless Consortium (EWC) [3]
was formed to help accelerate the IEEE 802.11n
development process and promote a technology
specification for interoperability of next-generation
wireless local area networking (WLAN] products.

*» 802.11b - The 802.11b standard specifies a
wireless networking at 11 Mbps using direct-
sequence spread-spectrum (DSSS) technology
and operating in the unlicensed radio spectrum
at 2.4GHz, and WEP encryption for security.
802.11b networks are also referred to as Wi-Fi
networks.

* 802.11g - Specification for wireless networking at
54 Mbps using direct-sequence spread-spectrum
(DSSS) technology, using OFDM modulation and
operating in the unlicensed radio spectrum at
2.4GHz, and backward compatibility with IEEE
802.11b devices, and WEP encryption for
security.

* DDNS (Dynamic Domain Name System) - The
capability of assigning a fixed host and domain
name to a dynamic Internet IP Address.

* DHCP (Dynamic Host Configuration Protocol) -
A protocol that automatically configure the TCP/
IP parameters for the all the PC(s) that are con-
nected to a DHCP server.



* DMZ (Demilitarized Zone) - A Demilitarized Zone
allows one local host to be exposed to the Internet
for a special-purpose service such as Internet
gaming or videoconferencing.

* DNS (Domain Name System) - An Internet
Service that translates the names of websites into
IP addresses.

* Domain Name - A descriptive name for an
address or group of addresses on the Internet.

* DSL (Digital Subscriber Line) - A technology that
allows data to be sent or received over existing
traditional phone lines.

* ISP (Internet Service Provider) - A company that
provides access to the Internet.

* MITU (Maximum Transmission Unit) - The size in
bytes of the largest packet that can be transmit-
ted.

* NAT (Network Address Translation) - NAT
technology translates IP addresses of a local area
network to a different IP address for the Internet.

* PPPoE (Point to Point Protocol over Ethernet) -
PPPoE is a protocol for connecting remote hosts
to the Internet over an always-on connection by
simulating a dial-up connection.

* SSID - A Service Set Identification is a thirty-two
character (maximum) alphanumeric key
identifying a wireless local area network. For the
wireless devices in a network to communicate
with each other, all devices must be configured
with the same SSID. This is typically the
configuration parameter for a wireless PC card.
It corresponds to the ESSID in the wireless
Access Point and to the wireless network name.



* WEP (Wired Equivalent Privacy) - A data privacy
mechanism based on a 64-bit or 128-bit or
152-bit shared key algorithm, as described in the
IEEE 802.11 standard.

* Wi-Fi - A trade name for the 802.11b wireless
networking standard, given by the Wireless
Ethernet Compatibility Alliance (WECA, see
http: / /www.wi-fi.net), an industry standards
group promoting interoperability among 802.11b
devices.

* WLAN (Wireless Local Area Network]) - A group
of computers and associated devices communi-
cate with each other wirelessly, in which network
serving users are limited in a local area.



