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FCC STATEMENT

FS

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one or more of the following

measures:

e Reorient or relocate the receiving antenna.
e Increase the separation between the equipment and receiver.

e  Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

e  Consult the dealer or an experienced radio/ TV technician for help.

This device complies with part 15 of the FCC Rules. Operation is subject to the following two

conditions:
1) This device may not cause harmful interference.

2) This device must accept any interference received, including interference that may cause
undesired operation.

Any changes or modifications not expressly approved by the party responsible for compliance
could void the user’s authority to operate the equipment.

Note: The manufacturer is not responsible for any radio or TV interference caused by
unauthorized modifications to this equipment. Such modifications could void the user’s authority
to operate the equipment.

FCC RF Radiation Exposure Statement:

This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled
environment. This device and its antenna must not be co-located or operating in conjunction with
any other antenna or transmitter.

“To comply with FCC RF exposure compliance requirements, this grant is applicable to
only Mobile Configurations. The antennas used for this transmitter must be installed to
provide a separation distance of at least 27 cm from all persons and must not be co-located or

operating in conjunction with any other antenna or transmitter.”

Note: Operations are restricted to indoor usage only.



CE Mark Warning

C€15880

This is a class B product. In a domestic environment, this product may cause radio interference, in

which case the user may be required to take adequate measures.
National Restrictions

This device is intended for home and office use in all EU countries (and other countries following

the EU directive 1999/5/EC) without any limitation except for the countries mentioned below:

Country Restriction Reason/remark

General authorization required for outdoor use and
Bulgaria None
public service

Outdoor use limited to  Military Radiolocation use. Refarming of the 2.4 GHz

10 mW e.i.r.p. within band has been ongoing in recent years to allow current

France
the band 2454-2483.5 relaxed regulation. Full implementation planned 2012
MHz
If used outside of own premises, general authorization is
Italy None
required
General authorization required for network and service
Luxembourg None
supply(not for spectrum)
This subsection does not apply for the geographical area
Norway Implemented
within a radius of 20 km from the centre of Ny-Alesund
Russian Federation None Only for indoor applications
5150-5250 MHz
Country Restriction Reason/remark
Bulgaria Not implemented Planned
Croatia License required
General authorization required if used outside own
Italy

premises




General authorization required for network and service

Luxembourg None
supply (not for spectrum)
Russian Federation No info
5250-5350 MHz
Country Restriction Reason/remark
Not Planned
Bulgaria
implemented
Croatia License required
General authorization required if used outside own
Italy
premises
General authorization required for network and service
Luxembourg None
supply (not for spectrum)
Russian Federation No info
5470-5725 MHz
Country Restriction Reason/remark
Not Planned
Bulgaria
implemented
Relevant+ provisions for the implementation of DFS
France mechanism described in ETSI standard EN 301 893
V1.3.1 and subsequent versions
General authorization required if used outside own
Italy
premises
General authorization required for network and service
Luxembourg None
supply (not for spectrum)
Russian Federation  No info

Turkey

Not implemented

Defence systems

Note: Please don’t use the product outdoors in France.

Canadian Compliance Statement

This device complies with Industry Canada license-exempt RSSs. Operation is subject

to the following two conditions:



(1) This device may not cause interference, and

(2)This device must accept any interference, including interference that may cause undesired
operation of the device.

Le présent appareil est conforme aux CNR d'Industrie Canada applicables aux appareils radio exempts
de licence. L'exploitation est autorisée aux deux conditions suivantes :

(1) l'appareil nedoit pas produire de brouillage, et

(2) l'utilisateur de I'appareil doit accepter tout brouillage radioélectrique subi, méme si le brouillage

est susceptible d'en compromettre le fonctionnement.

To reduce potential radio interference to other users, the antenna type and its gain should be so
chosen that the equivalent isotropically radiated power (e.i.r.p.) is not more than that permitted for

successful communication.

The device for the band 5180-5240 MHz is only for indoor usage to reduce potential for
harmful interference to co-channel mobile satellite systems.

les dispositifs fonctionnant dans la bande 5180-5240 MHz sont réservés uniquement pour
une utilisation a I'intérieur afin de réduire les risques de brouillage préjudiciable aux
systemes de satellites mobiles utilisant les mémes canaux.

Industry Canada Statement

Complies with the Canadian ICES-003 Class B specifications.

Cet appareil numérique de la classe B est conforme a la norme NMB-003 du Canada.

CAN ICES-3 (B)/NMB-3(B)
Radiation Exposure Statement:

This equipment complies with IC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance 32cm
between the radiator & your body.

D € claration d’exposition aux radiations:

Cet € quipement est conforme aux limites d’exposition aux rayonnements IC € tablies pour un
environnement non contrdl € . Cet € quipement doit € tre install € et utilis € avec un minimum
de 32 cm de distance entre la source de rayonnement et votre corps.
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Safety Information

® When product has power button, the power button is one of the way to shut off the product;
when there is no power button, the only way to completely shut off power is to disconnect the
product or the power adapter from the power source.

® Don't disassemble the product, or make repairs yourself. You run the risk of electric shock and
voiding the limited warranty. If you need service, please contact us.

® Avoid water and wet locations.

® Adapter shall be installed near the equipment and shall be easily accessible.

® The plug considered as disconnect device of adapter.

This product can be used in the following countries:
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TID-LINK® TP-LINK TECHNOLOGIES CO., LTD

DECLARATION OF CONFORMITY

For the following equipment:

Product Description: AC3200 Wireless Tri-Band Gigabit Router
Model No.: Archer C3200

Trademark: TP-LINK

We declare under our own responsibility that the above products satisfy all the technical
regulations applicable to the product within the scope of Council Directives:

Directives 1999/5/EC, Directives 2004/108/EC, Directives 2006/95/EC, Directives 1999/519/EC,
Directives 2011/65/EU

The above product is in conformity with the following standards or other normative documents
EN 300 328 V1.8.1

EN 301 489-1 V1.9.2 & EN 301 489-17 V2.21

EN 55022: 2010 + AC: 2011

EN 55024: 2010

EN 61000-3-2: 2006 + A1: 2009 + A2: 2009

EN 61000-3-3: 2013

EN 60950-1: 2006 + A11: 2009 + A1: 2010 + A12: 2011

EN 50385: 2002

EN 301 893 V1.71

The product carries the CE Mark:

C€15880

Person responsible for making this declaration:

Yang Hongliang
Product Manager of International Business

Date of issue: 2015

TP-LINK TECHNOLOGIES CO., LTD.

Building 24 (floors 1, 3, 4, 5), and 28 (floors 1-4) Central Science and Technology Park, Shennan Rd,
Nanshan, Shenzhen, China
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Chapter 1. Get to Know About Your Router

1.1 Product Overview

The Archer C3200 AC3200 Wireless Tri-Band Gigabit Router integrates 4-port Switch, Firewall,
NAT-router and Wireless AP. Powered by 3x3 MIMO technology, this router delivers exceptional
range and speed, which can fully meet the need of Small Office/Home Office (SOHO) networks and
the users demanding higher networking performance. Your wireless connections are radio band
selectable to avoid interference in your area, and the four built-in Gigabit ports supply high-speed
connection to your wired devices.

Incredible Speed

The Archer C3200 provides up to 3200Mbps wireless connection with other wireless clients. The
incredible speed makes it ideal for handling multiple data streams at the same time, which ensures
your network stable and smooth. The performance of this 802.11ac wireless router will give you the
unexpected networking experience at speed much faster than 802.11n. It is also compatible with all
IEEE 802.11n, IEEE 802.11a, IEEE 802.11b and IEEE 802.11g products.

Multiple Security Protections

With multiple protection measures, including SSID broadcast control and wireless LAN
64/128/152-bit WEP encryption, Wi-Fi Protected Access (WPA2- PSK, WPA- PSK), as well as
advanced Firewall protections, the Archer C3200 provides complete data privacy.

Flexible Access Control

The Archer C3200 provides flexible access control, so that parents or network administrators can
establish restricted access policies for children or staff. It also supports Virtual Server and DMZ host
for Port Triggering, and then the network administrators can manage and monitor the network in real
time with the remote management function.

Simple Installation

Since the router is compatible with virtually all the major operating systems, it is very easy to
manage. Quick Setup Wizard is supported and detailed instructions are provided step by step in
this user guide. Before installing the router, please look through this guide to know all the router’s
functions.

1.2 Conventions

The router or Archer C3200 mentioned in this guide stands for Archer C3200 AC3200 Wireless

Tri-Band Gigabit Router without any explanation.
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1.3 Main Features

» Complies with IEEE 802.11ac.

» One 10/100/1000M Auto-Negotiation RJ45 Internet port, four 10/100/1000M Auto-Negotiation
RJ45 Ethernet ports, supporting Auto MDI/MDIX.

» Provides a USB 3.0 port and a USB 2.0 port supporting file sharing and print server.
»  Provides WPA/WPA2, WPA-PSK/WPA2-PSK authentication, TKIP/AES encryption security.

» Shares data and Internet access for users, supporting Dynamic IP/Static IP/PPPoE/PPTP/

L2TP Internet access.

» Supports simultaneous 2.4GHz and 5GHz connections for 3200Mbps of total available
bandwidth.

»  Supports Virtual Server, Special Application and DMZ host.

Y

Supports UPnP, Dynamic DNS, Static Routing.

Y

Provides Automatic-connection and Scheduled Connection on certain time to the Internet.
Built-in NAT and DHCP server supporting static IP address distributing.

Supports Parental Control and Access Control.

Connects Internet on demand and disconnects from the Internet when idle for PPPOE.
Provides WEP encryption security and wireless LAN ACL (Access Control List).

Supports Flow Statistics.

Supports IPv6.

vV VYV VYV VvV Y VYV V

Supports firmware upgrade and Web management.
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1.4 Panel Layout

141 Front Panel

-
ol
e
TN TS
T T
T e
T N
ol
T
N
T N N

The router’s LEDs are located on the front panel (View from left to right).

Name Status | Indication
Flashing | The router is booting or upgrading.
(Power) On The router has booted.
Off Power is off.
On 2.4GHz wireless is working properly.
(2.4GHz . o
Wireless) Off 2.4GHz wireless is disabled.
On 5GHz-1 wireless is working properly.
(5GHz-1 . -
Wireless) Off 5GHz-1 wireless is disabled.
On 5GHz-2 wireless is working properly.
5GHz-2
Wirele(ss) Off 5GHz-2 wireless is disabled.
On There is device(s) connected to the Ethernet (1/2/3/4) port(s).
(Ethernet) Off No any device is connected to the Ethernet (1/2/3/4) port.
Blue The Internet port is connected, and the Internet is accessible.
int . Orange | The Internet port is connected, but the Internet is inaccessible.
(Internet) Off The Internet port isn’t connected, and the Internet is
inaccessible.
Flashin WPS button on the router is pressed, and the router is trying to
9 | connect a wireless device to its network via WPS.
(WPS) On The connection via WPS is successful.
Off The connection via WPS fails.
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The router is identifying the device connected to the USB 2.0

Flashing
ort.
(USB 1) P . -
On The device is identified successfully.
Off No device is connected to the USB 2.0 port.
Flashing 'Fl)'gr(_at router is identifying the device connected to the USB 3.0
(UsB 2) ——
On The device is identified successfully.
Off No device is connected to the USB 3.0 port.
& Note:

After a device is successfully added to the network by WPS function, the WPS LED will keep on
for about 5 minutes and then turn off.

The following buttons are also located on the front panel (View from left to right).

> (Wi-Fi): Pressing this button for 2 seconds enables or disables the Wi-Fi function.

> (WPS): Pressing this button for less than 5 seconds enables the WPS function. If your

client devices, such as wireless adapters, that support Wi-Fi Protected Setup, then you can

press this button to quickly establish a connection between the router and client devices and

automatically configure wireless security for your wireless network.

> (LED On/Off): Pressing this button for 2 seconds turns all LEDs on or off.

1.4.2 Rear Panel

Figure 1-1 Rear Panel sketch

The following parts are located on the rear panel (View from left to right).

> Reset: Pressing this button for about 8 seconds enables the Reset function.

-4 -
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YV V V VY V VY

USB 2.0: The USB 2.0 port connects to a USB 2.0 storage device or a USB 2.0 printer.
Internet: This port is where you will connect the DSL/cable Modem, or Ethernet.
Ethernet (1, 2, 3, 4): These ports (1, 2, 3, 4) connect the router to the local PC(s).
USB 3.0: The USB 3.0 port connects to a USB 3.0 storage device or a USB 3.0 printer.
Power On/Off: The switch for the power.

Power: The Power socket is where you will connect the power adapter. Please use the
power adapter provided.
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Chapter 2. Connect Your Router

2.1

2.2

2.3

1.

System Requirements

Broadband Internet Access Service (DSL/Cable/Ethernet)

One DSL/Cable Modem that has an RJ45 connector (which is not necessary if the router is

connected directly to the Ethernet)
PCs with a working Ethernet Adapter and an Ethernet cable with RJ45 connectors
TCP/IP protocol on each PC

Web browser, such as Microsoft Internet Explorer, Mozilla Firefox or Apple Safari
Installation Environment Requirements

Place the router in a well-ventilated place far from any heater or heating vent

Avoid direct irradiation of any strong light (such as sunlight)

Keep at least 2 inches (5 cm) of clear space around the router

Operating Temperature: 0°C~40°C (32°F~104°F)

Operating Humidity: 10%~90%RH, Non-condensing
Connect Your Router

Connect your router as shown in the figure below. The electrical outlet shall be installed near

the device and shall be easily accessible.
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& Note:

If your Internet connection is through an Ethernet cable from the wall instead of through a
DSL / Cable / Satellite modem, connect the Ethernet cable directly to the router’s Internet

port.

Verify that the following LEDs are on and stable before continuing with the configuration:

& Note:

If the 2.4GHz, 5GHz-1, and 5GHz-2 LEDs are off, press the Wi-Fi button for about 2

seconds, then check the LEDs again in a few seconds.

Connect your computer to the router.
Option 1: Wired

Turn off the Wi-Fi on your computer and connect the devices as shown below.
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Option 2: Wireless

Connect wirelessly by using the SSID (network name) and Wireless Password printed on the
product label at the bottom of the router.

Option 3: Via WPS

If your computer or wireless adapter has a physical WPS button, you can use the WPS button
to quickly connect the router.

1. Press the WPS button on the router for 1 second.

2. Within 2 minutes, press the WPS button on your computer or wireless adapter for 2
seconds.

The WPS LED flashes for two minutes during the WPS process. When the WPS LED is
on, the client device has successfully connected to the router.
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Chapter 3. Log into Your Router

1.

If the TCP/IP Protocol on your computer is set to the static (fixed) IP address, you need to

change it to obtain an IP address automatically.

Enter http://tplinkwifi.net or http://192.168.0.1 in the address bar of a web browser.

| Address | hittp://tplinkwifi.net v B

Use admin for both username and password, and click Login.

& Note:
If the above screen does not pop up, it means that your Web-browser has been set to a proxy.
Go to Tools menu>Internet Options>Connections>LAN Settings, in the screen that

appears, cancel the Using Proxy checkbox, and click OK to finish it.

Create a new username and password for subsequent login.
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Chapter 4. Set Up Internet Connection

4.1 Quick Setup

The Quick Setup Wizard will guide you through the process to set up your router to access

the Internet.

411 Use the Quick Setup with Auto-detection

| want to:

How can |
do that?

Automatically set up my router to access the Internet.

Note: If you need the IPv6 Internet connection, please refer to the section of

Manually Specify IPv6 Internet Connections.
Example:

My Internet service provider (ISP) provided me Dynamic IP as the Internet
connection type. | want to quickly configure my router for Internet connection.

1. Visit http://tplinkwifi.net, and log in with the password you set for the router.

2. Click Quick Setup on the top of the page, select your Region and Time Zone
from the drop-down list and click Next.

Region and Time Zone

Region: -Please Select- -

Time Zone: -Please Select- b4

3. Click Auto Detect and the router will detect your connection type
automatically.

Note:

You can also choose the connection type manually. If you use DSL line and you
are only provided an account name and a password by your ISP, choose PPPoE.
If you use cable TV or fiber cable, choose Dynamic IP. If you are provided more
information such as IP address, Subnet Mask and Default Gateway, choose Static

IP. Contact your ISP if you are not sure about the Internet connection information.

-10 -
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Internet Connection Type

Region and Time Zone

30%
O Dynamic IP
O Static 1P
O PPPoE
O L2TP

O PPTP

In this case, the router automatically detects Dynamic IP as the connection
type. Click Next.

Static 1P

PPPoE

PRTR

Follow the instructions on the page to decide whether to clone MAC Address.
Click Next.

If you gelact Clane MAC Address. Please maka gurs the MAC Address of this computer ie régisterad

with your 15P before dicking Next

-11 -
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Configure your wireless settings and click Next.

Note:

»

You may customize your 2.4GHz/5GHz SSID and password. Once done, the
wireless connection will disconnect automatically, and you must then use the
new SSID/password to regain access to the Internet.

Tick "Hide SSID" if you want to hide this wireless network name.

Confirm the information and click Save.

-12-
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Internet Connection Type Wwireless Settings
Region and Time Zone Summary
Region: United States
Time Zone: (GMT-07:00) Mountain Time (US & Canada); Arizona
Internet Connection Type: Dynamic IP
Wireless 2.4GHz: Enabled
Wireless Network Name (SSID): ~ TF-LINK_FFFF
Password: 12345670
Wireless 5GHz-1: Enabled
Wireless Netwaork Name (SSID): TP-LINK_FFFE_5G
Password: 12345670
Wireless 5GHz-2: Enabled
Wireless Network Name (55ID):  TP-LINK_FFFD_5G
Password: 12345670

8. Click Test Internet Connection.

If you successfully connect to the Internet, the screen will display as follows.

Congratulatic

Success!

Click Finish te &nd the Quick Setup process,

Completed!  Success! Now your computer and WiFi device can connect to the Internet!

You can connect your computer to the router's LAN port using an Ethernet cable to
join the local area network. You can also find and select the wireless network
name on your WiFi device to join the WiFi network.
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4.2 Manual Setup

Select Basic > Internet and you can check your current Internet connection settings. You can
also modify the settings according to the service information provided by your ISP.

421 Manually configure your Internet Connection Settings

| want to:  View and manually modify the router's Internet connection settings.

Example:

After | finish the Quick Setup, | still cannot connect to the Internet, so | want to

check and modify the settings.

How can | 1. Visit http://tplinkwifi.net, and log in with the password you set for the router.

dothat? 5 ciick Basic on the top of the page, and then click Internet on the left to enter
the setting page.

3. Select your Internet connection type from the drop-down list.

Internet

Internet Connection Type: Dynamic IP -

Note: If you are unsure what your connection type is, click Auto Detect. Since
different connection types need different cables and connection information, you

can also refer to the demonstrations in Step 3 to judge your connection type.

4. Follow the instructions on the page to continue the configuration. Parameters
on the figures are just used for demonstration.

» If you choose Dynamic IP, you need to select whether to clone the MAC
address. Dynamic IP users are usually equipped with cable TV or fiber cable.
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Internet

Internet Connection Type: Dynamic [P v

@ Do NOT Clone MAC Address

O Clone Current Computer MAC Address

Note: If you are not sure which Internet Connection Type you have, use Auto Detect or contact your
Internet Service Provider (ISP) for assistance.

» If you choose Static IP, enter the information provided by your ISP in the
corresponding fields.

Internet

Internet Connection Type: Static IP v

IP Address: 192.168.203.218

Subnet Mask: 255.255.255.0

Default Gateway: 192.168.203.219

Primary DNS: 192.168.203.254

Secondary DNS: 192.168.202.254 (Optional)

MNote: If you are not sure which Internet Connection Type you have, use Auto Detect or contact your
Internet Service Provider (ISP) for assistance.

» If you choose PPPoE, enter the username and password provided by your
ISP. PPPoE users usually have DSL cable.
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Internet

Internet Connection Type: PPPoE v
Username: 075504673554@163.gd
Password: I

Mote: If you are not sure which Internet Connection Type you have, use Auto Detect or contact your
Internet Service Provider (ISP) for assistance.

» If you choose L2TP, enter the username and password and choose the
Secondary Connection provided by your ISP. Different parameters are
needed according to the Secondary Connection.

Internet

Internet Connection Type: L2TP v

Username: 12tp

Password: T

Secondary Connection: @ DynamicIP O Static IP

VPN Server IP/Domain Name: 192.168.202.254

MNote: If you are not sure which Internet Connection Type you have, use Auto Detect or contact your
Internet Service Provider (ISP) for assistance.

» If you choose PPTP, enter the username, password and choose the
Secondary Connection provided by your ISP. Different parameters are
needed according to the Secondary Connection.
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Internet

Internet Connection Type: PFTP w

Username: pptp

Password: LR

Secondary Connection: @® DynamicIP O Static IP

VPN Server IP/Domain Name: 192.168.202.254

Note: If you are not sure which Internet Connection Type you have, use Auto Detect or contact your
Internet Service Provider (ISP) for assistance.

5. Click Save to make the settings take effect. To check your Internet connection,
click Network Map on the left of the page.

Note:

It may take 1-2 minutes to make the settings valid.

6. After the connection succeed, the screen will display as follows. Here we take
PPPoE as an example.
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2.4G 53G-1 5G-2
Internet Router
Wireless Clients Wired Clients Printer USB Disk
Internet Status: Connected
Connection Type: PPPOE
IP Address: 14.154.225.98

Note:

» If your Internet connection type is "Bigpond Cable", please go to
"Advanced>Network>Internet".

» If you use Dynamic IP and PPPoE and you are provided any other
parameters that are not required on the page, please go to
"Advanced>Network>Internet" to complete the configuration.

» If you still cannot connect to the Internet, refer to Appendix: FAQ for further
instructions.

Completed! Success! Now your computer and WiFi device can connect to the Internet!

You can connect your computer to the router's LAN port using an Ethernet cable to
join the local area network. You can also find and select the wireless network
name on your WiFi device to join the WiFi network.
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Chapter 5.Set up an IPv6 Internet
Connection

| want to: Connect to IPv6 network with information provided by my ISP.

How can | 1
do that?

Visit http://tplinkwifi.net, and log in with the password you set for the router.

2. Click Advanced > IPv6 to log into the configuration page.

IPv6 Inkernet

Enable 1Pva

Intermel Conneschion Type: Dynamic 1P L

IPwf Address:

IFwE Default Gateway:

Addressing Typa: DHEFWG v

() Advanced

IPvG LAN

Aclclriss Typie: 5 ’ OHCPwWE S

Enable RDNSS
[] Enable ULA Frefix
Site Prefix Type = b Sratic

Prohx Delegated WAN Connection:

3. Enable IPv6, and select the Internet connection type provided by ISP.

Tip: If you do not know what your Internet connection type is, contact your
ISP or judge according to already known information provided by your ISP.
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IPv6 Internet

Enable IPvG

Internet Connection Type: Dynamic IP v

IPvE Address:

IPvE Default Gateway: Static IP
Addressing Type: PPPoE
6tod Tunnel
Advanced

4. Fill in information as required by different connection type.

Static IP: Fill in blanks and click Save.

IPv6 Internet

Enable IPve

Internet Connection Type: Static IP v

IPv6 Address:

IPvE Default Gateway: :: (Optional)

Primary IPv6 DNS: - (Optional)

Secondary IPvE DNS: :: (Optional)
Advanced

Dynamic IP: Click Advanced to have more configuration if ISP requires. Click

Save to save the settings and then click Renew to finish the configuration.

IPv6 Internet

Enable IPvE

Internet Connection Type: Dynamic IP v
IPv6 Address:
IPvE Default Gateway:

Addressing Type: DHCPv6 v

Advanced

PPPoE: Fill in the Username and Password. Click Advanced to have more

configuration if ISP requires. Click Save to save the settings and then click

Connect to finish the configuration.
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IPv6 Internet

Enable IPve

Username:
Password:
Confirm password:

Addressing Type:

Advanced

Internet Connection Type: PPPoE -

DHCPvE b d

6to4 Tunnel:

An IPv4 Internet connection type is a prerequisite for this connection

type. (Go to ...for more information.) Click Advanced to have more configuration if

ISP requires. Click Save to save the settings and then click Connect to finish the

configuration.

IPv6 Internet

Enable IPvE

WAN Connection

Internet Connection Type: 6to4 Tunnel v

No available interface

5. Click Save.

6. Configure IPv6 LAN. Leave the rest of the settings as default and click

Save.

Tips: Find Help on the management interface to know more about items.

IPvo LAN

Address Type:

Site Prefix Type:

Prefix Delegated

WAN Connection: ewan_pppoevio

raDvD O DHCPVE Server
[] Enable RDNSS
[] Enable ULA Prefix

) Delegated O Static

7. Click Status to check whether you succeed or not. The following figure is an
example of a successful PPPoE configuration.
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@ mtemet @ IPv4 | IPV6

MAC Address: 00-0A-EB-AC-25-01
2001:c68:202:2111::120/
a4
fe80::eddD:80d2:7f52:6be

£

IP Address:

Default Gateway:
Primary DINS: 2001:c68:202:2111::1
Secondary DNG: 2001:c68:202:2111::2

Connection Type: PPPoE

Tips: Visit FAQ if there is no Internet connection.

Completed! Now your router has successfully connected to IPv6 Internet. Devices can

connect to the Internet wired or wirelessly.

-22 -



(L Clgexyil AC3200 Wireless Tri-Band Gigabit Router

Chapter 6. Bandwidth Control

The Bandwidth Control feature is used to fully utilize your limit bandwidth and optimize the load
respectively. With this feature enabled, you can assign a specific minimum or maximum
bandwidth for each computer, thus minimizing the impact caused when the connection is under

heavy load.

Iwantto: Use an independent bandwidth and enjoy a good Internet experience without
being affected by other users who are sharing the same router.

For example, my roommate and | share 512Kbps Upstream Bandwidth and
8Mbps Downstream Bandwidth via this router, she likes to watch live show and
play online games, which may take up much bandwidth. | don’t want to be
affected, so we agree to equally distribute the bandwidth. Our IP addresses are
192.168.1.101 and 192.168.1.110.

Tips:  To use the bandwidth control feature, you’d better set static IP Address on each
computer to be controlled or configure Address reservation on the router in
order to manage easily. About how to configure address reservation, please
refer to Reserve LAN IP Addresses.

How can | 1. Visit http://tplinkwifi.net, and log in with the password you set for the router.
do that? 2. Go to Advanced > Bandwidth Control page.

Bandwidth Control

Bandwidth Control: M Enable
Total Upstream Bandwidth: 512 kbps
Total Downstream Bandwidth: 8192 kbps
IPTV Bandwidth Guarantee: [] Enable

3. Enable Bandwidth Control.

4. Enter the Total Upstream Bandwidth and the Total Downstream
Bandwidth given by your ISP. (1Mbps=1024Kbps)

5. Click Save to save the settings.

6. Click Add to add controlling rules for each computer respectively.
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Controlling Rules
Add @ Delete

O Description Priority Up{min/max) Down(min/max) Enable Modify

IP Range: 192.168.1.101 - 192.168.1.101
Port Range: 1 - 65535
Protocol: ALL v
Priority: [ v (1 means the highest priority.)
Upstream: 250 to 500
Downstream: 2000 to 4000
[ Enable this entry

» Add arule for 192.168.1.101

IP Range-Enter the IP address. The field can be single IP address or IP
address range according to your demands. When you configure the single
IP address, the computer with this IP address will get independent given
bandwidth. When you configure the IP address range, all computers in the
range will share the given bandwidth.

Port Range-Keep the default settings. The port arrange of TCP protocol or
UDP protocol.

Protocol-Keep the default settings. Or you can choose the TCP protocol or
UDP protocol or both of them.

Priority-Keep the default settings. You can change the value if you want to
first guarantee the bandwidth for one computer. The smaller value has the
higher priority.

Upstream/Downstream-Enter the bandwidth according to your division.
Check to enable this entry and click OK to save the settings.

» Follow the steps above to add a rule for the other computer. And then you
will get the following table.
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Controlling Rules

Add @ Delete
] Description Priority Up{min/max) Down(min/max) Enable Modify
O 192.168.1.110 5 250/500 kbps 2000/4000 kbps
O 192.168.1.101 5 250/500 kbps 2000/4000 kbps

Completed!  Now you have an independent bandwidth.
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Chapter 7. Network Security

7.1  MAC Filtering

This function exploits the uniqueness of the MAC (Medium Access Control) address, a unique
12-digit hexadecimal address (for example, D8:5D:4C:B4:46:EA) of every network device, to
determine if the device can or cannot access your wireless network.

I want to: Prevent unauthorized users from accessing my wireless network by utilizing the
network device’s MAC address and IP address.

For example, | have a computer that is connected to my wireless network. Now,
an unknown device (an intruder) is also using my wireless network, which
affects my Internet speed. | need the following capabilities to control my wireless
network:

1.

2.

3.

4.

Howcanl 1.
do that? 2.

My computer is always allowed to access the wireless network.

The unknown device is not allowed to access the wireless network.

When there are guests, they can use the wireless network with my
permission.

| don’t need to change my network’s password.

Visit http://tplinkwifi.net, and log in with the password you set for the router.
Go to Advanced>Wireless>MAC Filtering. Enable Wireless MAC
Filtering.
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Settings

Enable Wireless MAC Filtering:

Filtering Rules

Select a filtering rule:

@ Block wireless access from the devices in the list belo

Allow wireless access only from the devices in the list below.

Devices List
Add Q Delate
D MAC Address Description Enzble Modify
Devices Online
Refresh Black
) his] Device Name IP Address MAC Address Connection Type
g |andrmoid-bddagozec | 455 4em.4.102 30:39:26:53:A2:52 Wirsless

21fdeef

Use method 1 or method 2 to configure the filtering rules.
» Method 1: block the unknown device (Recommended)

1) Select Block wireless access from the devices in the list below and

Click Save.
2) Select the device(s) to be blocked in the Devices Online table.

Filtering Rules

Select a filkering rule:

@® Bloc

() Allow wireless access only from the devices in the list below.

Devices List
Add ° Delete

j{a] MAC Address Description Enable Modify

Devices Online

Refresh Block:
O | o Device Name IF Address MAC Address Connection Type
¥p
[ 1 | Endreid-bddsBezec | g5 1ep 102 30:39:26:53:42:52 Wireless

21fdesf

3) Click Block above the Devices Online table. The selected devices will
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be added to Devices List automatically.

Filtering Rules

Select = filtering rule:

! Allow wireless access only from the devices in the list below.

Devices List
add @ Delete
i) MAC Address Description Enable Modify
1 |30:33:26:533:A2:52 android-bddagcZocz 1fdesf
Devices Online
Refresh Block
| o Device Name IP Address MAC Address Connection Type

» Method 2: allow the authorized device(s)

1) Select Allow wireless access from the devices only in the list
below and Click Save.

2) Click Add.

3) Enter the MAC Address (You can copy and paste the MAC
Address from Devices Online list if the device is connected to your
wireless network) and the Description of the allowed device.

4) Select the checkbox to enable this entry, and click OK.

Devices List
Add @ Delete

O I MAC Address Description Enable Modify

MAC Address: 94:DE:80:C1:DB:EF
Description: My PC

[ Enable this Entry

Completed!  Now the intruder can no longer access your wireless network.

7.2 Access Control

I want to: Block or allow some specific client devices to access my network (wired or
wireless) using a list of blocked devices or a list of allowed devices.
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How can| 1. Visit hitp:/tplinkwifi.net, and log in with the password you set for the router.
do that? 2. Goto Advanced > Security > Access Control. Enable Access Control.

Access Control

Access Control:

Access Mode

Default Access Mode: ® Blacklist

(0 Whitelist

Devices in Blacklist

Add ° Delete
jisl Device Name MAC Address Madify
Devices Online

Refrash Block
bis] Device Name IP Address MAC Address Connection Type

1 WINT-PC 192.168.1.100 D4:3D:7E:BF:61:5F Wired

O 2 g4en 192.168.1.101 94:DE:80:C1:DB:EF Wirad

3 NC250 192.168.1.103 06:18:78:00:00:07 Wired

3. Select the Access Mode you need and click Save.

» In Blacklist mode, any device (wired or wireless) added to the
Devices in Blacklist will be blocked from accessing your network. It is
recommended to select this mode if you only want to block specific
devices. For specific configurations under this mode, go to Blacklist
Mode.

» In Whitelist mode, only devices (wired or wireless) added to the
Devices in Whitelist will be allowed to access the network. It is
recommended to select this mode if you want to grant exclusive
access to specific devices. For specific configurations under this
mode, go to Whitelist Mode.

v Blacklist Mode
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ACCes5 Mode

Devices in Blackkst

Devices Onlng

[ Cavice Hama [P Address MAC Addrass Comnectian Type

I B 9 Ol : 3 BF F
Lrdan 192.168.1.101 e SRl 1:08:0F
k. o3 Ll

1) Select the device(s) to be blocked.
2) Click Block. The selected device(s) will be added to Devices in
Blacklist automatically.

ACCEsS Mode
wh t
Devices in Blackist
l L e Mo
Ird-ir_ALL 400 =8 CLeD:F
Duavices Online
1 Chae e ' Typs
192.168.1.100 C413007EIBFIE115F Wired
S4en 192.168.1.101 9410180111081 EF Wired
..... Wi

Whitelist Mode

1) Click Add to add a new entry.

2) Enter the Device Name and MAC address (You can copy and paste
the information from Devices Online list if the device is connected to
your network).

3) Click OK.
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Deavice
e Name

Drevice Name:

MAC Address:

Devices in Whitelist

Add c Delete

MAC Address | Modify

94:DE:80:C1:DB:EF

Completed! Now you can block or allow specific client devices to access your network
(wired or wireless) using the Blacklist or Whitelist.

7.3 IP & MAC Binding

IP & MAC Binding, namely, ARP (Address Resolution Protocol) Binding, is used to map network
device's |IP address to its MAC address. This will prevent ARP Spoofing and ARP Attacks by
denying any other device other than the bound one to access the network using the bound IP

address.

I want to:  Prevent ARP Spoofing and ARP Attacks.

How can| 1. Visit http://tplinkwifi.net, and log in with the password you set for the router.
do that? 2. Go to Advanced > Security > IP & MAC Binding. Enable IP & MAC
Binding.
@ [ Settings

Bendng List

ARP L

3. Use method 1 or method 2 to bind device (s).

»  Method 1

: bind the connected device(s)

1)  Select the device to be bound in the ARP List.
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ARP List

Refresh Bind

Device Name MAC Address IP Address Bound Modify
Gden 94:DE:80:C1:DB:EF 192.168.1.101 Unloaded
WIN7-PC D4:30:7E:BF:61:5F i92.168.1.100 Unloaded
NC250 06:18:78:00:00:07 192.168.1.103 Unloaded

2)  Click Bind to add a new binding entry.

Settings
IP B MAC Binding:
Binding List
Add ° Delete
D MAC Address IP Address Status Enable Modify
1 D4:3D:7E:BF:61:5F 192.168.1.100 Bound
ARP List
Refresh Bind
Il j{a] Davice Name MAC Addrass IP Address Bound Maodify
1 G4en S4:DE:B0:C1:DB:EF 192.168.1.101 Unloaded
2 WIN7-PC D4:3D:7E:BF:61:5F 192.168.1.100 Bound
O 3 NCZ250 06:18:78:00:00:07 192.168.1.102 | Unloaded
»  Method 2: bind the unconnected device(s)
1)  Click Add to add a new entry.
Binding List
Add @@ Delete
O 1D MAC Address 1P Address Status Enable Modify
MAC Address: 50:E5:49:1E:06:80
IP Address: 192.168.1.200
[ Enable

2)

Enter the MAC address and IP address that you want to bind.
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3)  Select the checkbox to enable the entry.
4)  Click OK.

Completed!  Now you don’t need to worry about ARP Spoofing and ARP Attacks.
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Chapter 8. IPTV

I want to: Configure the Router to enable Internet Protocol Television (IPTV) Services.

For example, | already bought IPTV service, but this service can only be delivered

through the Internet. Therefore, | need to configure my router first.

How can | 1) Visit http:/tplinkwifi.net, and log in with the password you set for the router.
do that?

2) Click Advanced > Network > IPTV to open the configuration page.

IPTV Settings

IPTV: [] Enable IPTV

Mode: Bridge L4
IGMP Proxy: V3 v

LANT: Internet v
LANZ: Internet v
LANZ: Internet v
LANS: Internet v

3) Enable IPTV function.

4) Select the appropriate mode according to your ISP. If your ISP is not listed and
no other parameters are required, select the Bridge mode and specify
whether each LAN port functions as the Internet supplier or IPTV supplier.

5) Select the IGMP (Internet Group Management Protocol) Proxy version, either
V2 or V3, according to your ISP.

6) Click Save.

Completed! Configurations needed on router is done now! You may need other configurations

on your set-top box before enjoying your TV.
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Chapter 9. USB Settings

This chapter describes how to share and access USB devices connected to the router among

different clients.

The router supports most USB storage devices, such as USB external flash drives and hard

drives, and USB printers, but does not support USB 3G/4G modems.
9.1 Local Storage Sharing
I want to: Share my USB storage devices to different users on the network.

How can| 1. Connectthe USB device
do that? Connect your USB storage device to the router’s USB port directly or via a USB
cable. Wait several seconds until the USB LED becomes solid on.
2. Ensure the USB device is identified by the router
1) Visit http://tplinkwifi.net, and log in with the password you set for the router.
2) Select Basic > USB Settings.
3) Click Scan, then you can see the device’s information.
3. Choose the content you want to share
» Share the whole disk: Leave Share All enabled and you can share all
the content on the USB disk
» Share specific folders:
)  Click to disable Share All.
) Click & 2dd add a new sharing folder.
) According to the location of the folder, select the Volume Name and
Folder Path, then specify the Share Name for the sharing folder.

1

N

3

Folder Sharing

4) Decide the way you share the folder by ticking the boxes below:
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Completed!

In addition:

[ Enable Authentication
[ Enable Write Access

[ Enable Media Sharing

v If you tick Enable Authentication, before accessing the folders you
share, clients have to type in the account name and password that you
set.

v If you tick Enable Write Access, clients can modify the folder.

v If you tick Enable Media Sharing enable, you can play media files on
the folders from DLNA-supported devices on your network.

5) Click OK to make the settings valid.
4. Access the USB disks you share

» Access from your Windows computer:
a) Press Start (“2) + R on the keyboard (or select Start, then click Run)
b) Type the link \\tplinkwifi.net in the dialog box
c) Click OK

» Access from your Mac:
a) Select Go > Connect to Server
b) Type the link smb://tplinkwifi.net as the server address.
c) Click Connect

» Access from your pad:

Use a third-party app for network folders management to access from your
pad.

Now different users on your network can access the content you share on the
USB disk.

1. Modify the Link to the USB storage device

You can also modify the link to the USB disk by specifying the Network/Media
Server Name. For example, if you specify the Network/Media Server Name as
MyShare, you can access the USB disk by \MyShare (smb://MyShare for Mac).
1) Visit http://tplinkwifi.net, then log in with the password you set for the router.
2) Select Basic > USB Settings.

3) Specify the Network/Media Server Name.
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Device Settings

sharing Settings

Wt work Medg Lecoer Mamns

Folder Sharing

4) Click Save.

2. Set up Authentication for Security

You can also set up Authentication to prevent anonymous clients to access your
USB disks.

1) Visit http://tplinkwifi.net, then log in with the password you set for the router.

2) Select Advanced > USB Settings > Folder Sharing.

3) Specify the sharing account according to the instructions on the page.

Sharing Account

4) Click Save.
5) Enable Authentication.
» If you leave Share All enable, click to enable Authentication.

Folder Sharing

» If Share All is disabled, you can enable Authentication for specific folders.

-37-



(L Clgexyil AC3200 Wireless Tri-Band Gigabit Router

Foldar Sharimg

S Colete

Satus | Modl

Valume Mama Salack 3 Folder w

Folder Path

Folder Mams Example_MyPhotos
Enable authantictson
Enahle Write Arcess

Enahla Mada Shanng

3. Detach specific volume

The router can share eight volumes at most. You can click the corresponding /' to
detach the volume you do not need to share.

The figure below shows that the volume named sda1 has been detached.

Device Settings

MyDigit Flash Disk
0 Wialume Narme Capacity

Free Spate Actrve

1 sdal 3.2 6B 3.2 08

Note: » If you use USB hubs, make sure no more than four devices are connected to
the router.

» If the USB storage device requires using bundled external power, make sure
the external power has been connected.

» If you are using USB hard drive, please make sure its file system is FAT32 or
NTFS.

9.2 Remote Access via FTP Server

I want to:  Access to my USB disks outside my local area network.
For example:
v' Share photos and other large files with my friends without logging in to (and
paying for) a photo-sharing site or email system.
v' Get a safe backup for resources | need in a presentation.
Remove the files from my to camera’s memory card from time to time during the
journey.
How can| Premise: Your Router Gets a Public IP

do that? |f your router is assigned by a private IP such as 192.168.x.x or 10.X.X.X, you
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cannot use this function. Follow the steps below to check the IP address of your

router:

1. Visit http://tplinkwifi.net, and log in with the password you set for the router.

2. Click Basic > Network Map on the main menu, click Internet icon to check the
IP Address of the router.

3. |If the IP address is a public address, you can setup remote access via FTP
server by following the steps below:

Note: The IP address is assigned by your ISP.

Setup the FTP server through Internet
1. Connect the USB disk

Connect your USB storage device to the router’s USB port directly or via a USB

cable. Wait several seconds until the USB LED becomes solid on.

2. Enable FTP(via Internet):

1) Visit http://tplinkwifi.net, then log in with the password you set for the router.

2) Select Advanced > USB Settings > Folder Sharing. Tick the box to enable
the feature, then click Save.

Sharing Setting

Network/Media Server Name: Archer_C3200
Enable Access Method Link Port
= Media Server
= Network Neighborhood Warcher_C3200
& FTP ftp://192.168.0.101:21 21
O FTP(via Internet) ftp://0.0.0.0:21 21

Note: On the page, you can get to know and the link of FTP(via Internet). If the
Access Method of FTP is enabled, network users can access the USB disk
connected to the router with the link of FTP; if the Access Method of FTP(via
Internet) is enable, any user with Internet connection can access the USB disk
with the link of FTP(via Internet). It is not suggested that you change the Port.
3. Specify the sharing account

To specify the sharing account, choose Use Default Account or Use New
Account for the access to the USB disk. Click Save.

Sharing Account

Prepare an account for sharing contents. You can use the login account or create a new one.

Account: @ Use Default Account
O Use New Account
Username: admin

Password: {Same as Login Password)

4. Choose the content to share and enable Authentication
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You can choose the content to share as needed and setup Authentication for data

security by following the steps below:

» If you want to share the whole disk, leave Share All enabled, then click
beside Enable Authentication.

» If you do not want to share all the content on the USB disk:

1) Disable Share All by clicking

Folder Sharing

Share All:

Enable Authentication:

Refresh

(o] Folder Name Folder Path Volume Name

1 volume(sdal) G: sdal

2) Click & 4dd to add an entry for the folder you want to share.

Folder Sharing

Share All:
Add @@ Delete

O ID | Folder Name Folder Path SE:?I‘:IQ VI\T;L:HZe Status Modify

3) Fill necessary information and remember to enable Authentication for
specific folders by ticking the box.

Folder Sharing

Folder Path: @i/ My Photos

Folder Hame: Example_MyPhata

Emable Wnte Access

Enable Media Sharing

v If you tick Enable Write Access, clients can modify the folder.

v" If you tick Enable Media Sharing enable, you can play media files on the
folders from DLNA-supported devices on your network.

4) Click Save.

Access your USB disks through the Internet

v" Access from your Windows computer:
a) Press Start (“7) + R on the keyboard (or select Start > Run)
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Completed!

In addition:

Note:

Type ftp://IP_address or domain name of the router (e.g.: fip://59.40.2.243)
in the dialog box and click OK
Type the account name and password you just set for the router.

Access from your Mac:

Select Go > Connect to Server

Type ftp://IP_address or domain name of the router (e.g.: ftp://59.40.2.243)
as the server address and click Connect

Type the account name and password you just set for the router.

Access from your pad:

Use a third-party app for network files management to access.

Note:

To setup a domain name for your router, refer to the chapter of Dynamic DNS.

Now you or your friend can access the folders you share with any computer or pad
with Internet connection.

If the Port is not 21, you have to type it when you access the USB disks through
the Internet. For example, if you set the domain name as MyDomainName.com,
and the Port as 2048, the link should be ftp://MyDomainName.com:2048.

If you use USB hubs, make sure no more than four devices are connected to
the router.

If the USB storage device requires using bundled external power, make sure
the external power has been connected.

If you are using USB hard drive, please make sure its file system is FAT32 or
NTFS.

9.3 Maedia Sharing

| want to:

| want to
know:

How can |
do that?

View photos, play music and watch movies stored on the USB disks directly
from your computer and other DLNA-supported devices.

Do I have DLNA-supported devices?

Your computer supports DLNA. Your pad can be DLNA-supported with
appropriate apps. You may have other DLNA-supported devices at home,
such as TVs, DVD and Blu-ray players, games consoles, digital media
players, photo frames, cameras and more. Be specific, your Xbox and PS2/3.

1.

Visit http://tplinkwifi.net, and log in with the password you set for the router.
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2. Select Advanced > USB Settings > Folder Sharing.

3. Focus on the section of Sharing Settings. Tick the check box to enable the
feature of Media Server. Click Save.

Sharing Settings

Network/Media Server Name: Archer_D20

Enable Access Method Link Port
= Media Server
=4 Network Neighborhood Warcher_D20
=4 FTP ftp://192.168.1.20:21 21
m|

FTP({via Internet) ftp://0.0.0.0:21 21

4. Focus on the section of Folder Sharing.

If the feature of Share All is enabled, all media files on your USB disks are
shared. If you disable Share All, you can tick the box to Enable Media
Sharing for specific folders as shown below:

Folder Sharing

v" If you tick Enable Authentication, before accessing the folders you
share, clients have to type in the account name and password that
you set.

v If you tick Enable Write Access, clients can modify the folder.

Completed! Now all DLNA-supported devices connected to the router can detect the
media files on the USB disks you share:

For example:

Enjoy Media Sharing from Windows Media Player of Windows computers:
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1) Open the Windows Media Player.

2) Click the media server name under the list of Other Libraries.

@-.:J ¥ Archer VA200vl ¢ Music ® AN music
Chgarsse = Steam +  Ceeabe plindnl =
B English Urikriown Artise
# Playlist Unikruirwen Alurm
4 JJ Music Unikrvorwn Adtist
o, Artist Uniknown Genee
() ARum Uniknown Year
) Geerun
B Videot
=] Pictures Usiknawn Alburm
= Recorded Tv h Unknown Astist
Tnknrwn (srrar
_l!’ Crbaer Libirarses. [T T -
4 [ Archer DX
* J3 Music
o, Anist Uniknown Alburm
) Alkearn Wriksrrerwen Astrid
) Genre Usnikritrwm Geran
[ Videos Uriknown Yeae
= Pictures
&1 Recorded TV

3) You can directly view photos, play music and watch movies that you share
from the USB disks.

Note: Windows system is usually equipped with Windows Media Player.

9.4 Printer Sharing

I want to: Different computers on the same network share a print.
How can| Step 1 Connect the Printer
do that?

Cable the printer to the USB port with the USB cable.

r—
L . —
Ro‘llcr
- ——————_—_—— -
| |
Computers USE Printer

Step 2 Enable the Print Server

1. Visit http://tplinkwifi.net, and log in with the password you set for the router.

-43 -



(L Clgexyil AC3200 Wireless Tri-Band Gigabit Router

2. Click Basic > USB Settings > Print Server

3. Make sure the Print Server is enabled and the printer is detected by the router.

Print Server

Enable Prrd Server

Prater Niams MO&6200 sares

Motes

Note: You can check Printer Compatibility List to verify whether your printer is
supported by the Router. Printers unlisted may be incompatible with the router. To

get the list, visit http://www.tp-link.com/app/usb/.

Step 3 Install the Driver of the Printer

You should install the driver of the printer on each computer that needs printer

service.
If you do not have the driver, contact the printer manufacturer.
Step 4 Install the TP-LINK USB Printer Controller Utility

Download and Install the TP-LINK USB Printer Controller Utility on each computer
that needs printer service. You can get the utility from this page
http://www.tp-link.com/app/usb/.

Note: PC Utility is for Windows computer and Mac Utility is for Mac computer.
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"Printer Sharing

Enjoy wireless printing with multiple
devices in your home or office netwark.

W How to Set-up? ?q
" Printer Compatibility List =

Skl
 PC Utility q/ _

wp Mac Utility >

Supported Routers: Archer C9, Archer C8, Archer C7, Archer C5, Archer
C2, Archer C20i, TL-WDR4900, TL-WDR3500, TL-WDR4300, TL-
WDR3600, TLAWR2543ND, TLWR1043ND, TL-WR1042ND, TL-WRS42ND
Supported ADSL Modem Routers: Archer D7, TD-W8980, TD-Wa970, TD-
VG3631, TD-WB968

Step 5 Set up the Printer as Auto-Connect Printer.

1. Double-click the icon on your desktop to launch the USB Printer

Controller.

2. Highlight the printer you want to share.

& TP-LINK USE Printer Controller [ EaNs] ™

System  Tecols  About r)
r - Ly ™
& 3 e e v = TL-WDR4300 - 192.166.0.1

Configure Auto-Connect Connect for Digconnect

Server for Printing Scanning Scanning F MFP - Canon - MGE200 sares

------ <« TLWDR4300- 192.162.0 1
| MR - Canan - MEiE200 seiies |

Windows Mac

3. Click the Auto-Connect for printing tab to pull down a list, then select Set
Auto-Connect Printer.

= TRAINKUSE Printes Contreer
yitem  Togh  abogt

B & - %X =
Aol prwesci Ciwwrnct dai
|

- TLWD
-‘I.l

Windows
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TP-Link USE Printer Controller

TL
= f + Set Auto-Connect Printer

= Delete Auto-Connect Printer

Close

Mac

4. Select the name of the printer you want to share, and then click Apply.

< Irestalled Prindar List >

Printer Name
i:“:'il Fax
[ & Canon MGE200 series Prinker XPS

Windows
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Completed!

ADB TP-Link LISE Printer Controller

v <= TL-WDR4300 - 192,
= . Add to Auto-Connect Printer List

Installed Printer List
10.10.10.180

EPSOM Stylus Phota 720-f97e12

HP Deskjet 1000 J110 series
HP Deskjet 1000 110 series-1

oo ] [ came |

Mac

After successful setting, you will see the printer marked as Auto-Connect Printer.

Then you can print with this printer

L i

3 [

B & =& % @

B Cornid
It Prrtiree; Seareng

e TLAWDREAN - 19216801
o MFE Canon - MIGE0 seres] (SN anel |

Windows

(@00 TP-Link USB Printer Controller

;.~ MFP - Canon - MGE200 mnanMMnnnmm Prirtar]

Mac
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In addition: g with the TP-LINK USB Printer Controller:

The Print Server can also allow different clients to share the scan feature of MFPs
(Multi-Function Printers). To scan with TP-LINK USB Printer Controller,
right-click the printer and then select Network Scanner. Then, a scanning window

will pop up. Finish the scanning process following instructions of the window.
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Chapter 10. Parental Controls

This function allows you to block inappropriate, explicit and malicious websites; restrict
access by certain times of day (for example, client devices can only visit www.tp-link.com
during office hours); and at the same time it protects every device on your home network
against malware and phishing through one central control point.

Iwant to:  Control what types of websites my children or other home network users can
visit and even the times of day they are allowed to access the Internet.

For example, | want to allow my children's devices (e.g. a computer or a tablet)

to access only the following websites, www.tp-link.com and Wikipedia.org, from
18:00 (6PM) to 22:00 (10PM) on weekdays and not other times.

How can | 1. Visit http:/tplinkwifi.net, and log in with the password you set for the router.
do that? 2. Go to Basic or Advanced > Parental Controls. Enable Parental Controls.

Parental Controls

Devices Under Parental Contrals

Content Restriction

attnéhan # WSl

3. Click Add to add a restriction entry
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ID | Device Name | MAC Address | Access  Description | Status Madify

Device Name:

MAC Address:

Internet Access Time: "Z[)

Drescription:

@ Refresh Q Add e Delate

Intermet

Time

Baen View Existing Device

84;0E:80.C1.DB.EF

¥ Enable

EIEs

4. Click View Existing Devices, and click & to select the device to be
controlled in the new window. Or, enter the Device Name and MAC
Address manually.

Click the ' icon to set the Internet Access Time. Drag the cursor over the
appropriate cell(s) and click OK.

0:00
1:00
200
300
4:00
5:00
6:00
700
5:00
2:00
10:00
11:00
12:00
13:00
14:00
15:00
16:00
1700
18:00
12:00
20:00
21:00
22:00
23:00
24:00

. System Time

Note: To reset the Internet Access Time, click Reset.
6. Enter the Description. Select the checkbox to enable this entry and click

OK.
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sfrash add c Delets

Internet
ID | Device Name MAC Address Access |Description| Status Modify
Time

Device Name:
MAC address: 94.DE:80:C1:DBEF
Internet Access Time:

Description:

»  Specify the Content Restriction

Content Restriction

Restriction O Blacklist @& whitelist

Add a New Keyword

www. tp-link. com ° wikipedia °

7. Select the restriction mode.

> In Blacklist mode, the controlled devices cannot access any websites
containing the specified keywords during the Internet Access Time
period.

» In Whitelist mode, the controlled devices can only access websites
containing the specified keywords during the Internet Access Time
period.

8. Click Add a new keyword.

You can add up to 200 keywords for both Blacklist and Whitelist. Below are

some sample entries to allow access.

A. Enter a web address (e.g. www.tp-link.com) or a web address keyword
(e.g. wikipedia) to only allow or block access to the websites containing
that keyword.

B. Specify the domain suffix (eg. .edu or .org) to allow access only to the
websites with that suffix.

C. If you wish to block all Internet browsing access, do not add any
keyword to the Whitelist.

9. Enter a keyword or a website and click Save.

Completed!  Now you can control your children’s Internet access according to your needs.
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Chapter 11. Guest Network

This function allows you to provide Wi-Fi access for guests without disclosing your main
network. When you have guests in your house, apartment, or workplace, you can create a

guest network for them. In addition, you can limit the network authorities for guests to ensure

network security and privacy.
11.1 Create a Network for Guests
I want to: Provide Wi-Fi access for guests without disclosing my main network.

1. Visit http://tplinkwifi.net, and log in with the password you set for the router.
2. Go to Advanced— Guest Network.

How can | do

that?
Settings
Al guiEsts Lo 30oess my 1ocal mebwork
Wireless Settings 2.4GHz | 5GHz-1 | 5GHz-2
Enable Wireless Rado
Wirehess Nebwork Namae (SSID): TP-LIMNKE_Gussl_FFFF Hudie SEID
Sicunty & M WRAMNPAT Pérsond

3. Enable a guest network (2.4GHz, 5GHz-1, or 5GHz), and set the network
SSID and password.

Wireless Settings 2.46Hz | SGHz-1 | SGHZ-2

wirelass Network Name (5510]) Wy Guests Hide 5510
Seecurity: Mo Security

Viersion: Auto

Enerypieon:

Pagsward Passwond_1234
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Note:

1. If you select Hide SSID, your guests and other people need to
manually input this SSID for Wi-Fi access.

2. If you select No Security, your guests and other people don’t need to
enter a password for Wi-Fi access.
4. Click Save.

Completed! Now your guests can access your guest network using the SSID and password
you set.

Tips:

To view guest network information, go to Advanced— Status and click 2.4G,
5G-1 or 5G-2 in the Guest Network section.

11.2 Limit the Network Authorities for Guests

I want to: Limit the network authorities and bandwidth for guests to ensure network

security and privacy.

How can ldo 1. Visit http://tplinkwifi.net, and log in with the password you set for the
that? router.
1. Go to Advanced— Guest Network.

Settings
Al guiEsts b aooess my local mebwork
Wireless Settings 2.4GHz | 5GHz-1 | 5GHz-2
| Enable Wiraless Radw
Wirehess Nebwork Bamae (SSI0) TP-LIMNKE_Gussl_FFFF L Hude SEID
Sicunty CHE 1 WPRANWPAY Pérsonal

2. Limit the network authorities and bandwidth according to your needs.

» Allow guests to see each other

Select this checkbox to allow the clients in your guest network to access
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each other.
» Allow guests to access my local network

Select this checkbox to allow the clients in your guest network to access

your local network, not just Internet access.
3. Click Save.

Completed! Now users in your guest network can enjoy only the network authorities you

assigned.
Tips:

To view guest network information, go to Advanced— Status and click 2.4G,
5G-1 or 5G-2 in the Guest Network section.

-54 -



(L Clgexyil AC3200 Wireless Tri-Band Gigabit Router

Chapter 12. NAT Forwarding

Router’s Network Address Translation (NAT) function protects devices in the local network by
hiding the IP address of each device and use the same public IP address to communicate on the
Internet. But it also brings about the problem that external host cannot initiatively communicate

with the specified device in the local network.

With NAT forwarding the router can penetrate the isolation of NAT and external devices on the
Internet can initiatively communicate with the devices in the local network, thus to realize some

special demands.

TP-LINK router supports four NAT forwarding rules. If two or more rules are set, the priority of

implementation from high to low is Virtual Servers, Port Triggering, UPNP and DMZ.

12.1 Share Local Website on the Internet

I want to:  Share the personal website I've built in my home PC with my friends through the
Internet.
For example: The personal website has been built in my home PC. The PC is
connected to the router with the WAN IP address 218.18.232.154. | hope that
my friends on the Internet can visit my website in some way.

How can| Tip: Two methods are introduced in this section. “Method 1 Though Virtual
do that?  Servers” is relatively more complex to configure but with higher security while
“Method 2 Through DMZ” is easier to configure but with lower security. Please

choose the proper method in accordance with your actual need.

Method 1 Through Virtual Server

1. Check to see the IP address of your PC. Take 192.168.0.100 as an
example. The port of HTTP service is 80.
Tip: The port varies in different service. Please verify the IP address of the
PC as the server and its internal service port. It is recommended to assign a
static IP to the PC. E.g., 192.168.0.100.

2. Visit hitp://iplinkwifi.net, and log in with the username and password you set
for the router.
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Click Advanced ->NAT Forwarding -> Virtual Servers to enter the
configuration page of Virtual Servers.

Click Add and then set the rules of Virtual Server.

You can select one of the two modes to configure: automatic configuration
and manual configuration. The former one is recommended in this

environment.

Mode 1: Automatic Configuration

The Service Type field lists all the common service type. Please click View
Existing Services, and select HTTP in the prompt page. The external port,
internal port and protocol will be automatically filled with contents. Fill in
PC’s IP address 192.168.0.100 in the IP Address field.

Virtual Servers
Add O Delete
[J 1D Service Type Ex;z:rtwal Internal IP  Internal Port  Protocol Status Maodify
Service Type: HTTP
External Port: 8000 (-0 or X))
Internal IP: 192.168.0.100
Internal Port: 80 (X% or Blank ,1-65535)
Protocol: TCP -
™ Enable

Tip:

1. It is recommended to keep the default settings of Internal Port and

Protocol.

2. When HTTP is selected, External Port will be filled with default port 80
automatically. It is recommended to change the port number to 8000 or

8080, etc.

Mode 2: Manual Configuration

If your service is not listed in the Service Type field, please fill in the
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5.

parameters manually. Verify the port that the service type should use. The
following steps are based on the environment mentioned at the beginning.

External Port is provided by router for Internet users. They visit the
website through the WAN |IP address and the external port. This field

can be filled with a single port or a ports range. Here we use 8000.

Internal Port is used by the server PC. The data received by External
Port will be forwarded to Internal Port. You can leave it blank if the

Internal Port is the same as the External Port. Here we use 80.

Enter the server PC’s IP Address into the |P Address field. Here we use

192.168.0.100.

Protocol is the protocol used by the virtual service. Please select ALL if

you aren’t clear which protocol to be used. Here we use TCP.

Click OK to complete the settings.

Method 2 Through DMZ

Tip: If you are not sure which specific port to open, you can use DMZ. When
DMZ is enabled, the DMZ host is exposed to the Internet, which may bring some
potential safety hazard. If DMZ is not in use, please disable it in time.

1.

Verify the host PC’s IP address. For example, 192.168.0.100.

Tip: It is recommended to assign a static IP to your PC.

Visit http://tplinkwifi.net, and log in with the username and password you set

for the router.

Click Advanced ->NAT Forwarding -> DMZ to open the DMZ configuration

page.
DMZ
[ Enable DMZ
DMZ Host IP Address: 192.168.0.100
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Completed!

4. Select the Enable DMZ checkbox.

5. Enter the PC’s IP address 192.168.0.100 into the DMZ Host IP Address

field.

6. Click Save.

If Method 1 Virtual Server is used, the Internet users can enter http:// WAN
IP: External Port (in this example: http:// 218.18.232.154: 8000) to visit your

personal website.

2. If Method 2 DMZ is used, the Internet users can enter http:// WAN IP (in this

example: http:// 218.18.232.154) to visit your personal website.

Tip: Please make sure your WAN IP is a public IP address. As the WAN IP
address is dynamic, you are suggested to register a domain name for your

router, then visit the website using http:// domain name: External Port.

12.2 Share Local Resources on the Internet

| want to:

How can |
do that?

Make my office PC visit and download the files and resources in the home PC
through the Internet.

For example: The home PC is connected to the home router, whose WAN IP
address is 218.18.232.154. The FTP server has been built in the home PC.
Other PCs in the LAN can visit and download the files in the FTP server. Now |
want my office PC connected to the Internet to get the files and resources from
the FTP server.

Tip: Two methods are introduced in this section. “Method 1 Though Virtual
Servers” is relatively more complex to configure but with higher security while
“Method 2 Through DMZ” is easier to configure but with lower security. Please
choose the proper method in accordance with your actual need.

Method 1 Through Virtual Server

1. Check to see the IP address of your PC. Take 192.168.0.100 as an

example. The port of FTP service is 21.

Tip: The port varies in different service. Please verify the |IP address of the

-58 -



(L Clgexyil AC3200 Wireless Tri-Band Gigabit Router

PC as the server and its internal service port. It is recommended to assign a

static IP to the server. E.g., 192.168.0.100.

Visit http://tplinkwifi.net, and log in with the username and password you set

for the router.

Click Advanced ->NAT Forwarding -> Virtual Servers to enter the

configuration page of Virtual Servers.

Configure the Virtual Server rules automatically.

Select FTP in the Service Type list, the parameters will be automatically

filled in the field.

o External Port: the external port of FTP is 21.

e Internal Port: the internal port of FTP is 21.

e |P Address: enter the PC’s IP address into this field manually:

192.168.0.100.

e Protocol: the protocol used in FTP is TCP.

Virtual Servers
Add @@ Delete
[0 10 Service Type Ex;zrr’:al Internal IP  Internal Port  Protocol Status Modify
Service Type: FTP
External Port: 21 (-2 or XX)
Internal IP: 192.168.0.100
Internal Port: 21 (¥¥ or Blank ,1-65535)
Protocol: TCP v
[ Enable

Tip: If you want to configure manually, please refer to “Sharing Personal
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Website in Local Network to the Internet -> Method 1 Through Virtual

Server ->Mode 2 Manual Configuration”.
5. Click OK.

Method 2 Through DMZ

Tip: If you are not sure which specific port to open, you can use DMZ. When
DMZ is enabled, the DMZ host is exposed to the Internet, which may bring some

potential safety hazard. If DMZ is not in use, please disable it in time.
1. Verify the PC’s IP address. For example, 192.168.0.100.
Tip: It is recommended to assign a static IP to your PC.

2. Visit hitp://tplinkwifi.net, and log in with the username and password you set

for the router.

3. Click Advanced ->NAT Forwarding -> DMZ to open the DMZ configuration

page.
DMZ
DMZ: [ Enable DMZ
DMZ Host IP Address: 192.168.0.100

4. Select the Enable DMZ checkbox.

5. Enter the PC’s IP address 192.168.0.100 into the DMZ Host IP Address

field.

6. Click Save to complete the configuration.

Completed! ] ]
If Method 1 Virtual Server is used, the Internet users can enter http:// WAN

IP: External Port (in this example: http:// 218.18.232.154: 8000) to visit your

personal website.
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2. If Method 2 DMZ is used, the Internet users can enter htip:// WAN IP (in this

example: http:// 218.18.232.154) to visit your personal website.

Tip: Please make sure your WAN IP is a public IP address. As the WAN IP
address is dynamic, you are suggested to register a domain name for your

router, then visit the website using http:// domain name: External Port.

12.3 Make Online Game Free from Port Restriction

I wantto:  Make the home PC join the Internet online game without port restriction.

For example: Because of some port restriction, when playing the online games,
users can login normally but cannot join a team with other players. To solve this
problem, you can try to set your PC as a DMZ with all ports opened.

How can |  Tip: If you are not sure which specific port to open, you can use DMZ. When DMZ
do that? is enabled, the DMZ host is exposed to the Internet, which may bring some
potential safety hazard. If DMZ is not in use, please disable it in time.

1. Assign you PC a static IP address, for example 192.168.0.100.

2. Visit hitp://tplinkwifi.net, and log in with the username and password you set

for the router.

3. Click Advanced ->NAT Forwarding -> DMZ to open the DMZ configuration

page.
DMZ
DMZ: [ Enable DMZ
DMZ Host IP Address: 192.168.0.100

4. Select the Enable DMZ checkbox.

5. Enter the PC’s IP address 192.168.0.100 into the DMZ Host |IP Address field.

6. Click Save.
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Completed!  The configuration is completed. You've set your PC to a DMZ host and now you
can make a team to game with other players.

12.4 Make Xbox Online Games Run Smoothly with UPnP

UPNP (Universal Plug and Play) protocol allows the applications or host devices to automatically
find the front- end NAT device and send request to it to open the corresponding ports. With UPnP
enabled, the applications or host devices in the both sides of NAT device can freely communicate
with each other realizing the seamless connection of the network. You may need to enable the
UPnP function if you want to play online games with many friends, realize point-to point
connection, use real-time communication (such as Internet telephony or telephone conference) or

have remote assistance, etc.
Tip:
1. UPnP is enabled by default in this router.
2. Only the application supporting UPnP protocol can use this function.

3. UPnP function needs the support of operating system (e.g. Windows XP/ Windows Vista/
Windows 7/ Windows 8, etc. Some of operating system need to install the UPnP

components).

For example: When you connect your Xbox to the router which has connected to the Internet to
play online games, UPnP will send request to the router to open the corresponding ports allowing
the following data penetrating the NAT to transmit. Therefore, you can play Xbox online games

smoothly.

L L]
a4
L L]
L L]
iy
T

Internet

XBOX LAN WAN

If necessary, you can change the status of UPnP as follows.

1. Visit http://iplinkwifi.net, and log in with the username and password you set for

the router.
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2. Click Advanced ->NAT Forwarding -> UPnP to open the UPnP configuration

page.

3. Toggle on or off according to your needs.

uPnp

UPnP:

UPNP Service List

Client Number: 0 Refresh

D Service Description External Port Protocol  Internal IP Address Internal Port

12.5 More Applications

Virtual Servers

In the configuration page of Virtual Server, you can find some applications in the Service Type.
Click the corresponding option to use the application and refer to the previous examples to

complete the configuration.

Tip: If you want to provide multiple Virtual Server services to the Internet users, please avoid the

port conflict when you add several Virtual Server rules.
o DNS

Build DNS server in the local network to provide domain name resolution service. The DNS server
is composed of the domain name resolver and the domain name server. It saves all the hosts’
domain names and their corresponding IP addresses and can convert the domain name into its IP

address.
e POP3

Build POP3 mail server in the local network to provide mail services. POP3 is mainly used in

receiving mails. When the receiver is offline, the mail server will store these emails until the
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receiver check and get these emails.

o SMTP

Build the SMTP mail server in the local network to provide mail services. SMTP is used to send

and transfer the emails.
e TELNET

Build the Telnet server in the local network to enable the remote visit function of the PC. It allow

the users to log in to the remote host system in local PC.

Port Triggering

Port Triggering is mainly used in Internet games, Internet telephony, Video player, etc.

Tip:

1 According to the need, you can add several rules of Port Triggering in the router.

2. The open ports of different rules should not overlap.

3. One rule can be used only by one host at one time. Other hosts’ request will be rejected.

4. At any time, one host can only use one Port Triggering rule.

Multiple Xboxes playing games at the same time

Set the Port Triggering rules to let the Xboxes connect to the router and work normally on the

Internet.

¢ MSN Gaming Zone

o Dialpad

Dialpad is a kind of toll-free Internet Telephone. After setting the Port Triggering rules, you can

use Dialpad to call your friends all over the world.

e Quick Time 4

Quick Time 4 is the media player of Apple which can be used to play the video of MOV format.
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DMZ

e Not clear about the port number

If you are not sure about which specific port to open for some special applications, such as IP

Camera, database software, etc. you can set your PC as a DMZ host.
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Chapter 13. Customize @ Your Network
Settings

This chapter introduces how to change the default settings or adjust the basic configuration of the

router using the web-based management page.

13.1 LAN Settings

13.1.1 Change the LAN IP address

The router is preset with a default LAN IP 192.168.1.1, which you can use to log in to its
web-based management page. The LAN IP address together with the Subnet Mask also defines
the subnet that the connected devices are on. If the IP address conflicts with another device on

your local network or your network requires a specific IP subnet, you can change it.

1. Visit hitp://tplinkwifi.net, and log in with the password you set for the router.
2. Go to Advanced > Network > LAN page.

DHCP Settings

MAC Address: 00:90:4C:17:F0:00

LAN IPv4: 192.168.0.101

Subnet Mask: 255.255.255.0 A
IGMP Snooping: [ Enable IGMP Snoop ng

3. Type in a new IP Address appropriate to your needs.
4. Select the Subnet Mask from the drop-down list. The subnet mask together with the IP
address identifies the your local IP subnet.

5. Keep IGMP Snooping as enabled by default.
IGMP Snooping is the process of listening to IGMP (Internet Group Management Protocol)

network traffic. The function prevents hosts on a local network from receiving traffic for a

multicast group they have not explicitly joined.

6. You can configure the router’s second IP Address and Subnet Mask for LAN Interface
through which you can also access the web management page.

7. Leave the rest of the default settings as they are.

8. Click Save to make the settings effective.

13.1.2 Use the Router as a DHCP Server

You can configure the router to act as a DHCP server to assign IP addresses to its clients. To use
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the DHCP server function of the router, you must configure all computers on the LAN as "Obtain

an IP Address automatically".

1. Visit hitp://tplinkwifi.net, and log in with the password you set for the router.
2. Goto Advanced > Network > DHCP Server page and select IPv4.
DHCP Server
MAC Address: 00:90:4C:17:F0:00
LAN IPv4: 192.168.0.101
Subnet Mask: 255.255,255.0 hd
IGMP Snooping: 4 Enable IGMP Snooping
DHCP: [/ Enable DHCP
® DHCP Server (O DHCP Relay
IP Address Pool: 192.168.0.100 -/ 192.168.0.199
Address Lease Time: 1440 minutes(1-2880)
Default Gateway: 192.168.0.101 (Optional)
Default Domain: (Optional)
Primary DNS: 0.0.0.0 (Optional)
Secondary DNS: 0.0.0.0 (Optional)

3. Enable DHCP and select DHCP Server.

4. Specify the IP Address Pool, the start address and end address must be on the same subnet
with LAN IP. The router will assign addresses within this specified range to its clients. It is
from 192.168.1.100 to 192.168.1.199 by default.

5. Enter a value for the Address Lease Time.

The Address Lease Time is the amount of time in which a DHCP client can lease its current
dynamic IP address assigned by the router. After the dynamic IP address expires, the user
will be automatically assigned a new dynamic IP address. The default is 1440 minutes.

6. Click Save to make the settings effective.

Note:

1. The router can be configured to work as a DHCP Relay. A DHCP relay is a computer that

forwards DHCP data between computers that request IP addresses and the DHCP server
that assigns the addresses. Each of the device's interfaces can be configured as a DHCP
relay. If it is enabled, the DHCP requests from local PCs will forward to the DHCP server that
runs on WAN side.
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(O DHCP Server @ DHCP Relay

Remote Server Address: ‘ ‘

Mote: You must disable the NAT of the WAN connection or the DHCP Relay configurations may not take
effect!

You can also appoint IP addresses within a specified range to devices of the same type by
using Condition Pool feature. For example, you can assign IP addresses within the range
(192.168.1.50 t0192.168.1.80) to Camera devices, thus facilitating the network management.
Enable DHCP feature and configure the parameters according to your actual situation on
Advanced > Network > LAN Settings page.

13.1.3 Reserve LAN IP Addresses

You can view and add a reserved address for a client. When you specify an IP address for a

device on the LAN, that device will always receive the same IP address each time when it

accesses the DHCP server. If there are some devices in the LAN that require permanent IP

addresses, please configure Address Reservation on the router for the purpose.

1.
2.

3.

o

Visit http://tplinkwifi.net, and log in with the password you set for the router.
Go to Advanced > Network > DHCP Server.

Scroll down to locate the Address Reservation table and click ““ to add an address

reservation entry for your device.

Address Reservation

Add @ Delete

O MAC Address Reserved IP Group Enable Modify

MAC Address:
Reserved IP:

Group: Default v

[ Enable this entry

Enter the MAC address of the device for which you want to reserve IP address.
Specify the IP address which will be reserved by the router.
Check to Enable this entry and click OK to make the settings effective.
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13.2 Wireless Settings

13.2.1 Specify Basic Wireless Settings

The router’s wireless network name (SSID) and password, and security option are preset in the
factory. The preset SSID and password can be found on the product label. You can customize the
wireless settings according to your needs.

Open a web browser and log in to the web-based management page. Go to Basic > Wireless
page.

Wireless Settings

Wireless 2.4GHz: [/ Enable Wireless Radio

Wireless Network Name (S5ID): TP-LINK_FFFF [ Hide SSID
Password: 12345670

Smart Connect: [] Enable 5G Smart Connect

Wireless 5GHz-1: [/ Enable Wireless Radio

Wireless Netwaork Name (S5ID): TP-LINK_FFFE_5G [] Hide 551D
Password: 12345670

Wireless 5GHz-2: [/ Enable Wireless Radio

Wireless Network Name (S5ID): TP-LINK_FFFD_&G [ Hide SSID
Password: 12345670

To enable or disable the wireless function:

Enable the Wireless Network 2.4GHz or 5GHz. If you don’t want to use the wireless function, just
uncheck the box. If you disable the wireless function, all the wireless settings won’t be effective.

To change the wireless network name (SSID) and wireless password:

Enter a new SSID using up to 32 characters. The default SSID is TP-LINK_XXXX and the value is
case-sensitive.

Note: If you use a wireless device to change the wireless settings, you will be disconnected when
the settings are effective. Please write down the new SSID and password for future use.

To hide SSID:

Select Hide SSID, and your SSID will not broadcast. Your SSID won’t display when you scan for
local wireless network list on your wireless device and you need to manually join the network.
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To change the mode or channel:

Go to Advanced > Wireless >Wireless Settings page and select the wireless network 2.4GHz
or 5GHz.

> Mode: Select the desired mode.

802.11n only: Select only if all of your wireless clients are 802.11n devices.

802.11gn mixed: Select if you are using both 802.11b and 802.11g wireless clients.

802.11bgn mixed: Select if you are using a mix of 802.11b, 11g, and 11n wireless clients.

Note: When 802.11n only mode is selected, only 802.11n wireless stations can connect to the
router. It is strongly recommended that you select 802.11bgn mixed, and all of 802.11b, 802.11g,

and 802.11n wireless stations can connect to the router.

802.11ac/n mixed (5Ghz) - Select if you are using both 802.11ac and 802.11n wireless

clients.

802.1111a/n/ac mixed (5Ghz) - Select if you are using a mix of 802.11ac, 802.11n and
802.11ac wireless clients. It is strongly recommended that you select 11a/n/ac mixed.

»> Channel: Select the channel you want to use from the drop-down list. This field
determines which operating frequency will be used. It is not necessary to change the
wireless channel unless you notice interference problems with another nearby access
point.

> Channel Width: Select the channel width from the drop-down list. The default setting is

automatic, which can adjust the channel width for your clients automatically.

To change the security option:

1. Go to Advanced > Wireless >Wireless Settings page.

2. Select the wireless network 2.4GHz or 5GHz.

3. Select an option from the Security dropdown list. The router provides four options, None,
WPA/WPA2 Personal (Recommended), WPA/WPA2 Enterprise, WEP. WPA2 uses the
newest standard and the security level is the highest. We recommend you don’t change the
default settings unless necessary.

13.2.2 Use WPS for Wireless Connection

You can use WPS feature to add a new wireless device to an existing network quickly.

1. Visit http://tplinkwifi.net, and log in with the password you set for the router.
2. Go to Advanced > Wireless >WPS page.
3. Select the wireless network 2.4GHz or 5GHz according to your wireless client.
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Router's PIN 2.4GHz | 5GHz

Other devices can connect to the router using the router's WPS PIN code.

Router's PIN:

Current PIN: 62292863

WPS Settings 2.4GHz | 5GHz

Enable WPS:

Select a setup method:

Press the physical WPS button on the router or click the Connect button below.

(O PIN Code

4. Add a new device:

If the wireless adapter supports Wi-Fi Protected Setup (WPS), you can establish a wireless
connection between the wireless adapter and the router using either Push Button Configuration
(PBC) method or PIN method.

Option 1 Use the Wi-Fi Protected Setup Button
Use this method if your client device has a Wi-Fi Protected Setup button.

Step 1: Press the WPS button on the front panel of the router for 1 second, as shown in the

following figure.

You can also keep the default WPS Status as Enabled, select the Push Button radio button

and click Connect. (Shown in the following figure)
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WPS Settings 2.4GHz | 5GHz

Enable WPS:

Select a setup method:
@& Push Button (Recommended

Press the physical WPS button on the router or click the Connect button below.

Step 2: Press the WPS button of the client device directly.
Step 3: The WPS LED flashes for two minutes during the WPS process.

Step 4: When the WPS LED is on, the client device has successfully connected to the router.
Refer to your client device or its documentation for further instructions.

Option 2: Enter the client device’s PIN on the router
Use this method if your client device has a Wi-Fi Protected Setup PIN number.

1. Keep the default WPS status as Enabled and select the PIN Code radio button.

Enable WPS;

Select a setup method:

(3 Push Button (Recommended)

® PIN Cod

Enter the client's PIN:

2. Enter the PIN from the client device in the field on the above WPS screen. Then click

Connect button.

3. “Connect successfully” will appear on the above screen, which means the client device has

successfully connected to the router.
Option 3: Enter the router’s PIN on your client device
Use this method if your client device asks for the router’s PIN.

1.  On the client device, enter the PIN number listed on the router's Wi-Fi Protected Setup
screen. (It is also labeled on the bottom of the router.)
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Router's PIN 2.4GHz | 5GHz

Other devices can connect to the router using the router's WPS PIN code.

Router's PIN:

Current PIN: 62292863

2. The WPS LED flashes for two minutes during the WPS process.
3. When the WPS LED is on, the client device has successfully connected to the router.
Refer back to your client device or its documentation for further instructions.

Note:

1. The WPS LED on the router will light green for five minutes if the device has been successfully
added to the network.

2. The WPS function cannot be configured if the wireless function of the router is disabled.

Please make sure the wireless function is enabled before configuring the WPS.

13.2.3 Schedule Your Wireless Function

I want to:  Automatically turn off my wireless network (both 2.4GHz and 5GHz) at
times when | do not need the wireless connection.

For example, | want to turn it off on the weekdays when | leave home
for work. My work time is from 8:00am to 5:00pm from Monday to

Friday.
How can | 1. Visit http:/tplinkwifi.net, and log in with the password you set for
do that? the router.

2. Go to Advanced > Wireless > Wireless Schedule page.
3. Select the 2.4GHz wireless network to configure. Toggle on the
button to enable the Wireless Schedule feature.
Task Schedule 2.4GHz | 5GHz-1 | 5GHz-2

Drag the schedule table to choose the period on which you need the wireless off automatically!
The Effective Time Schedule is based on the time of the Router. The time can be set in "System Tools -
= Time Settings”

Enable Wireless Schedule:

4. Setthe time. Drag the mouse to cover the time area and click Save
to make the settings effective. The selected time will be in green.
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5. Repeat steps 3 and 4 to set time for 5GHz wireless network.

Completed!  Now your wireless network will be automatically turned off from 8:00
am to 5:00 pm from Monday to Friday.

Tips: 1. Ifyoujustsettime for one wireless band, the other wireless band is
still always on, so set time for both of the two bands to schedule
your whole wireless network.

2. The wireless LED (2.4GHz™=, 5GHz<") will turn off if the

corresponding wireless network is disabled.
3. The wireless network will be automatically turned on after the time
period you set.

13.2.4 View Information

To view the detailed wireless network settings:

1. Open a web browser and log in to the web-based management page.
2. Go to Advanced > Status page. You can see the Wireless box.
3. Select 2.4G, 5G-1, or 5G-2 to view the wireless details.
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@ Wireless 2.4G | 5G-1 | 5G-2
Network Name: TP-LINK_FFFF

Wireless Radio: On

Mode: 802.11bgn mixed

Channel width: Auto

Channel: Auto(6)

MAC Address: FF.FF.FF:FF:FF:FF

Tips: You can also see the wrieless details by clicking the router icon on Basic> Network Map.

To view the detailed information of the connected wireless clients:

1. \Visit hitp://tplinkwifi.net, and log in with the password you set for the router.

2. Go to Advanced > Wireless > Statistics page.

3. You can view the detailed information of the wireless clients, including its connected wireless
band and security option as well as the packets transmitted.

Wireless Stations Online
Refresh

Received Sent

AC ] N ion T i~ it
1D MAC Address Connection Type Security Packets | Packets

Tips: You can also see the wrieless details by clicking the wireless clients icon on Basic>
Network Map.

13.3 Register a Domain Name for Your Router

To manage the router remotely, the remote device needs to log in to http://Router’s WAN IP:port

number, which requires the remote user to know the router’'s WAN IP. The ISP (Internet Service
Provider), however, usually assigns a dynamic IP to the router. When the WAN IP changes, the
user needs to reconfirm the related information. The Dynamic DNS (DDNS) links the router’s
dynamic WAN IP with a domain name, allows the remote device to log in with the domain name
and saves the trouble of reconfirming.

Ilwantto: Manage the router remotely with Remote PC, whose authority to
manage the router has been enabled, by logging in with the domain
name.
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For example:

Intermet

weer [
Rauler

Web Management Fort: 1024
Remote PC

IP:219.133.14.168

Note:
v" DDNS does not work if the ISP assigns a private WAN IP address
(such as 192.168.0.x) to the router.
v' To use this function, you have to have a NO-IP account or a
Dyndns account.
How can | 1. Visit http:/tplinkwifi.net, and log in with the password you set for

do that? the router.
2. Go to Advanced>Network>Dynamic DNS.

Dynamic DNS Settings

Serace Providier: C MO-TR
Liserraamas:

Pomsword:

Drarmann Moarmie

3. Select a DDNS service provider (NO-IP or Dyndns).

Note: If you don’t have a DDNS account, select a service provider
and click Go to register to register.
4. Enter the username, password and domain name of the account
(such as lisadns.ddns.net).
5. Click Login and Save.
Completed!  Now on the PC that can manage the router remotely, log in to
http://domain name:port number (such as lisa.ddns.net:1024) to
manage the router.

13.4 Interface Grouping

I want to: Divide my devices connected to the router into different groups and disallow
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How can |
do that?

devices' cross-group communication.

For example, in my house, devices connected to LAN1 and LAN3 are for work,
while others for entertainment. | want to isolate working devices from others while

keep all devices' access to the Internet.

1. Visit http:/tplinkwifi.net, and log in with the password you set for the router.

2. Click Advanced > Network > Interface Grouping to open the configuration
page where some interfaces can be grouped together.

Interface Grouping

Hotei You cannot deable VLAN when IPTV m enabled

Enable VAN

Drefault

3. Click to Add a new group.
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Add a New Group

Group Name: For Work

Available LAN Available WAN

O LAN4 [Obr_s_35_0
M LaANZ

[ Lanz

M LANL

] wi-Fi_z2.4G

] wi-Fi_5G

[ Enable Group Isolation

4. Name the group.

5. Check the boxes of LAN1 and LAN3 in Available LAN. Here Wi-Fi 2.4G
network and Wi-Fi 5G network are viewed as a LAN interface respectively.

6. Click Enable Group Isolation to isolate working devices and disallow other
devices from communicating with them.

7. Click OK to save the settings.

Completed! Now your working devices connected to LAN1 and LAN3 are in an isolated group!

In addition: VLAN function is enabled by default. You cannot disable it when IPTV is enabled.

13.5 Create Static Routes

Static routing is a form of routing that is configured manually by a network administrator or a user
by adding entries into a routing table. The manually-configured routing information guides the

router in forwarding data packets to the specific destination.

I want to:  Visit multiple networks and multiple servers at the same time.
For example, in a small office, my PC can surf the Internet, but | also
want to visit my company’s network. Now | have a switch and another
router. | connect the devices as shown in the following figure so that
the physical connection between my PC and my company’s server is
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achieved. To surf the Internet and visit my company’s network at the
same time, | need to configure the static routing.

Router2 Myl
& g
r 3 L)
Sasis LS dtiae | Sany
e LAN WAN 3 “
17 &
-
E z ;
e—l | Router! ._.—'".-_ S,
PC1 N TR | _ WAN 7 intemet )
. LAN o
Switch

Howcanl 1. Change the routers LAN IP addresses to two different IP
do that? addresses on the same subnet. Disable Router 2's DHCP
function.
2. \Visit hitp://tplinkwifi.net, and log in with the password you set for
the router. Go to Network>Advanced Routing. Click Add to add
a new static routing entry.

Static Routing

Add @ Delete

[0 o Disei:litr‘_ﬁn Subnet Mask Gzife?:g:v Interface  Description Status Modify

3. Finish the settings according to the following explanations:

Destination Network: 172.30.30.1

Subnet Mask: 255.255.255.255
Default Gateway: 192.168.0.2
Interface: LAN v
Description: Laapedeg
[¥| Enable

Destination Network: is the destination IP address that you want to
assign to a static route. This IP address cannot be on the same subnet
with the WAN IP or LAN IP of the router. In the example, the IP
address of the company network is the destination IP address, so here
enters 172.30.30.1.

Subnet Mask: determines the destination network with the destination
IP address. If the destination is a single IP address, enter
255.255.255.255; otherwise, enter the subnet mask of the
corresponding network IP. In the example, the destination network is a
single IP, so here enters 255.255.255.255.
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Default Gateway: is the IP address of the gateway device to which the
data packets will be sent. This IP address must be on the same subnet
with the router’s IP which sends out the data. In the example, the data
packets will be sent to the LAN port of Router 2 and then to the Server,
so the default gateway should be 192.168.0.2.

Interface: is determined by the port (WAN/LAN) that sends out the
data packets. In the example, the data is sent to the gateway through
the LAN port, so LAN should be selected.

Description: (Optional) Enter a description for this static routing entry.
4. Click OK to save the settings.

Static Routing

Add @ Delete
Destination Default L .
O ID Network Subnet Mask Gateway Interface  Description Status Modify
0 1 | 172.30.30.1 255'2555'255'25 192.168.0.2 LAN S EIREE

5. Check the System Routing Table below. If you can find the entry
you set in the System Routing Table, the static routing is set
successfully.

System Routing Table
Client Number: 5 ¥ Refresh
1D Destination Network Subnet Mask Gateway Interface
1 0.0.0.0 0.0.0.0 192.1668.1.1 wan
2 172.30.30.1 255.255.255.255 192.168.0.2 lan
3 192.168.0.0 255.255.255.0 0.0.0.0 lan
4 192.168.0.2 255,255.255.255 0.0.0.0 lan
5 192.168.1.0 255.255.255.0 0.0.0.0 wan

Completed! Open a web browser on your PC. Enter the company server’s IP
address to visit the company network.

13.6 Set up VPN Connection

VPN (Virtual Private Network) is a private network established via the public network, generally
via the Internet. However, the private network is a logical network without any physical network

lines, so it is called Virtual Private Network.

With the wide application of the Internet, more and more data are needed to be shared through
the Internet. Connecting the local network to the Internet directly, though can allow the data

exchange, will cause the private data to be exposed to all the users on the Internet.
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The VPN (Virtual Private Network) technology is developed and used to establish the private

network through the public network, which can provides a secure communication to a remote

computer or remote network, and guarantee a secured data exchange.

| want to:

How can |
do that?

Establish an IPSec VPN tunnel between two units which support IPSec protocol.

For example, | am a field staff and want to set up a VPN connection with
company headquarters. Here Site A refers to my local network. And Site B refers

to the remote network which | want to connect.

The following diagram is a typical VPN topology.

I VAN 1> f 1 wane |
I 219.134,112.:246 [ i | ?mts-tn:rwl
| L L]
I I L _I,_ - " Arme(\.-'REDDvl
| Arcner vaooy £ v : =) :
%

I e I- - .I '- - . I
: Site A LAN IP: 192.168.1.1 I b e 1021682 Site B i

Subnetmask: 255.255.255.0 I l Subnetmask: 255.255.255.0 I
0 i f
P E ol 3
| 8 N i P N
i ( pe LAN 1 ) : i ( y LANZ2 S ) I
: \\‘Q-_(/m I : \\g\ﬁg?m; mng lnhbﬂdt// :

‘\_\_‘_‘_'_'_'_‘.—/

. ----_l R ———— g -

1. Make sure the topology you want to build and record site A (local network)
and site B (remote network)’s LAN IP and WAN IP.

2. Configuration on site A (local network).

1) Visit http://tplinkwifi.net, and log in with the password you set for the
router.

2) Click Advanced > Network > IPSec VPN to open the configuration
page.
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IPSec Settings

Dead Peer Detection:
Add @ Delete

[]| Connection Name | Remote Gateway  Local Address | Remote Address | Status | Enable | Modify

3) Click Add to set up a VPN tunnel.
[P5ec Settings

Dead Peer Detection

@ Deleta

onnachion Mama  Ramote Gatawa Lacal Addrases  Ramote Address  Status | Enable  Madify
IPSec Connecion Name WEM1

Remate IPSec Gateway [URL) 219.124,112247 Site '8 VWAM IF
Turmed access from lacal [P addresses Subnet Address L

IF Address for VRN 122.188.1.0 LAN IP rarge of g A

Subnat Mask 255.256 2550
Turwsel access from remote 1P addresses Subnet Address -
1P address far VPN 192.166.2.0 LAM IF rangi of Sitg B

Subnet Mask

Key Exchange Methed Auba| IKE -

Authentication Method Pra-Shared Kay -
Pre-Shared Key pk_iomy

Perfect Forward Secrecy Enabile -
e

) Advanced
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4) Enter a connection name for your IPSec VPN.
5) Enter Site B’'s WAN IP address.

6) For Site A's whole LAN here we select Subnet Address. Then input the
LAN IP range and Subnet Mask of Site A.

7) For Site B’s whole LAN here we select Subnet Address. Then input the
LAN IP range and Subnet Mask of Site B.

8) Select the Key Exchange Method for the policy. We select Auto(IKE)
here.

9) Enter the Pre-shared Key for IKE authentication. Then keep Perfect
Forward Secrecy enabled.

Note:
i. The key should consist of visible characters without blank space.
ii. Make sure Site A and Site B use the same key.
10) Leave the Advanced Settings as default value. Then click OK to save.

3. Configuration on Site B (remote network). You can do refer to step 2. Make
sure that Site A and Site B use the same pre-shared keys and Perfect
Forward Secrecy settings.

4. The Status column will change to UP if the VPN connection has been set
up successfully.

IP5Sec Settings

Dead P=er Datection

5. Check the VPN connection. You can ping site B' LAN IP from your computer
to verify that the IPSec VPN connection is set up correctly.

*To check the VPN connection, you can do the following:

1) On the host in Site A, press [Windows Logo] + [R] to open Run dialog.
Input “emd” and hit OK.
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Completed!

2)

Run @

= Type the name of a program, Folder, document, or
Inkernet resource, and Windows will open it Far you,

Cpen: |cmd W

(0] 4 ” Cancel H Browse, .,

In the CLI window, type in “ping 192.168.2.x" (“192.168.2.x” can be IP
address of any host in Site B). Then press [Enter].

o CAWINDOWSsystem I \cmd. exe

t Windows KPP [Ue n 5.1.26881]
(C» Copyright 1985-2881 Microsoft Corp.
C:sllzers“Adninistrator?ping 192.168.2.188

Pinging 192.168.2_.188 with 32 hytez of

Heply From 2. -l B: by ime s TIL=128
y From GE.2.188: h i : TTL=12
y Fronm KB .2 AH - 3 -4 = TTL=1

fFrom

sz For 172
reEnt 4,

s pound trip ! in milli

Hinimum = Bmz,. Haximum Bnz. Aver

C:sllsers s Adninistrator,

If Ping proceeds successfully (gets replies from host in Site B), the IPSec

connection must be working properly now.

Note:

1)

2)

The product supports a maximum of ten simultaneous connections.

If one of the site has been off line for a while, for example, if Site A has
been disconnected, on Site B you need to click Disable and then click
Enable after Site A back on line in order to re-establish the IPSec

tunnel.

The VPN tunnel is established.
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Chapter 14. Administrate Your Network

This chapter will show configuration for the key functions on the Web-based management page.
14.1 Set System Time and Region

System time is the time displayed while the router is running. The system time you configure here
will be used for other time-based functions like Parental Controls and Wireless Schedule. You can
manually set how to get the system time.

1. Visit http://tplinkwifi.net, and log in with the password you set for the router. Go to Advanced >
System Tools > Time Settings page.

Time Settings

Region: United Kingdom N
Time Zone: (GMT) Greenwich Mean Time: Dublin, Edinburgh, London, Lisbon b
Date: 1/1/1970 (MM/DD/YY)

Time: 2 - 54 - 55 -

NTP Server I: 0.0.0.0 {optional)

NTP Server II: ~ 0.0.0.0 (optional)

2. Select your Region from the drop-down list. The region is where the wireless function of the
device can be used. It may be illegal to use the wireless function of the device in a region
other than regions specified in the list. If your country or region is not listed, please contact
your local government agency for assistance.

3. Three ways for you to configure the system time:

Manually: Select your time zone and enter your local time, then click Save to make the

settings effective.
Get from PC: Click this button if you want to use the current managing PC’s time.

Get GMT: Click this button if you want to get time from the Internet. Make sure your router

can access the Internet before you select this way to get system time.
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14.2 Update the Firmware

TP-LINK R&D is dedicated to improving and richening the product features, giving you a better
network experience. We will release the latest firmware at TP-LINK official website, you can

download the latest firmware file from our website: www.tp-link.com and upgrade the firmware to

the latest version.

1. Download the latest firmware file from our website: www.tp-link.com.

2. Visit http://tplinkwifi.net, and log in with the password you set for the router. Click Advanced >
System Tools > Firmware Upgrade.

Firmware Upgrade

New Firmware File:

Firmware Version: 0.9.1 0.1 v004b.0 Build 150401 Rel.36000n

Hardware Version: Archer C3200 v1 00000000

3. Click Browse to locate the downloaded new firmware file, and click Upgrade.
4. Wait a few moments for the upgrading and rebooting.

Tips:

1. Before upgrading the firmware, it's better to back up your current settings.

2. During the upgrading process, do not turn off or reset the router.

3. The upgraded firmware version must correspond to the hardware.
14.3 Back up and Restore Configuration Settings

The configuration settings are stored as a configuration file in the router. You can back up the
configuration file to your computer for future use and restore the router to a previous settings from
the backup file when needed. Moreover, if needed you can erase the current settings and reset
the router to the default factory settings.

To back up configuration settings:

1. Visit http://tplinkwifi.net, and log in with the password you set for the router. Click Advanced >
System Tools > Backup & Restore.

2. Click Backup to save a copy of the current settings to your local computer. A conf.bin file will
be stored to your computer.

To restore configuration settings:

1. Visit hitp://tplinkwifi.net, and log in with the password you set for the router. Click Advanced >
System Tools > Backup & Restore.
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Restore

Restore saved settings from a file.

File:

2. Click Browse to locate the backup configuration file, and click Restore. The configuration file
is conf.bin.

3. Wait a few moments for the restoring and rebooting.
Tips: During the restoring process, do not turn off or reset the router.

To reset the router to factory default settings:

1. Visit hitp://tplinkwifi.net, and log in with the password you set for the router. Click Advanced >
System Tools > Backup & Restore.

2. Click Factory Restore to reset the router.

3.  Wait a few moments for the resetting and rebooting.

Tips:

1. During the resetting process, do not turn off or reset the router.

2. We strongly recommend you back up the current configuration settings before resetting the
router.

14.4 Change the Administrator Account

Admin account is used to log in to the router’s web-based management page. You are required to
set the admin account at first login. You can change it on the web page.

1. Visit http://tplinkwifi.net, and log in with the password you set for the router. Click Advanced >
System Tools> Administration. Locate the Account Management section.

Account Management

0ld Password:

MNew Password:

Confirm New Password:

2. Enter the old password. Enter the new password and enter again to confirm.

3. Click Save to make the settings effective.
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14.5 Local Management

You can control the local devices’ authority to manage the router via Local Management feature.
By default all local connected devices are allowed to manage the router. You can also allow only

one device to manage the router.

1. Visit http://tplinkwifi.net, and log in with the password you set for the router. Locate the Local
Management section

2. Keep the Port as the default setting. Enter the IP address or MAC address of the local device
to manage the router.

Local Management

Port: 80

IP/MAC Address: 192.168.1.100

3. Click Save to make the settings effective. Now only the device (192.168.1.100) can manage
the router.

Note: If you want that all local devices can manage the router, just leave the IPIMAC Address

field blank.

14.6 Remote Management

By default, the remote devices are not allowed to manage the router from the Internet. Follow the
steps below to allow remote devices to manage the router.

1. Visit http://tplinkwifi.net, and log in with the password you set for the router. Locate the
Remote Management section.

2. Tick the checkbox to enable the remote management.

3. Keep the Port as the default setting. Leave the IPIMAC Address field blank.

Remote Management

Remote Management: ¥
Port: 80

IP/MAC Address:
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4. Click Save to make the settings effective. Now all the remote device can access the router
and manage it.

Note: If you just want to allow a specific device to manage the router, you can enter the IP
address of the remote device in the IP/MAC Address field.
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Appendix A: FAQ

Q1. What can | do if | forgot my wireless password?

The default password is labeled at the back of the router. If the password has been

altered, please connect the router to the PC using a cable and follow the steps below:

1.

Visit http://tplinkwifi.net, and log in with the username and password you set for

the router.

Go to Advanced >Wireless > Wireless Settings, locate the password on the

loading page.
Wireless 2.4GHz | 5GHz-1 | 5GHz-2
Wireless Radio: [ Enable wireless Radio
Wireless Network Name (S5ID): TP-LINK_FFFF [] Hide 551D
Security: WPA/WPAZ2 Personal(Recommended) v
Version: O Auto @ WPA2-PSk
Encryption: ES
Password: 12345670
Mode: 802.11bgn mixed v
Channel: Auto hd
Channel Width: Auto hd
Transmit Power: O Low O Middle @& High

Completed! Please mark down your password for future use.

Q2. How to retrieve the username and password of the web
management page?

The default username and password of the web management page are “admin” (in

lower case). If the password has been altered, please follow the steps below:

If you have altered the login username and password, and Password

Recovery is enabled:

Tip: Ensure the Internet access is available before using this method.
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1. Open the router’s login page;

2. Click “Forget password->Send Code”, the verification code will be sent to the

mailbox you set when enabling Password Recovery.
3. Login to your mailbox to copy the verification code;
4. Paste the verification code on the window which pops up in Step 3;

5. Click “Confirm” (the login username and password will be reset as “admin”
after the click).

6. Enter “admin” (in lower case) as both username and password to login.
Tip: Please refer to Link to learn how to configure Password Recovery.

® If you have altered the username and password but Password Recovery is
disabled:

1. Reset the router to factory default settings: press and hold the RESET button
for about 8 seconds and then release;

2. Open the router’s login page;
3. Enter “admin” (in lower case) as both username and password to login.

Tip: You'll need to reconfigure the router to surf the Internet once the router

is reset.

Completed! Please mark down your new password for future use.
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Q3. | cannot login the router’s web management page, what can |
do?

® Make sure the router connects to the PC correctly and the corresponding LED

indicator(s) light up.

® Make sure the IP address of your PC is configured as “Obtain an IP address

automatically” and “Obtain DNS server address automatically”.
® Make sure the default access you input is right.
® Check your PC’s settings:

1) Go to Start > Control Panel, click View network status and tasks;

w, Network and Internet
L] I'-JiE-.*. network status and tasks
=2 Choose homegroup and sharing cptions

2) Click Internet Options on the bottom left;

5ee alzo

HomeGroup

| Internet Options |

Windows Firewall

3) Click Connections, select Never dial a connection;
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&' Internet Properties ()

| General I Security I Privacy | C‘.ontentl Connections Ingrams | Advanoedl

To set up an Internet connection, dick Setup
Setup.

Dial-up and Virtual Private Netwark settings

Add VPN...
Choose Settings if you need to configure a proxy

server for a connection.

B TEEE Add...

1@ Mever dial a connection

() Dial whenever a network connection is not present
71 Always dial my default connection

Cutrent Mone Set default

Local Area Metwork (LAN) settings

LAN Settings do not apply to dial-up connections,
Choose Settings above for dial-up settings,

4) Click LAN settings, deselect the following three options and click OK;

V" Local Area Network (LAN) Settings

Automatic configuration

Automatic configuration may override manual settings. To ensure the
uze of manual settings, disable automatic configuration.

[T butomatically detect settings
|1 =& automatic configuration script

Proxy server

Fl Ize & proxy server for your LAM (Theze settings will not apply to
ok fial-up or VPN connections).

dodress: Poark: a0 Advanced

| Bypass proxy server for local addresses

5) Go to Advanced > Restore advanced settings, click OK to save the

settings.
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& Internet Properties. ]
| General | Security I Privacy i Content | Connections Programsl Advanced I
Settings
(&) Accessibility

[7] always expand ALT text for images
[7] Enable Caret Browsing for new windows and tabs
[7] Move system caret with focus/selection changes
[7] Reset text size to medium for new windows and tabs
[7] Reset text size to medium while zooming™®
[7] Reset zoom level for new windows and tabs
D Erowsing
[7] Automatically recover from page layout errors with Compz
[7] Close unused folders in History and Favorites*
[¥] Disable script debugaing (Internet Explorer)
[¥] Disable script debugging (Other)
[7] pisplay a notification about every script error
[¥] Display Accelerator button on selection i

LA NP SRR ST
4 |

FIF | 3

-

*Takes effect after you restart Internet Explorer

| Restore advanced settings I

Reset Internet Explorer settings —

Resets Internet Explorer's settings to their default | Rk
condition, e

You should only use this if your browser is in an unusable state,

[ ok ]| cancel || Apoly

® Change a web browser or PC and login again.
® Reset the router to factory default settings.
Press and hold the RESET button for about 8 seconds and then release.

Tip: You'll need to reconfigure the router to surf the Internet once the router is
reset.

Open a web browser and login again. If login fails, please contact the technical
support.

Completed! Now you can login to the router’s web management page and manage your
router.

Q4. How to use the WDS Bridging function to extend my wireless
network?

For example: My house covers a large area. The wireless network coverage of the router I'm

using (the root router) is limited. | want to use an extended router to extend the wireless network of
the root router.

Tip: (1) WDS bridging only requires configuration on the extended router;
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(2) WDS bridging function can be enabled either in 2.4GHz frequency or 5G
frequency for a dual-band router. We use the WDS bridging function in

2.4GHz frequency as an example.

Visit http:/tplinkwifi.net, and log in with the username and password you set for

the router.

Configure the IP address of the router:

1) Go to Advanced >Network > LAN, configure the IP address of the
extended router to be in the same subnet with the root router. (For example,
the IP address of the root router is 192.168.0.1, the IP address of the
extended router can be 192.168.0.2~192.168.0.254. We take 192.168.0.2

as example.)

2) Click Save.
Tip: Login to the web management page again if the IP address of the router
is altered.

LAN

MAC Address: 00-0A-EB-AC-88-15

IP Address: 192.168.0.2

Subnet Mask: 255.255.255.0 v

Survey the SSID to be bridged:

1) Go to Advanced >System Tools > System Parameters to load the
2.4GHz WDS page;

2) Enable WDS Bridging;
3) Click Survey;

2.4GHz WDS

|WDS Bridging: [ Enable WDs Eridgingl

SSID(to be bridged): |:|

MAC Address(to be bridged): Example: 00-1D-0F-11-22-33
WDS Mode: Auto v

Security: @ Mone O WPA-PSK/WPA2-PSK (O WEP

4) Locate the root router’s SSID and click Choose;
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Sy

AP Number; 45

el 551D MAC Address Saginal Channel SeECuity Operation

1 TP 2512 0O-00-00-84.35.12 28 1 PEK :]

7 TRLINK_LB56

BO-Ff-J5-07 0k3-40 HE 1 i

To-LINe_3870 B0-F6-2E-01-04-42 -Bd 1 None
3 My Wireless 00-04-E8-13-09-09 Lk ] 1 PSK
3 TP-LINK_8776 3-B5-C2-33-07-TH 70 i FEK

5) Enter the wireless password of the root router and click Save.

2.4GHz WDS

WDS Bridging: [¥| Enable WD'S Bridging

SSID(to be bridged): TP-LINK_2512

MAC Address(to be bridged): 00-00-00-84-25-12 Example: 00-1D-0F-11-22-33
WDS Mode: Auto v

Security: O None @ WPA-PSK/WPA2-PSK O WEP

Password: 123456789

Disable DHCP:

1) Click Network > DHCP Server on the left column to load the Settings Page;

2) Deselect Enable DHCP Server as Figure 7 shows;

Settings

DHCP Server: [] Enable DHCP Server

IP Address Pool: 192.168.0.100 - 192.168.0.199

Address Lease Time: 120 minutes. (2-2880. The default value is 120.)
Default Gateway: 192.168.0.2 (Optional)

Primary DNS: (Optional)

Secondary DNS: (Optional)

3) Click Save.
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Completed! Now you can login to the web management page, click Advanced > Status to
check the WDS status. As Figure 8 shows, that the WDS status is Run means WDS

bridging is successfully built.

TIP: The SSID and password of the extended router can be the same with or different
from those of the root router. Please refer to Link to learn how to modify the extended

router’s SSID and password.

@ Wireless 2.4GHz | 5GHz

Network Mame

(SSID): TP-LINK_2512

Wireless Radio: On

Mode: 202.11b/g/n mixed
Channel Width:  Auto

Channel: Auto (Current Channel 11)

MAC Address: 00-0A-EB-AC-88-1B

WDS 5tatus: FLn
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Q5. | cannot access the Internet even though the configuration is
finished, what can | do?

1. Visit http://tplinkwifi.net, and log in with the username and password you set for

the router.
2. Go to Advanced > Status to check Internet status:

® As Figure 9 shows, If WAN IP is a valid IP address, please follow the steps:

€ mtemet IPv4 | IPV6
MAC Address: 00-04-EB-AC-88-16

IP Address; 59.40,0.91

Subnet Mask: 255.295.255.0

Default Gateway: 59.40.0.1
Primary DNS; 202.96.128.166
Secocndary DNS: 202.86.134.133

Connection Type: Dynamic IP

Solution 1: Manually configure DNS server.
1) Click Advanced > Network > DHCP Server to enter the configuration page;
2) Enter 8.8.8.8 as Primary DNS, click Save.

Tip: 8.8.8.8 is a safe and public DNS server operated by Google.
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Settings

DHCP Server: [ Enable DHCP Server

IP Address Pool: 192.168.0.100 - 192.168.0.199

Address Lease Time: 120 minutes. (2-2880. The default value is 120.)
Default Gateway: 192.168.0.2 (Optional)

Primary DNS: 8.8.8.8 (Optional)

Secondary DNS: (Optional)

Solution 2: Power Cycle the modem and the TP-LINK router.
1) Power off your modem and TP-LINK router, leave them off for 1 minute;

Power on your modem first, wait about 2 minutes until it get a solid cable or
Internet light;

2) Power back TP-LINK router;
3) Wait another 1 or 2 minutes and check the Internet access.
Solution 3: Reset the router to factory default settings and reconfigure.

Tip: You'll have to reconfigure the router to access the Internet once the router is
reset.

1) Reset the router to factory default settings: press and hold the RESET button
for about 8 seconds and then release;

2) Reconfigure the router with the help of Quick Setup wizard; Solution 4:

Upgrade the firmware of the router.
1) Please refer to Link.

If the WAN IP is 0.0.0.0, follow the steps below:
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@ memet O IPv4 | IPVG
MAC Address: 00-0A-EB-AC-B8-16

IP Address: 0.0.0.0

Subnet Mask: 0.0.0.0

Default Gateway: 0.0.0.0
Primary DNS: 0.0.0.0
Secondary DNS: 0.0.0.0

Connection Type: Dynamic IP

Solution 1: Check the physical connection.

1) Make sure the physical connection between the router and the modem is

proper.
Solution 2: Clone the MAC address of your PC.

Note: (1) Some ISP will register the MAC address of your computer when you
access the Internet for the first time through their Cable modem, if you add a
router into your network to share your Internet connection, the ISP will not accept
it as the MAC address is changed, so we need to clone your computer's MAC

address to the router;

(2) The MAC addresses of a computer in wired connection and wireless

connection are different.

1) Visit http:/tplinkwifi.net, and log in with the username and password you set

for the router.

2) Click Advanced > Network > Internet to enter the configuration page;
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MAC Clone

® Use Default MAC Address

O Use Current Computer MAC Address

(0 Use Custom MAC Address

3) Choose an option to your need. Enter the MAC address if “Use Custom MAC
Address” is selected.

4) Click Save.
Solution 3: Modify the LAN IP address of the router.

Note: Most TP-LINK routers use 192.168.1.1/192.168.0.1 as their default LAN IP
address, it may be conflicting with the IP range of your existent ADSL
modem/router. If so, the router is not able to communicate with your modem and
cause you can’t access the Internet. To resolve the problem, we need to change
the LAN IP address of the router to avoid such conflict, for example,
192.168.2.1.

1) Visit http:/tplinkwifi.net, and log in with the username and password you set

for the router.
2) Click Advanced > Network >LAN to enter the configuration page;

3) Modify the LAN IP address as Figure 13 shows. Here we take 192.168.2.1 as

an example;
4) Click Save.
LAN
MAC Address: 00-0A-EB-AC-BB-1B
1P Address: 192.168.2.1
Subnet Mask: 255.255.255.0 v

Solution 4: Power Cycle the modem and the TP-LINK router.
1) Power off your modem and TP-LINK router, leave them off for 1 minute;

Power on your modem first, wait about 2 minutes until it get a solid cable or
Internet light;
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2) Power back TP-LINK router;

Wait another 1 or 2 minutes and check the Internet access.
Solution 5: Double check the Internet Connection Type.
1) Confirm your Internet Connection Type, which can be learned from the ISP;

2) Visit http://tplinkwifi.net, and log in with the username and password you set

for the router.
3) Click Advanced > Network >Internet to enter the configuration page;

4) Select your Internet Connection Type and fill in other parameters with the

help of page tips;
5) Click Save;
IPv4
Internet Connection Type: -
Static IP
MAC Clone Dynamic IP

PPPOE
@ Use Default MAC Address ;
BigPond Cable

) Use Current Computer MAC Ad
L2TP

O Use Custom MAC Address
PPTP

6) Power Cycle the modem and the TP-LINK router again.
Solution 6: Upgrade the firmware of the router.
1) Please refer to_Link.

3. Check the TCP/IP settings on the particular device if all other devices can get
internet from the router.

If you've tried every method above but cannot access the Internet, please contact the technical
support.

Completed! Now you can enjoy the wireless network with TP-LINK router.
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Q6. | cannot find my wireless network or | cannot connect the
wireless network, what can | do?

® [f you fail to find any wireless network, please follow the steps below:

1. Make sure the wireless function is enabled if you’re using a laptop with
built-in wireless adapter. You can refer to the relevant document or contact

the laptop manufacturer.

2. Make sure the wireless adapter driver is installed successfully and the

wireless adapter is enabled.
On Windows 7

1) If you see the message “No connections are available”, it is usually

because the wireless function is disabled or blocked somehow.

Mot connected

Mo connections are available

Troubleshoot

Open Metwork and Sharing Center

2) Clicking on Troubleshoot and windows might be able to fix the problem

by itself.

Resolving problems

Verifying that the wireless connectivity problem is resolved...

Cancel !
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On Windows XP

1) If you see the message “Windows cannot configure this wireless
connection”, this is usually because windows configuration utility is
disabled or you are running another wireless configuration tool to

connect the wireless.

Wircless Metwork Cannection 8 b_(i
Mok Tasle Choose a wireless network
g Refresh network 1 Chck anitem in the |t below to connedt to & wireless netwark in rangs or o get mare
nformation,
<l ek up & wireless netwerk
for & home or smal affice
Reloted Tasks
) Learm abouk wirsless ‘Windows carnat configure this wireless connection

netiwatking

IF you have enabled anather program b manage this wareless conmectan,

hange the ardsr of use that software.

prefarmed networks

IF you want Windows to configure this wireless connection, start the Wireless Zero

3P Change sdvanced Configuration (WZC) service. For informaton about starting the WEC ssrvice, see
settings article 871122 in the Microsaft Enowledge Base on the micrasoft. com Web ste.

2) Exit the wireless configuration tool( the TP-LINK Utility, for example);

3) Select and right click on My Computer on desktop, select Manage to

open Computer Management window;

4) Expand Services and Applications > Services, find and locate Wireless

Zero Configuration in the Services list on the right side;

= Computer Management
=) Fe  Action  View Window Help =12 =]
s OEBR AE > > = w

=1 iy, System Tooks

il Shared Folders

il Local Users and Groups

i+ M| Performance Logs and Alert:
Device Manager

5) Select Wireless Zero  Configuration, right click, and then

select Properties;
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%vToolbarUpdaterl Started Aukomatic Local System
%Webclient GEE Local Service
%Windows Audio Started Aukomatic Local System
%Windows Firewalll e Started Aukomatic Local System
%Windows Image & R.n-as.tart Started Manual Local Swstem
%Windows Installer Manual Local System
%Windows IManager All Tasks ¥ letarted Aukomatic Local System
%Windows IManager Refrash Skarted Aukomatic Local Swstem
%Windows Search Started TManual Local System
%Windows Tirne Properties Started Sukomatic Local System

Aukomatic Local System
Aukamatic y

Local 27

Provides p... fanual Local System

Creates an... Started Aukomatic Local System

%Workstation

6) Change Startup type to Automatic, click on Start button and make sure
the Service status is Started. And then click OK.

Wireless Zero Configuration Properties {Local Computer) [

General |Lo_g On | Recowerny :i [Dependencies |

Service name; Wi Z LSV

Display name: Wireless Zern Configuration

[Pravides automatic con-fi-guré'tiu:ur:u for the 802.11

Dreszcription: [
ladapters

Fath to erecutable:

Startup type: | Automatic A

I Service status:  Started I

Stop Fause Heszume

You can specify the start parameters that apply when pou start the service
from kere.

I 0k I [ Cancel Apply

7) Connect to wireless network.

® |f you can find other wireless network except your own, please follow the steps

below:
1. Check the WLAN LED indicator on your wireless router/modem;

2. Make sure your computer/device is still in the range of your router/modem, move

closer if it is currently too far away;

3. Click Advanced > Wireless > Wireless Settings, and check the wireless router
settings, double check your Wireless Name ,make sure the Region/Country is

selected correctly and wireless is not hided:
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Tip: Different countries have different laws about wireless channel. For example,
USA allows 2.4GHz channel from 1 to 11, while UK allows from 1 to 13.If you
select the Region as UK or the Channel as 12/13 while you are in USA, your

computer might not be able to pick up the signal.

Settings

Region: United States -

Wireless 2.4GHz | 5GHz
M Enable wireless Radio

Wireless Network Name (S5ID): TP-LINK_B81B || [] Hide 551D

Security: WPA/WPAZ - Personal(Recommended) -

Version: ® Auto O WPA-PSK O WPA2-PSK

Encryption: ® Auto O TKIP O AES

Password: 55353717

Mode: 802.11b/a/n mixed A4

Channel width: Auto -

Channel: Auto -

Transmit Power: O Low O Middle @ High

4. Connect to wireless network.

® |If you can find your wireless network but fail to connect, please follow the steps
below:

1. Authenticating problem, password mismatch.

1) Sometimes it will ask you to type in a PIN number when you connect to the
wireless network for the first time. This PIN number is different from the
Wireless Password/Network Security Key, usually you can only find it on the

back of your wireless router/modem;
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Type the 8-digit PIN from the router display
it is not the gereral wireless password

.---""".'

Connect using & securty key instead

2)If you cannot find the PIN or PIN failed, you may choose “Connecting using a
security key instead”, and then type in the Network Security Key/Wireless

Password;

Type the network security key

Security key:

[ Hide characters

oK || Cancel |

3)If it continues on saying network security key mismatch, it is suggested to

confirm the wireless password on your wireless router/modem.

Tip: Wireless password/Network Security Key is case sensitive.
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Network Security Key Mismatch

Security key: |

[ Hide characters

| ok || cencel

4)Connect to wireless network.

2. Windows was unable to connect to XXXX /Cannot join this network/Taking longer

than usual to connect to this network.

1)Check the wireless signal strength of your network, if it is weak (1~3 bars),

please move the router closer and try again;

2)Change the wireless Channel of the router to 1,6,or 11 to reduce interference

from other networks;
3)Re-install or update the driver for your wireless adapter of the computer.
4)Connect to wireless network.

Completed! Now you can connect to your wireless network.
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Appendix B: Configuring the PC

In this section, we’ll introduce how to install and configure the TCP/IP correctly in Windows XP.
First make sure your Ethernet Adapter is working, refer to the adapter’s manual if needed.

1. Install TCP/IP component

1) On the Windows taskbar, click the Start button, point to Settings, and then click Control
Panel.

2) Click the Network and Internet Connections icon, and then click on the Network
Connections tab in the appearing window.

3) Right click the icon that showed below, select Properties on the prompt page.

LAM or High-Speed Internet

ocal Area Conneckion
“onnected, Firewalle
g Disable
Staktus
Repair

lled

Bridge Connections

Create Shortcuk
Delete
Rename

Figure B-1
4) In the prompt page that showed below, double click on the Internet Protocol (TCP/IP).

General | Authentication | Advanced |

Connect uging:

Isg Realtek RTLE139 Famiy PCI Fast Etb

Thiz connection uzes the following itermns:

.@GDS Packet Scheduler ;I
W AEGIS Protocol IEEE 802.12) v3.4.3.0
E|nternet Protocol [TCRAR)

1| | »

Install... Wrinstall | Properties |

— Description

Trangmizzion Contral Protocal/intermet Protocaol. The default
wide area netwark, pratocal that provides communication
acrogs diverze interconnected networks.

™ Show icon in notification area when connected
[ Motify me when this connection haz limited or no connectivity

akK | Canicel

Figure B-2

-109 -



(L Clgexyil AC3200 Wireless Tri-Band Gigabit Router

5) The following TCP/IP Properties window will display and the IP Address tab is open on

this window by default.

6) Select Obtain an IP address automatically and Obtain DNS server automatically, as
shown in the Figure below:

Internet Protocol (TCP/IP) Properties d |

General | Alternate Configuration |
“V'ou can get [P zettings assigned automatically if your network supports

thiz capability. Otherwise, pou need to ask pour netwaork. administratar for
the appropriate P settings.

& Obtain an IP addiess automatically
—{ Uze the follawing IP address:

|F address: I . . .
Subnet mazk: I . . .
Default gateway: I . . .

& Obtain DNS server addiess automaticalle

—" Use the follawing DMS server addresses:

Ereferred DS senvern: I . . .
Alternate DS semwer: I . . .

Adwanced... |
ak I Cancel I

Figure B-3
2. \Verify the network connection between your PC and the router
Open a command prompt, and type ping 192.168.0.1, and then press Enter.

» If the result displayed is similar to the Figure B-4, it means the connection between your PC

and the router has been established well.

C:AWINDOWS\system 32\cmd. exe

Microsoft Windows RP [Uersion 5.1.268@1]
(C> Copyright 1985-2801 Microsoft Corp.

C:»Documents and Settingsenglish>ping 192.168. 8.1
Pinging 1922_.168.8.1 with 32 bytes of data:

Reply from 172.168.8.1: bhytes=32 time<ims TTL=64
Reply from 192.168.8.1: 32 time<ims TTL=64
Reply from 192_168.8.1: time{ims TTL=64
Reply from 192_168.@.1: bytes=32 time{lms TTL=64

Fing statistics for 192.168.0.1:

Packets: Sent = 4, Received = 4, Lost = 8 (@2 loss)>,
Approximate round trip times in milli—seconds:

Hinimum = Bms, Maximum = Bms,. Average = Bms

C:“\Documents and Settings>english>_

Figure B-4 Success result of Ping command
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»  If the result displayed is similar to Figure B-5, it means the connection between your PC and

the router failed.

e C:AWINDOWS\system 3 2\cmd. exe

Microsoft Windows EP [Uersion 5.1.268@]

(C) Copyright 1985-2001 Microsoft Corp.
C:“Documents and Settings“english>»ping 192.168.8_1

Finging 122.168.8.1 with 32 bytes of data:

Destination host wunreachable.
Destination host wnreachable.
Destination host unreachable.
Destination host unereachable.

Fing statistics for 192.168.8.1:
Packets: Sent = 4, Received = B, Lost = 4 {188« loss>.

C:~Documents and Settings“english>

Figure B-5 Failure result of Ping command
Please check the connection following these steps:
1. Is the connection between your PC and the router correct?
&= Note:
The Ethernet LED =2 on the router and LEDs on your PC's adapter should be lit.

2. Is the TCP/IP configuration for your PC correct?

& Note:

If the router's IP address is 192.168.0.1, your PC's IP address must be within the range of
192.168.0.2 ~ 192.168.0.254.

3. Is the default LAN IP of the router correct?

&= Note:

If the LAN IP of the modem connected with your router is 192.168.0.x, the default LAN IP of the
router will automatically switch from 192.168.0.1 to 192.168.1.1 to avoid IP conflict. Therefore, in
order to verify the network connection between your PC and the router, you can open a command
prompt, and type ping 192.168.1.1, and then press Enter.
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Appendix C: Specifications

General
IEEE 802.11ac, IEEE 802.11n, IEEE 802.11g, IEEE 802.11b, IEEE
Standards 802.11a, IEEE 802.11e, IEEE 802.11i, IEEE 802.1X, IEEE 802.3X,
IEEE 802.3, IEEE 802.3u, IEEE 802.3ab
Protocols TCP/IP, PPPoE, DHCP, ICMP, NAT, SNTP
1 10/100/1000M Auto-Negotiation Internet RJ45 port;
Ports 4 10/100/1000M Auto-Negotiation Ethernet RJ45 ports supporting
Auto MDI/MDIX;
2 USB ports supporting storage/FTP/Media/Print Server;
10BASE-T: UTP category 3, 4, 5 cable (maximum 100m)
EIA/TIA-568 100Q STP (maximum 100m)
Cabling Type 100BASE-TX: UTP category 5, 5e cable (méximum 100m)
EIA/TIA-568 100Q STP (maximum 100m)
1000BASE-TX: UTP category 5, 5e cable (maximum 100m)
EIA/TIA-568 100Q STP (maximum 100m)
(Power), (2.4GHz), (5GHz-1), (5GHz-2),
LEDs
(Ethernet), (Internet), (WPS), (UsSB1), (USB2)
Safety & Emissions FCC, CE
Wireless
Frequency Band* 2.4GHz, 5GHz

Radio Data Rate

11b: 1/2/5.5/11Mbps
11a/g: 6/9/12/18/24/36/48/54Mbps
11n: up to 450Mbps
11ac: up to 1.3Gbps

Frequency Expansion

DSSS (Direct Sequence Spread Spectrum)

11ac: 256-QAM for OFDM

Modulation 11n/g/a: QPSK,BPSK,16-QAM, 64-QAM for OFDM
11b: CCK,DQPSK,DBPSK
Security WEP, WPA/WPA2, WPA2-PSK/WPA-PSK
5G: 2.4G:
11a 6Mbps: -92dBm 11b 1M: -96dBm
Sensitivit 11a 54Mbps: -74dBm 11g 54M: -73dBm
y 11ac HT20: -66dBm 11n HT20: -70dBm
11ac HT40: -62dBm 11n HT40: -67dBm

11ac HT80: -59dBm

Environmental and Physical

Temperature

Operating: 0°C to 40°C (32°F to 104°F)

Storage: -40°C to 70°C (-40°F to 158°F)

Humidity

Operating: 10% to 90% RH, Non-condensing
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Storage: 5% to 90% RH, Non-condensing ‘

* Only 2.412GHz~2.462GHz is allowed to be used in USA, which means only channel 1~11 is available for

American users to choose.
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Appendix D: Glossary

>

802.11ac - IEEE 802.11ac is a wireless computer networking standard of 802.11.This
specification will enable multi-station WLAN throughput of at least 1 gigabit per second .This
is accomplished by extending the air interface concepts embraced by 802.11n: wider RF
bandwidth, more MIMO spatial streams, multi-user MIMO, and high-density modulation (up to
256 QAM).

802.11n - 802.11n builds upon previous 802.11 standards by adding MIMO (multiple-input
multiple-output). MIMO uses multiple transmitter and receiver antennas to allow for increased
data throughput via spatial multiplexing and increased range by exploiting the spatial diversity,
perhaps through coding schemes like Alamouti coding. The Enhanced Wireless Consortium
(EWC) [3] was formed to help accelerate the IEEE 802.11n development process and
promote a technology specification for interoperability of next-generation wireless local area
networking (WLAN) products.

802.11b - The 802.11b standard specifies a wireless networking at 11 Mbps using
direct-sequence spread-spectrum (DSSS) technology and operating in the unlicensed radio
spectrum at 2.4GHz, and WEP encryption for security. 802.11b networks are also referred to
as Wi-Fi networks.

802.11g - specification for wireless networking at 54 Mbps using direct-sequence
spread-spectrum (DSSS) technology, using OFDM modulation and operating in the
unlicensed radio spectrum at 2.4GHz, and backward compatibility with IEEE 802.11b devices,
and WEP encryption for security.

DDNS (Dynamic Domain Name System) - The capability of assigning a fixed host and domain
name to a dynamic Internet IP Address.

DHCP (Dynamic Host Configuration Protocol) - A protocol that automatically configure the
TCP/IP parameters for the all the PC(s) that are connected to a DHCP server.

DMZ (Demilitarized Zone) - A Demilitarized Zone allows one local host to be exposed to the
Internet for a special-purpose service such as Internet gaming or videoconferencing.

DNS (Domain Name System) - An Internet Service that translates the names of websites into

IP addresses.
Domain Name - A descriptive name for an address or group of addresses on the Internet.

DSL (Digital Subscriber Line) - A technology that allows data to be sent or received over
existing traditional phone lines.

ISP (Internet Service Provider) - A company that provides access to the Internet.
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MTU (Maximum Transmission Unit) - The size in bytes of the largest packet that can be

transmitted.

NAT (Network Address Translation) - NAT technology translates IP addresses of a local area
network to a different IP address for the Internet.

PPPoE (Point to Point Protocol over Ethernet) - PPPoE is a protocol for connecting remote

hosts to the Internet over an always-on connection by simulating a dial-up connection.

SSID - A Service Set Identification is a thirty-two character (maximum) alphanumeric key
identifying a wireless local area network. For the wireless devices in a network to
communicate with each other, all devices must be configured with the same SSID. This is
typically the configuration parameter for a wireless PC card. It corresponds to the ESSID in

the wireless Access Point and to the wireless network name.

WEP (Wired Equivalent Privacy) - A data privacy mechanism based on a 64-bit or 128-bit or
152-bit shared key algorithm, as described in the IEEE 802.11 standard.

Wi-Fi - A trade name for the 802.11b wireless networking standard, given by the Wireless
Ethernet Compatibility Alliance (WECA, see http://www.wi-fi.net), an industry standards group

promoting interoperability among 802.11b devices.

WLAN (Wireless Local Area Network) - A group of computers and associated devices
communicate with each other wirelessly, which network serving users are limited in a local

area.
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